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Automation drives our experience of social media platforms, from timeline feeds to disinformation bots.
This book examines social media phenomena, like viral memes, parasocial relationships, and harassment
campaigns. This book then explores the ethics of automation on social media platforms by experimenting
with computer programs that automate social media actions. This book assume no prior programming
experience.

This book is about:

e Social Media

o What it does, how it works, how people use it, different uses and abuses, etc.

e Ethics

o Individual behaviors, group behaviors, design and management decisions, etc.

e Automation



o basic programming skills in Python, create social media bots, get information from social media

platforms, etc.

We hope after completing this book you will be informed and engaged as social media user, as a member

of a society where social media plays a large role, and potentially as a worker in a social media company.

Download and Versions

There are different versions of this book for making bots in different platforms:

Choose Social Media Platform: Reddit | Discord | Bluesky (incomplete) | No Coding

You can download this book as a pdf here (though not everything will work correctly or be interactive as a

pdf). (Also, if anyone knows how to make jupyterbooks make separate pdfs for each chapter, please let

Kyle know.)

Support this Project

We are happy to make this book available online for free, but if you find this textbook valuable and want

to support our work, please donate to us through Susan’s Ko-Fi account: https://ko-fi.com/drsusannotess.

Suggested Citation

Kyle Thayer, Susan Notess (2023). Social Media, Ethics, and Automation. https://social-media-ethics-
automation.github.io/book
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Land Acknowledgement

We want to respectfully acknowledge that the land on which we did the majority of this work is

the traditional home of the Coast Salish people, the traditional home of all tribes and bands

within the Duwamish, Suquamish, Tulalip and Muckleshoot nations. This land was taken from

these tribes mainly by means of conquest and the rule of force rather than through legal process
or transfer of ownership based on free will of all involved. We cannot undo the past; however, we

feel obliged to acknowledge wrongdoing and work to ensure the sovereignty of tribes today.

Perspectives and Biases

As white Americans (though one of us now lives in the UK), we have a tendency to pull from
examples from America, the UK, and other English speaking social media. We also have more
experience with social media networks of Twitter (now branded as “X"), Facebook, and Youtube,

and tend to use those in our examples.

1. Introduction

e How does social media influence our world and us, in good and bad ways?

e How do the decisions made by the creators of social media platforms affect how it is used
and what people do?

e How do social media bots change the dynamics on the platform?

e What can we learn about people from social media data?

e What are the ethical trade-offs made in all of these situations?

In this book, we will try to start answering questions like this. To get us started let's look at a
particular situation that happened on Social Media: the case of Justine Sacco's racist joke tweet,

and then read actor Kumail Nanjiani's reflections on ethics in tech.

1.1. The case of Justine Sacco’s racist joke tweet

In 2013, Justine Sacco, a PR director at IAC, was boarding a flight to South Africa, and posted the
following racist and insensitive joke tweet, which went viral while she was in-flight and unable to

check Twitter:
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1.1.1. Timeline of events:

1. Justine Sacco, a PR director at IAC with only 170 followers posted a racist joke tweet right
before getting on an 11-hour flight to South Africa

2. Someone emailed the tweet to valleywag.gawker.com. Valleywag wrote a post on it and
tweeted the post.

3. Word spread, and Justine’s tweet went viral. Twitter users found other recent offensive
tweets by Justine about countries she was traveling in.

4. 1AC (Justine's employer) called the tweet “outrageous, offensive” but "Unfortunately, the
employee in question is unreachable on an international flight.”

5. Twitter users, now knowing that Justine is on a flight, started the hashtag
#hasjustinelanedyet, which started trending on Twitter (including some celebrities tweeting
about it).

6. Twitter users were able to deduce which flight Justine was on.

7. One Twitter user got a photo of Justine turning on her phone after getting off the plane.
That user also talked to her father at the airport and tweeted about the photo and their
responses.




8. Justine lost her job at IAC, apologized, and was later rehired by IAC.

Sources: Buzzfeed [a1], IBTimes [a2], later Vox [a3], later New York Times profile [a4]

1.1.2. What our focus will be

Rather than talk about whether any or all of the responses to Justine’s racist joke tweet were
deserved, let's instead talk about why it played out as it did:

e Why did so many people see it?
e How did it spread?

e What enabled someone to be able to get a photo of her checking the phone at the airport?

1.1.3. Reflection questions

e What motivated Twitter users to put time and energy into this?
e What things about the design of Twitter enabled these events to happen?

-.} Justine Sacco 1~ W Foliow
[ - JustineSacco
o
& Feply T3 Retweet W Favorite ®®® Mors
4 2
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o For example, you might notice that the interface shows where Sacco was located when
tweeting, Hillingdon, London, which is where Heathrow Airport is located, helping
people deduce which flight she was on.

e What financial motivations does Twitter have? How does that influence Twitter's design?
e What changes to Twitter could have changed how this story went?


https://www.buzzfeednews.com/article/alisonvingiano/this-is-how-a-womans-offensive-tweet-became-the-worlds-top-s
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1.2. Kumail Nanjiani‘s Reflections on Ethics in Tech

il Image source [a5]

Kumail Nanjiani was a star of the Silicon Valley [a6] TV Show, which was about the tech industry.

He posted these reflections on ethics in tech on Twitter (@kumailn) on November 1, 2017:
As a cast member on a show about tech, our job entails visiting tech
companies/conferences etc. We meet ppl eager to show off new tech.

Often we'll see tech that is scary. | don’t mean weapons etc. | mean altering video, tech that

violates privacy, stuff w obv ethical issues.

And we'll bring up our concerns to them. We are realizing that ZERO consideration seems to

be given to the ethical implications of tech.

They don't even have a pat rehearsed answer. They are shocked at being asked. Which

means nobody is asking those questions.

“We're not making it for that reason but the way ppl choose to use it isn't our fault.

Safeguard will develop.” But tech is moving so fast.

That there is no way humanity or laws can keep up. We don't even know how to deal with
open death threats online.

Only “Can we do this?” Never “should we do this? We've seen that same blasé attitude in

how Twitter or Facebook deal w abuse/fake news.

You can't put this stuff back in the box. Once it's out there, it's out there. And there are no

guardians. It's terrifying. The end.

e Kumail Nanjiani
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1.2.1. Reflection questions:

e What do you think is the responsibility of tech workers to think through the ethical
implications of what they are making?

e Why do you think the people who Kumail talked with didn’t have answers to his questions?

1.3. Learning Goals

Our goals for you in this book is that you can be an informed and active person with regards to
social media. Through the book we will ask you practice and use a set of skills to aid you in this.

In more detail:

1.3.1. Informed and Active Person

Our goals for you to become an informed and active person are:

As a social media user, we hope you learn how social media sites influence you, from how your
data gets used or abused, to how harassment and spam bots operate, to how platforms
manipulate your emotions and mental state. We hope you could then be a more knowledgeable

consumer and participant on social media sites.

As a member of a society that is influenced by social media, we hope you learn about the
societal impact of automated social media systems, and how those systems are designed under
different economic, social, and governmental pressures. We hope you could then be more

knowledgeable in what you might advocate for or vote for in how social media sites operate.

As a potential tech worker that might work for a social media site, we hope you learn how to
analyze the ethical tradeoffs made in designing automated systems. We hope you could then
bring those concerns into how you design and implement automated systems for social media

sites.

1.3.2. Skill Goals

To support you being the informed and active person we described above, we will give you

opportunities to learn and practice the following skills:

Social Media:



e Define terms for social media phenomenon (e.g., viral memes, parasocial relationships,
harassment campaigns)
o Recognize examples of those phenomenon in examples we provide, in pre-internet
history, and from your own experiences
e Understand the ways information and communication is done in different social media

platforms
e Compare, contrast, and critique the design of various social media sites and the behaviors of

people and bots on those sites
e Propose designs and modifications to social media sites, and reflect on the potential

consequences of those designs and modifications
Ethics:

e Define several different ethics frameworks ( e.g., Confucianism, Aztec Virtue Ethics,

Consequentialism, Ethics of Care, Ubuntu Ethics)
o Explain how those frameworks could apply to different ethical scenarios

o Evaluate what the benefits and drawbacks are for using different frameworks in

different ethical scenarios
Automation:

e Recognize and use key programming concepts and structures (e.g., variables, data types,
loops, conditional statements)

e Understand what example social media bots will do and why

e Modify code for social media bots to change their behavior, both to do tasks we ask for, and

to do tasks of your own design
Additional Research:

e Research sources outside of this book, evaluating their reliability and their relevance to

topics in the book and to your own life
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2. Definitions

Before we continue to specific topics, we want to define and give some background on our three

main subjects: Social Media, Ethics, and Automation

2.1. Social Media

This book will be centered in the world of Social Media, and all the things that happen there. So
what is Social Media?

2.1.1. What is Social Media?

There is no clear single definition for what counts as social media. John Hartley points out that

you could consider almost all of culture as “social media.”

“All media are social. All society is mediated.”
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e John Hartley, The Sage Handbook of Social Media [b1]

This means that media, which includes painting, movies, books, speech, songs, dance, etc., all
communicates in some way, and thus are social. And every social thing humans do is done
through various mediums. So, for example, a war is enacted through the mediums of speech
(e.g., threats, treaties, battle plans), coordinated movements, clothing (uniforms), and, of course,
the mediums of weapons and violence.

But when we use the phrase “social media,” we mean something much more specific, something
involving computers (or smartphones), the internet, communication, and networks of connected

people.

We will think of social media in terms of internet-based social media platforms, along the lines

of these definitions:

"By social media technologies, we mean those digital platforms, services, and apps built
around the convergence of content sharing, public communication, and interpersonal
connection.”

e Jean Burgess, Alice Marwick, and Thomas Poell, The Sage Handbook of Social Media
[b2]

“Social media are interactive technologies that allow the creation or sharing/exchange of
information, ideas, career interests, and other forms of expression via virtual communities

and networks.”

e Wikipedia [b3]

But, even though our focus is on internet-based social media platforms, since all media are social
and all society is mediated, we will find that much of what we observe is also common

throughout the rest of human culture.

In fact, moving parts of our social media experience into internet-based social media platforms
might not make any fundamental changes to society. According to the Amplification Model of
technology:
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“The Internet changes nothing on its own, but it can amplify existing forces, and those

amplified forces might change something.”

e Philip E. Agre, Real-Time Politics: The Internet and the Political Process. [b4]

2.1.2. Social Media Platform Examples

There are a wide variety of social media platforms with different aims and ways of engaging with

them.

We can't give every example, but here is a range of different things social media platforms do
(though this is all an oversimplification).

Some platforms are used for sharing text and pictures (e.g., Facebook, Twitter, LinkedIn, WeChat,
Weibo, QQ), some for sharing video (e.g., Youtube, TickTock), some for sharing audio (e.g.,
Clubhouse), some for sharing fanfiction (e.g., Fanfiction.net, AO3), some for gathering and
sharing knowledge (e.g., Wikipedia, Quora, StackOverflow), some for sharing erotic content (e.g,
OnlyFans).

Some platforms are primarily intended for forming connections and building networks, like
Facebook for friends and family, and LinkedIn for business connections.

There are also platforms built around activities like gaming (Discord), and dating and hookups
(e.g. Bumble, Tinder, OKCupid, etc.).

Platforms can be minimalist, like Yo [b5], which only lets you say “yo” to people and nothing else.

Platforms can also be tailored for specific groups of people, like a social media platforms for low-

income blind people in India [b6].

Additionally, some sites are primarily built for other purposes but have a social media
component as well, such as the Amazon online store that has user reviews and customer

questions & answers, or news sites that have comment sections.

There are many other varieties of social media sites, though hopefully we have at least covered a
decent range of them.


https://en.wikipedia.org/wiki/Yo_(app)
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2.1.3. Social Media and “Real Life"”

When we (the authors) were young, as internet-based social media was starting to become

commonly used, a popular sentiment we often heard was:

“The internet isn't real life.”

This was used as a way to devalue time spent on social media sites, and to dismiss harms that

occurred on them.

Versions of this phrase are still around, such as in this tweet from statistician Nate Silver:

A%  Nate Silver 9
@NateSilver538

Twitter is not real life part 69420

ﬂg (((Harry Enten))) & @ForecasterEnten - Feb 14, 2019

Most of the polling indicated NYC'ers wanted Amazon in NYC. When tax breaks
were mentioned, support did fall. But even with it mentioned, support was very
strong in Queens.

8:55 AM - Feb 14, 2019 - Twitter for Android

148 Retweets 6 Quote Tweets 894 Likes

[b7]

In that tweet, Nate Silver seems to be saying that conversations and views represented on Twitter
are not representative of most people, thus devaluing the conversations and views expressed on

Twitter.

We also see this phrase used to say that things seen on social media are not authentic, but are
manipulated, such as people only posting their good news and not bad news, or people using

photo manipulation software to change how they look.


https://twitter.com/natesilver538/status/1096090507762167810

We're curious to see how this phrase is continued to be used, and how these sentiments are

continuing, being rejected, or evolving.

Reflection questions

e How often do you hear phrases like “social media isn't real life"?

e How do you think about the relationship between social media and “real life"?

2.2. Ethics

As we look at social media, we will be looking at ethical concerns around decisions be social

media users, designers, moderators, etc.

So what is ethicst1?

2.2.1. What is Ethics?

Have you ever paused to decide what to do in a situation, and found yourself wondering what
would be the 'right’ thing to do? Or perhaps you might think, as a good person, how should |

handle this situation?

These questions are examples of ethical thinking. Ethics is a way of investigating these habits of
thought about what is morally right and good, about what we should do, and about how the
world should be. Most people have ethical beliefs; for example, many believe that stealing is
wrong. When we stop and ponder why stealing is wrong, or what makes it wrong, or when it is

wrong, we are doing ethics.

Because humans have pretty much always been interested in these kinds of questions, we
already have several different ‘systems’ of ethical thought available to us as tools for thinking
through how to guide ourselves in a course of action. These ethical systems vary in many ways,

such as whether they focus on individuals or communities, or focus on rights or relationships.

Now, you might be thinking... isn’t ethics something that people NEVER agree on? We don't
exactly have firm answers, right? And more than a few wars have been fought over ethical
disagreements that couldn’t be resolved. So how is ethics supposed to help us decide about how

things should go in the world of social media? How does ethics help us to know what to do?



It might help to think about ethical frameworks as tools for seeing inside of a situation. In
medicine, when doctors need to see what's going on inside someone’s body, they have many
different tools for looking in, depending on what they need to know. An x-ray, an ultra-sound,
and an MRI all show different information about what's happening inside the body. A doctor
chooses what tool to use based on what she needs to know. An x-ray is great for seeing what's
happening with bones, but isn't particularly helpful for seeing how a fetus's development is
progressing.

When we are trying to see inside the many complicated factors of a situation and decide what to
do, there are various different kinds of information we might want to gather. When facing a

moral decision, we might want to know about:

e how a certain course of action would impact other people. Will more people be hurt if | take
this or that course of action?

e what course of action would leave us feeling okay with ourselves and our desires to be good
people. Maybe | could cheat in a situation and many people would be helped or spared
pain, but could | live with myself knowing | had cheated?

e what course of action should we take, if it will be carried out by many different people
across an organization? When | need to depend on others to act in certain ways to achieve a
good outcome, what course of action can be accomplished even when some of those

different people disagree about what should be done?

One question many people have about using ethical reasoning as a tool for analysis is: what
about cultural disagreements? What about the idea that there is no absolute truth, that a moral
claim is only true for me or you, or for my culture or your culture? In an increasingly globalized
world, there is an opportunity to learn to respect and accommodate the differences between
cultures and values, and this is a good thing! It means that we have even more tools at our
disposal for thinking through the ethical considerations packed into a situation, as we learn from

those who see things differently.

In this class, you will be building up a ‘toolbox’ for thinking about ethics. We won't get into the
more abstract philosophical side of questions about ultimate moral truths or where they come
from (that discussion is called metaethics, and it is fun, but quite a brain-twister). When using
ethical tools to analyze a situation concerning social media and automation, you will be
encouraged to always choose at least two different ethical frameworks and compare them. This

is not about finding one theory you like and sticking with it. Rather, it's about learning how to



use multiple tools to see multiple different factors in a situation (using an MRl and an x-ray),

getting a more complete picture of what is going on and what is at stake.

So, with that said, let's get to know some of the tools that will be in your toolbox!

2.2.2. The "Golden Rule”

One widespread ethical principle is what English speakers sometimes call the “Golden Rule [b8]":

e "Tsze-kung asked, saying, 'Is there one word which may serve as a rule of practice for all
one’s life?” The Master said, ‘Is not reciprocity such a word? What you do not want done to
yourself, do not do to others.”

o Confucius, Analects 15.23 [b9] (~500 BCE China)

e “There is nothing dearer to man than himself; therefore, as it is the same thing that is dear to

you and to others, hurt not others with what pains yourself.”

o Gautama Buddha, Udanavarga 5:18 [b10] (~500 BCE Nepal/India)

¢ "That which is hateful to you do not do to another; that is the entire Torah, and the rest is

its interpretation.”

o Hillel the Elder, Talmud Shabbat, folio 33a [b11] (~0 CE Palestine)
e “So in everything, do to others what you would have them do to you, for this sums up

the Law and the Prophets.”

o Jesus of Nazareth, Matthew 7:12 [b12] (~30 CE Palestine)
e And many more [b8]...

2.2.3. Ethics Frameworks

Below are some summaries of a selection ethics frameworks. There are many more ethics
frameworks which we haven't included here, and these explanations are all way oversimplified.
We hope that this gives you a start to understanding each framework, and a range of options for

how to think through ethics in social media and programming.

Ancient Ethics

Here are few ancient ethics systems. These examples are mostly about qualities of a good

person.
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Confucianism

Sources [b13] [b14] [b15] [b16]

e Being and becoming an exemplary person (e.g., benevolent; sincere; honoring and
sacrificing to ancestors; respectful to parents, elders and authorities, taking care of children
and the young; generous to family and others). These traits are often performed and
achieved through ceremonies and rituals (including sacrificing to ancestors, music, and tea
drinking), resulting in a harmonious society.

e Key figures:

_' Confucius [b13]~500, China
o I Mencius [b17] ~350, China
0.

o ﬂ Xunzi [b18] ~300 BCE, China

Taoism

Sources [b19] [b20] [b21]

e Act with unforced actions in harmony with the natural cycles of the universe. Trying to force
something to happen will likely backfire.
e Rejects Confucian focus on ceremonies/rituals. Prefers spontaneity and play.
o Like how water (soft and yielding), can, over time, cut through rock.

e Key figures:
° _ G Lao Tzu [b22] ~500 BCE China

o & Zhuangzi [b23] Zhuangzi ~300 BCE China

Virtue Ethics

Sources [b24] [b25] [b26] [b27]

e Acting in ways consistent with the virtues (e.g., courage, truthfulness, wittiness, friendliness,
etc.) leads to flourishing of an individual.

¢ In acting virtuously, you are training yourself to become more virtuous, and you will

subsequently be able to act even more virtuously.


https://plato.stanford.edu/entries/confucius/
https://en.wikipedia.org/wiki/Confucius
https://plato.stanford.edu/entries/confucius/
https://en.wikipedia.org/wiki/Mencius
https://plato.stanford.edu/entries/mencius/
https://en.wikipedia.org/wiki/Xun_Kuang
https://plato.stanford.edu/entries/xunzi/
https://plato.stanford.edu/entries/daoism/
https://en.wikipedia.org/wiki/Laozi
https://en.wikipedia.org/wiki/Laozi
https://en.wikipedia.org/wiki/Zhuang_Zhou
https://plato.stanford.edu/entries/zhuangzi/
https://plato.stanford.edu/entries/ethics-virtue/

e Different groups have different sets of virtues:

o Aristotle: Courage, Temperance, Liberality, Magnificence, Magnanimity, Proper
Ambition, Patience, Truthfulness, Wittiness, Friendliness, Modesty, Righteous
indignation, Intelligence, Science, Theoretical Wisdom

o Quaker SPICES [b28] (Simplicity, Peace, Integrity, Community, Equality, Stewardship)

o US Army LDRSHP [b29]: Loyalty, Duty, Respect, Selfless Service, Honor, Integrity,
Personal Courage

e Key figures:
o hﬁ Aristotle [b30], 300s BCE Greece

o [b31] Martha Nussbaum [b32], present USA

Aztec Virtue Ethics

Sources [b33][b34]

e Live a rooted, balanced life of moderation.
e Virtue is a group effort. Individuals can’t be virtuous on their own because “the earth is

slippery, slick” (meaning it is easy for an individual to fall into bad actions, they need support

and moderation)

.. s

| [b35] Aztecs [b36], 1300s - 1500s CE in what is now Mexico

v i

1600s - 1700s European Ethics

A few ethics systems that originated in the 1600s and 1700s in Europe. Note that in this selection

of ethics frameworks motive and inner qualities don’t matter, only outward actions or outcomes.

Natural Rights

Sources [b37] [b38] [b39] [b40] [b41] [b42]

e |ocke: Everyone has a right to life, liberty, and property
o Jefferson in the Declaration of Independence [b43]: “"We hold these truths to be self-evident,

that all men are created equal, that they are endowed by their Creator with certain
unalienable Rights, that among these are Life, Liberty and the pursuit of Happiness.”


https://www.friendsjournal.org/s-p-i-c-e-s-quaker-testimonies/
https://www.army.mil/values/
https://en.wikipedia.org/wiki/Aristotle
https://en.wikipedia.org/wiki/Aristotle
https://simple.wikipedia.org/wiki/Martha_Nussbaum
https://en.wikipedia.org/wiki/Martha_Nussbaum
https://aeon.co/essays/aztec-moral-philosophy-didnt-expect-anyone-to-be-a-saint
https://commons.wikimedia.org/wiki/File:Aztec_drums,_Florentine_Codex..jpg
https://en.wikipedia.org/wiki/Aztecs
https://plato.stanford.edu/entries/rights/
https://www.archives.gov/founding-docs/declaration-transcript

e Discussions of "human rights” fit in the Natural Rights ethics framework

e Key figures:

o ﬂJohn Locke [b44], 1600s England

Thomas Jefferson [b45] 1700s American Colonies / USA

Consequentialism

Sources [b46] [b47]

e Actions are judged on the sum total of their consequences (utility calculus)
e The ends justify the means.

e Utilitarianism: “It is the greatest happiness of the greatest number that is the measure of
right and wrong.”
o That is, What is moral is to do what makes the most people the most happy.
e Key figures:

o

Jeremy Bentham [b48] 1700’'s England

o ﬁ John Stuart Mill [b49], 1800's England

Deontology

Sources [b50] [b51]

e There are absolute moral rules and duties to follow (regardless of the consequences). They
can be deduced by reasoning about the objective reality.

e Kantianism: “Act only according to that maxim whereby you can, at the same time, will that it
should become a universal law.”

o Meaning: only follow rules that you are ok with everyone else following.

o For example, you might conclude that it is wrong to lie no matter what the
consequences are. Kant certainly thought so, but many have disagreed with him.

e Deontological thinking comes out of the same era as Natural Rights thinking, and they are
rooted in similar assumptions about the world. Deontology is often associated with Kant,
because at that time, he gave us one of the first systematic, or comprehensive,
interpretations of those ideas in a fully-fledged ethical framework. But deontological ethics

does not need to be based on Kant's ethics, and many ethicists working in the deontological


https://en.wikipedia.org/wiki/John_Locke
https://en.wikipedia.org/wiki/John_Locke
https://en.wikipedia.org/wiki/Thomas_Jefferson
https://en.wikipedia.org/wiki/Thomas_Jefferson
https://plato.stanford.edu/entries/consequentialism/
https://en.wikipedia.org/wiki/Jeremy_Bentham
https://en.wikipedia.org/wiki/Jeremy_Bentham
https://en.wikipedia.org/wiki/John_Stuart_Mill
https://en.wikipedia.org/wiki/John_Stuart_Mill
https://plato.stanford.edu/entries/ethics-deontological/

tradition have suggested that reasoning about the objective reality should lead us to derive
different sets of principles.

e Key figures:
o u Immanuel Kant [b52], 1700’s Germany

o - Christine Korsgaard [b53] present USA

Relational Ethics

These are a few ethics systems which center on maintaining proper relationships.

Ethics of Care

Sources [b54] [b55] [b56]

e Focuses on responsibilities and relational issues in the relationships you are invested in.
e Balancing your needs and the needs of those you care for, and sometimes strangers too.

e Rejects frameworks that focus on scenarios of competing for resources (justice, fairness).

o Started out as a critique of the idea, popular in some circles following World War 2, that
men are naturally more fully developed, and more morally mature, than women. As the
first care theorists pointed out, the only way this could be true is if we try to learn about
ethics only by considering the lives and views of men. In American society at the time,
male and female socialization were starkly different from each other. Of course
socializing males and females to act in different ways will lead to them having different
moral responses to situations. It is absurd, then, to come back and say that one way is
more morally advanced than the other!

o Care Ethics began by contrasting the American socially male way of considering ethics,
especially valued behaviors in business and government contexts, vs. the American
socially female way of considering ethics in relationships, especially in the female-coded
spaces of the family and the home.

e Key figures:

o ‘ Carol Gilligan [b57], present USA
o - Nel Noddings [b58], present USA
o ﬂ Joan Tronto [b59], present USA



https://en.wikipedia.org/wiki/Immanuel_Kant
https://en.wikipedia.org/wiki/Immanuel_Kant
https://en.wikipedia.org/wiki/Christine_Korsgaard
https://en.wikipedia.org/wiki/Christine_Korsgaard
https://www.britannica.com/topic/ethics-of-care
https://en.wikipedia.org/wiki/Carol_Gilligan#Ethics_of_care
https://en.wikipedia.org/wiki/Carol_Gilligan#Ethics_of_care
https://en.wikipedia.org/wiki/Nel_Noddings
https://en.wikipedia.org/wiki/Nel_Noddings
https://en.wikipedia.org/wiki/Joan_Tronto
https://en.wikipedia.org/wiki/Joan_Tronto

Ubuntu

Sources [b60] [b61] [b62]

e "“A person is a person through other people.”

o The concept of Ubuntu is traditional in Sub-Saharan Africa [b63], but this summary of

Ubuntu is more modern and was popularized globally by Nelson Mandela and
Desmond Tutu. There are also other different definitions of Ubuntu.
e “Actions are right roughly insofar as they are a matter of living harmoniously with others or

honouring communal relationships.” (source [b64]) (alternate interpretation [b65])

e Key figures:

o

Nelson Mandela [b66] 1990s South Africa

1
o #l Desmond Tutu [b67] 1990s South Africa

Joseph Balatedi Radinkudikae Gaie [b68], present, Botswana

o : Augustine Shutte [b69], 1900s-2000s, South Africa

3

Sabelo Mhlambi [b70], present, USA

(@)

e (More on African Ethics here [b71])

American Indigenous Ethics

Sources [b72] [b73] [b74] [b75]

e Like Ubuntu, American Indigenous ethics is actually a wide family of differing views. But
there are some particularly common ideas that show up again and again in American
Indigenous thought, and which philosophers from those traditions have identified as being
reasonably central to the ethical theories espoused by the nations of this continent.

o Distrust of abstract propositional claims, focus on experiential / lived knowledge.

» Including distrust of abstract includes grand abstract claims about ethics as
opposed to the lived knowledge of practicing ethics. This would include community
experiences of ethics shared through stories. Still, we can list some common

commitments in the form of principles, below.
o Anti-hierarchy. No one should be fully dependent or independent.

o Learn to perceive the needs of others in order to help the group and maintain equality.


https://en.wikipedia.org/wiki/Ubuntu_philosophy
https://pure.au.dk/portal/files/40165256/The-Historical-Development-of-the-Written-Discourses-on-Ubuntu.pdf
https://www.tandfonline.com/doi/abs/10.1080/03057240.2010.497609?journalCode=cjme20
https://www.tandfonline.com/doi/full/10.1080/23736992.2015.1020380
https://en.wikipedia.org/wiki/Nelson_Mandela
https://en.wikipedia.org/wiki/Nelson_Mandela
https://en.wikipedia.org/wiki/Desmond_Tutu
https://en.wikipedia.org/wiki/Desmond_Tutu
https://www.ub.bw/connect/staff/2104
https://www.ub.bw/connect/staff/2104
https://www.news.uct.ac.za/article/-2016-05-23-dr-augustine-shutte-19382016
https://www.news.uct.ac.za/article/-2016-05-23-dr-augustine-shutte-19382016
https://cyber.harvard.edu/people/sabelo-mhlambi
https://cyber.harvard.edu/people/sabelo-mhlambi
https://plato.stanford.edu/entries/african-ethics/
https://www.wiley.com/en-us/American+Indian+Thought%3A+Philosophical+Essays-p-9780631223047

o Equality for people, but also air, water, plants, etc. (everything is part of one process).

o (Based on book American Indian Thought [b72]. You can also search google scholar)

e Key figures:
o VF Cordova [b76], 1900s USA

o * Anne Waters [b77], present USA

o I‘r ' 4 Brian Burkhart [b78], present USA

o m Kyle Powys Whyte [b79], present USA

Alternative Ethics

Divine Command Theory

Sources [b80]

e Something is right or wrong because God(s) said so.
e Euthyphro Dilemma [b81]: “Is the pious [action] loved by the gods because it is pious, or is it
pious because it is loved by the gods?” (Socrates, 400s BCE Greece) [b82]

o If the gods love an action because it is morally good, then it is good because it follows
some other ethics framework. If we can figure out which ethics framework the gods are

using, then we can just apply that one ourselves without the gods.

o If, on the other hand, an action is morally good because it is loved by the gods, then it
doesn’t matter whether it makes sense under any ethics framework, and it is pointless

to use ethics frameworks.[11

Egoism
Sources [b83] [b84]

e "Rational Selfishness”: It is rational to seek your own self-interest above all else. Great feats

of engineering happen when brilliant people ruthlessly follow their ambition.

o That is, Do whatever benefits yourself. Altruism is bad.

e Key figure:


https://www.wiley.com/en-us/American+Indian+Thought%3A+Philosophical+Essays-p-9780631223047
https://scholar.google.com/scholar?q=American+Indian+ethics
https://en.wikipedia.org/wiki/Viola_Cordova
https://en.wikipedia.org/wiki/Viola_Cordova
https://philpeople.org/profiles/anne-schulherr-waters-j-d-ph-d
https://philpeople.org/profiles/anne-schulherr-waters-j-d-ph-d
https://www.ou.edu/cas/philosophy/people/faculty/brian-burkhart
https://www.ou.edu/cas/philosophy/people/faculty/brian-burkhart
https://en.wikipedia.org/wiki/Kyle_Powys_Whyte
https://en.wikipedia.org/wiki/Kyle_Powys_Whyte
https://en.wikipedia.org/wiki/Divine_command_theory
https://en.wikipedia.org/wiki/Euthyphro_dilemma
https://plato.stanford.edu/entries/egoism/

o Ayn Rand [b85], 1900s America

o Ayn Rand is sometimes popular with tech people and CEOs. Understandably, some
CEOs view themselves as brilliant and like being told that ruthlessly pursuing their
ambition is morally good. (Though the end-goal can't be great feats of engineering,
that self-interest must come first and great feats of engineering can only be a side-
effect).

Nihilism

Sources [b86] [b87] [b88] [b89]

e There is no right or wrong. Nothing matters.

e There are many different types of moral nihilism. But they all boil down, one way or another,
to the idea that moral reasoning or trying to think about ethics is not real, or is based on a
mistake.

e Even if one is inclined towards nihilism, there is still truth in the anthropological observation
that people do deliberate about how to act and how to live, and that these deliberations
consistently take the shape of one or more of the ethical frameworks above, considering
principles, character, virtues, consequences, responsibilities, and so on. So it is still

interesting to look at ethics, even if you like the idea of nihilism.

Existentialism

Sources [b90] [b91] [b92] [b93] [94] [b95]

e Like nihilism, existentialism starts with a claim that there is no fundamental meaning or

morality. But in existentialism, people must create their own meaning and morality.

o In philosophical terms: “existence precedes essence.” That is, things exist first without
meaning or value. They only have value because we choose to create meaning or value
for them.

e Existential ethics: your actions have consequences, but the consequences are unknowable.
Even though you desire to do what's right, there is no objective morality to follow (part of
existential angst). You are forced to invent some sort of meaning-giving basis for life that
can tell you what to care about. This might include constructing a kind of “morality” to
follow.

e Key figures:


https://en.wikipedia.org/wiki/Ayn_Rand
https://en.wikipedia.org/wiki/Ayn_Rand
https://plato.stanford.edu/entries/skepticism-moral/
https://plato.stanford.edu/entries/existentialism/

o ‘l? Sgren Kierkegaard [b96], 1800s Denmark

Jean-Paul Sartre [b97], 1900s France

More on Ethics

There are many more ethics frameworks that we haven’t mentioned here. You can look up some

more here.

Also, many of these ethics frameworks overlap and different ones can be considered versions of
another. So the Confucianist definition of an exemplary person could be considered as virtues in
virtue ethics [b98]. Care Ethics can be combined with American Indigenous Ethics [b99].
Existentialism can be considered a form of Nihilism. Moral Relativism (saying that what is good or
bad is just totally subjective, and depends on who you ask.) can also be considered a form of

Nihilism, etc.

You can also follow any of the other links in this page or watch the TV show The Good Place

(currently streaming on nbc.com [b100] and Netflix [b101])

Ethics Frameworks Don’t Guarantee Moral Goodness

One final note we'd like to make here is that, as we said before, we can use ethics frameworks as
tools to help us see into situations. But just because we use an ethics framework to look at a
situation doesn’t mean that we will come out with a morally good conclusion. This is perhaps
most obvious with something like nihilism, which rejects the very existence of a morally good
conclusion. But we can also see this with other frameworks, such as egoism, which we (the
authors) believe often gives morally wrong results, or with consequentialist/utilitarianist
reasoning reasoning, which has been challenged at many points in history (e.g., A Modest

Proposal [b102] from 1729, the character Ivan arguing with his brother [b103] in Brothers

Karamazov [b104] fromn 1880, and the two articles Effective Altruism Is Pushing a Dangerous

Brand of ‘Al Safety’ [b105] [archived here] and Effective altruism’s most controversial idea [b106]

from 2022). Still, we hope that in using different frameworks (even ones you often disagree with)

you are able to understand situations better and with more nuance.


https://en.wikipedia.org/wiki/S%C3%B8ren_Kierkegaard
https://en.wikipedia.org/wiki/S%C3%B8ren_Kierkegaard
https://en.wikipedia.org/wiki/Jean-Paul_Sartre
https://en.wikipedia.org/wiki/Jean-Paul_Sartre
https://plato.stanford.edu/search/searcher.py?query=ethics
https://www.nbc.com/the-good-place/episodes/season-1
https://www.netflix.com/title/80113701
https://www.nbc.com/the-good-place/episodes/season-1
https://en.wikipedia.org/wiki/A_Modest_Proposal
https://en.wikisource.org/wiki/The_Brothers_Karamazov/Book_V/Chapter_4
https://en.wikipedia.org/wiki/The_Brothers_Karamazov
https://www.wired.com/story/effective-altruism-artificial-intelligence-sam-bankman-fried/
https://web.archive.org/web/20221229022417/https://www.wired.com/story/effective-altruism-artificial-intelligence-sam-bankman-fried/
https://www.vox.com/future-perfect/23298870/effective-altruism-longtermism-will-macaskill-future

[1] As an example of how religion and divine command theory can work with other frameworks,
let's consider a few different versions of Christian thinking. In the white Evangelical Christian
community the authors grew up in, we often tried to figure out deontology-type rules based
on Bible verses (e.g., based on Exodus 20:16 [b107], we might conclude that lying is always

wrong regardless of the consequences). But this is quite different from the Archbishop

Desmond Tutu [b67] who helped popularize Ubuntu philosophy globally and chaired the

Truth and Reconciliation Commission [b108], or George E. Tinker [b109] of the Osage Nation

[b110], who wrote American Indian Liberation: A Theology of Sovereignty [b111].

2.2.4. Practice Using Frameworks

To practice using ethical frameworks as tools, here is an exercise.

Scenario: A Parent With Alzheimer's

Suppose you are in the position of needing to decide what to do to care for a parent. Although
they are used to an active and independent life, it is clear that they have been showing signs of

worsening, early stages Alzheimer's [b112]. You believe they are no longer able to safely live on

their own, but they get upset at the suggestion that they might need help.

You have two options. Either you can intervene, by ignoring your parent’s wishes and securing a
professional carer or care home to support them, or you can choose not to intervene, hoping
that they will finally realize they need care. You have consulted with your siblings, and they left
the final decision to you. The cost of professional care will come out of your parent’s financial

reserves (they can afford it), but you will need to spend their money for them against their will.

You don’t know what to do, so you sit down and work through your options with a list of ethical

frameworks.

Trying Out Different Frameworks

Your job in this exercise is to articulate a reason for intervening (forcing your parent to get care)
AND a reason against intervening (hoping your parent comes to their own realization they need

care), for each framework listed.


https://www.biblegateway.com/passage/?search=Exodus+20%3A16&amp;version=NIV
https://en.wikipedia.org/wiki/Desmond_Tutu
https://en.wikipedia.org/wiki/Truth_and_Reconciliation_Commission_(South_Africa)
https://en.wikipedia.org/wiki/George_Tinker
https://en.wikipedia.org/wiki/Osage_Nation
https://www.amazon.com/American-Indian-Liberation-Theology-Sovereignty/dp/1570758050
https://www.nia.nih.gov/health/alzheimers-disease-fact-sheet

The goal of this exercise is to practice using the ethical frameworks as tools for looking at the
insides of a complex ethical dilemma, and to see how each tool gives you slightly different

information about what is at stake.

This scenario will be hypothetical for some of you, but for others, like for one of the authors, this

will be a decision you have been very close to in real life.

If you are able to, work with others in filling out this chart or compare with others to compare
what you came up with. Every real-life instance of this is a little bit different, so make sure to
respect whatever decisions your groupmates may have made. One suggestion is to ask if anyone
has seen a situation like this unfold in their family, and to invite them to share first about the
reasons that were most salient to the decision that was made. Once anyone who wishes to offer

experience has volunteered, then you can begin working through the theories in the list.



Framework

Intervene

Do Not Intervene

Confucianism: become an
exemplary person, i.e.
generous and respectful,
through rituals, i.e. sacrifice

to ancestors

Taoism: Act in harmony with
universe; trying to force

things will backfire

Virtue Ethics (Aristotle): Act
in a way consistent with the
virtues to promote your
flourishing. Practicing
virtuous actions makes us

more virtuous in the future.

Virtue Ethics (Aztec): Virtue
is a group effort; we all need
support to help us live lives

of balance and moderation.
Natural Rights

Care Ethics

Be generous and resepectful to
your parent and siblings by taking
the hard decision and absorbing
whatever upset follows. It might
be a substantial sacrifice to let
your parent be angry with you, but
an exemplary person would
respectfully accept the difficulty in
order to secure proper care for

their parent.

Act in harmony with the natural
process of what's going on with
your parent’s health and what
needs to be done for their care;
trying to ignore the natural
process of Alzheimer’'s and not
intervening now will cause more

problems later

Be respectful of your
parent'’s authority and
don’t intervene and try to
take the decision away
from them. Instead be
generous in helping
provide for your parent
while your parent makes

their own decision.

Act in harmony with the
natural process of your
parent’s journey coming
to terms with their illness;
trying to force them to
accept care before they

are ready will backfire.



Framework Intervene Do Not Intervene

Consequentialism
Deontology

Ubuntu

American Indigenous
Divine Command
Egoism

Nihilism
Existentialism

Once your table is completed, think back over the different rationales given for each decision
option. What ‘reasons’ felt most compelling to you? Some will seem unpersuasive, and some will
seem to really get to the heart of the issue. Which framework best supports your decision to

intervene? Which framework best supports your decision not to intervene?

2.2.5. Ethics Frameworks Self-Assessment

In order to see how well you remember the ethics frameworks we just covered, see if you can

answer these questions.

Note: These are based on our over-simplified definitions of these ethics frameworks.



Which of these common ethical principles is commonly called
the "Golden Rule" in English?

Take care of yourself and don't care Treat others the way you would like to
about anyone else be treated
Never lie Life sucks and then you die

Which ethics framework emphasizes says that 'Actions are

right roughly insofar as they are a matter of living
harmoniously with others or honouring communal
relationships'?

Ubuntu Ethics Existentialism

Deontology Nihilism

Which ethics framework emphasizes that 'the ends justify the
means'?

Virtue Ethics Consequentialism

Deontology

Which ethics framework emphasizes 'unforced actions in
harmony with the natural cycles of the universe'?

Taoism Confucianism



Ubuntu Ethics

Ubuntu Ethics

Egoism

Virtue Ethics

Egoism

Nihilism

Natural Rights

Ethics of Care

American Indigenous Ethics

Natural Rights

[1] English language note: As you may notice here, ‘ethics’ is, by convention, a singular word. An

‘ethics’ is a way of describing how people think about something. There is also a word,

‘ethic’, but that has different usage. So for example, someone’s ‘work ethic’ is different from

the "ethics of work’ to which they might subscribe. On a related note, some people will tell

you that ‘data’ and ‘'media’ are both plural. These words come from Latin, and those word

forms are indeed plural in Latin! But we are using English, and conventions vary as to

whether these terms should be treated as grammatically plural or singular. You will see

variation in how people use these forms in your studies (and perhaps even in this book!), but

it should not alarm you. The rule of thumb is to be consistent across a document or project

in how you treat such things, so we have tried to be consistent in this book, with the

exception of where we are quoting someone else’s words.



2.3. Automation

As we look at ethical considerations in social media, we will be focused on automation (actions
that run on their own) done by computers. We will particularly look at computer programming

code that performs actions on social media.

Let's start with an analogy: language translation.

2.3.1. Language Translation (Analogy)

In order to have computers do an automated activity, we will need to communicate with the

computer. Let's start by looking at how communication works between different human

languages.
. Spanish
English Erench
French
Me . Someone else
-speaks English -speaks Arabic
English
German French
Arabic Arabic
Farsi

Imagine | am an English speaker who wants to communicate with someone else who speaks
Arabic. Neither of us speaks the other one’s language. If we have access to people who speak
multiple languages, it is possible for them to act as translators, taking what someone says and

repeating it in another language, until we are able to get our messages back and forth.

So, given the set of bilingual translators in the above diagram, how can we translate between
English and Arabic?



Spanish

English French

French

Me . Someone else
-speaks English -speaks Arabic

~—

English
German

) French
Arabic Arabic

Farsi

In my example, we use two translators: The English-French speaker and the French-Arabic
speaker. Then in order for me to communicate with the Arabic speaker, we pass our message to
the translators, and they communicate with each other using French as an intermediate
language. So messages will be translated from English to French and then to Arabic one way, and

from Arabic to French to English the other.

As we look at communicating with computers, we will see a similar translation path, including the

use of intermediate languages.

Now let's look at the history of computers and communication with them.

2.3.2. Human Computers



[b113]

Before electronic computers were generally available, when scientists wanted the results of some

calculations, they sometimes hired “computers” [b114], which were people trained to perform

the calculations.



https://en.wikipedia.org/wiki/Computer_(occupation)

When scientists wanted these human computers to do a task for them, they would give these
human computers instructions for what they wanted calculated. These instructions were given in
a regular human language (like English), and in math notation. Then the human computers

would send back the results of whatever calculation they had been asked to perform.

But human computers were eventually replaced by electronic computers, and communication

with electronic computers was not straightforward.

Learn More

e When Computers Were Human [b113]
e Human Computers: The Early Women of NASA [b115]

e Read the book or watch the movie Hidden Figures

2.3.3. Computers Speak Binary

As electronic computers became faster and more available, scientists began to rely on electronic

computers to automatically perform their calculations instead of on human computers.

But computers don’t speak human languages like the human computers did. Instead, computers
speak binary:

English Binary
“Retweet all tweets ? “0110100001100101
that mention me.” ® 0110110001101100

0110111100100001”

| speak English, and so | can come up with an English statement of what | want the computer to
do, like:

“Retweet all tweets that mention me.”


https://www.jpl.nasa.gov/edu/news/2016/10/31/when-computers-were-human/
https://www.history.com/news/human-computers-women-at-nasa

But a computer only understands instructions that are written in binary, which is composed
entirely of Os and 1s. So somehow I'll need to turn my English instruction into binary instructions,

so the computer can understand.

Binary

Early in the history of computers, the designers of computers decided that the easiest way of
making them work was to use the binary numbering system, since the Os and 1s could be
represented easily through physical means like a switch being on (which represents 1) or off

(which represents 0).
These Os and 1s, can then be used to represent numbers, like this:

e decimal 0 — binary 0

e decimal 1 - binary 1

e decimal 2 — binary 10

e decimal 3 - binary 11

e decimal 4 — binary 100
e decimal 5 — binary 101
e decimal 6 — binary 110
e decimal 7 — binary 111
e decimal 8 = binary 1000
e decimal 9 — binary 1001
e decimal 10 — binary 1010

But these binary Os and 1s can be used for more than just representing numbers. In 1842, Ada

Lovelace [b116] realized that a full computer [b117] (which was only a theoretical possibility at

the time) could represent and work with all sorts of things:

[Computers] might act upon other things besides number [...] Supposing, for instance, that
the fundamental relations of pitched sounds in the science of harmony and of musical
composition were susceptible of such expression and adaptations, the [computer] might
compose elaborate and scientific pieces of music of any degree of complexity or extent.



https://en.wikipedia.org/wiki/Ada_Lovelace
https://en.wikipedia.org/wiki/Turing_completeness

(b118]

Augusta Ada King, Countess of Lovelace (1815-1852). Fun fact for those of you who are
interested English Poetry: Ada Lovelace was the daughter of the poet Lord Byron.

Everything a modern computer does happens through binary. So all information is stored in

binary, such as:

e Text (like in this book). For example [b119]: “A” can be stored as “7000001" and “B" can be
stored as “7000010"

e Images are represented as a grid of points called pixels [b120], and each pixel has a number

representing its color in terms of Red, Green, and Blue. So a pixel with the color of
“0000000011111117700000000" would be green.

e Social media connections. For example, somewhere in Facebook’s computer systems is
information stored with your ID number, and it has a list of the ID numbers of the people
you are friends with.

Additionally, all the instructions which tell a computer what to do are stored in binary as well. For

example, in the Intel 8080 computer [b121]:

e "00070100" means “add 1 to the number stored in register #2"

e "“110710070" means "jump to another set of instructions if condition #2 is true"

These instructions and information are combined together to make any website you use, any

computer game you play, and any online textbook you read.

So how do people turn their ideas into binary computer instructions?

2.3.4. First Programmers

The way the first computer programmers told computers what to do was by learning the binary
language of computers and then translating their goals directly into binary instructions by

themselves.


https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/Pixel
http://dunfield.classiccmp.org/r/8080.txt

[b122]

The photo above shows the ENIAC [b123] computer (built with US Army funds in 1945, this was
the first electronic general-purpose computer), being programmed by three of the six women
who were the original programmers on this computer: Kay McNulty [b124], Betty Jennings
[b125], Betty Snyder [b126], Marlyn Meltzer [b127], Fran Bilas [b128], and Ruth Lichterman
[b129].

The job of these women was to take a request for a task to be done on the ENIAC, and to turn it
into computer instructions, and enter those instructions into the computer (though this early
computer happened to use decimal numbers and not binary).

Note: Since this book is also about ethics, we should mention that the first thing these women were

asked to program on the ENIAC was some calculations to help build thermonuclear bombs [b130].

How do you think they might have felt about being asked to do this? The building of those bombs
involved many scientists and other professionals along the way, several of whom were not on board
with the idea of what their calculations were being used for. This has raised questions about moral
responsibility: were the women made complicit in whatever moral wrongs may have come about

using calculations they performed using the ENIAC?

So, at this stage of computer history, giving a task to a computer involved a programmer

translating the task directly into the computer’s language (generally binary):


https://en.wikipedia.org/wiki/ENIAC
https://en.wikipedia.org/wiki/Kathleen_Antonelli
https://en.wikipedia.org/wiki/Jean_Bartik
https://en.wikipedia.org/wiki/Betty_Holberton
https://en.wikipedia.org/wiki/Marlyn_Meltzer
https://en.wikipedia.org/wiki/Frances_Spence
https://en.wikipedia.org/wiki/Ruth_Teitelbaum
https://en.wikipedia.org/wiki/Thermonuclear_weapon

The First Programmers

English Binary
“Retweet all tweets “0110100001100101
that mention me.” 0110110001101100

0110111100100001”

Now, this task of translating a task into the binary a computer speaks is a very slow, tedious, and

difficult process. So why bother to go through all that trouble?

The reason it was worth it to go through the trouble of translating tasks into a computer’s
language is that computers can do two things very quickly: Arithmetic (e.g., 2 + 2 = 4), and
following logical steps (e.g., when you press this button, then close the program). So if you can
get your task translated into arithmetic and logical steps, the computer can work faster than a

human could.

But this process of translating tasks into computer code was still a big pain, so couldn’t there be

a better way?

2.3.5. Compilers and Programimng Languages

History

In the early 1950s, Grace Hopper [b131] proposed a better way of programming a computer. She

suggested creating a “programming language” based on English words with a “compiler”
computer program that would turn the computer language code into binary computer

instructions.


https://en.wikipedia.org/wiki/Grace_Hopper

[b132]

¢ photo of Grace Hopper c. 1960, at that time a Commander in the US Navy.

When Hopper's ideas were mostly ignored, she proceeded to create her own compiler and later
helped design some of the most important and influential early programming languages and

compilers.

The new set-up for programming

So, thanks to Grace Hopper, we now have a new set-up for computer programming, which is
what programmers still use today:



Programmer Interpreter/
Compiler
Programmin .
lish g g Binary
Englis Language \ "
et Call t (Python, R, Java, etc.) 0110100001100101
etweet all tweets - 0110110001101100
i ” # get my twitter i "
that mention me. myfinfoy= client.get_user(id = "me", user_auth = True) 0110111100100001

my_id = my_info.data.id

# get all tweets that mention me
mentions = client.get_users_mentions(id = my_id)

# for each of the tweets that mention me:
for mention in mentions.data:
# retweet the tweet
client.retweet(mention.id)

When someone wants a computer to perform a task (that hasn't already been programmed), a
human programmer will act as a translator to translate that task into a programming language.
Next, a compiler (or interpreter) program will translate the programming language code into the
binary code that the computer runs. In this set-up, the programming language acts as an

intermediate language the way that French did in my earlier analogy.

In this set-up, a programmers basic task is to do these three things:

1. Given a problem, break it down into steps for a computer
2. Write those steps down in a programming language

3. Run the compiler or interpreter, so the computer program can run on the computer

Programming languages

Programming languages (e.g., Python, R, Java) are specially designed languages that attempt to
split the difference between how a computer thinks and communicates and how people think
and communicate. There are many programming languages, with different specializations and

trade-offs.

In this book, we will use Python [b133], which is commonly used in data science tasks, and has

support for writing programs that work with Reddit.

Compilers / Interpreters


https://www.python.org/

Compilers are special programs that translate code written in a programming language into the

binary Os and 1s that a computer runs.
There are two varieties of compilers:

e standard compiler: takes a whole computer program and turn it all into binary so it can be
run later

¢ interpreter: turns the computer language code into binary as it is running the program

Python uses an interpreter, so when you run a Python program, the interpreter translates the

Python code into binary while it's running it.

Programming in this book

Throughout the rest of this book, we will take ideas for programs written in English and translate
them into Python code, and we will look at Python code and translate it back into English
descriptions of what the code does. The Python Interpreter will then translate this code into

binary instructions, which the computer will then run.

Next, let's look at an example computer program that posts one tweet.

2.3.6. A program that makes one Discord post

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Below is a computer program written in the Python programming language. The program will
make a Discord post in the the discord channel that has an id of 123456789 (this is a fake

I”

channel number). The post will say: “This post was made by a computer program!”. Since this is a

computer program that posts on Discord, we would call this program a Discord bot.

Don't worry if you don’t understand any of this Python code yet; we will build an understanding
of code like this throughout the book.


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch02_definitions/03_automation/06_a_social_media_bot.html
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file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch02_definitions/03_automation/06_a_social_media_bot.html

import discord
import nest_asyncio
nest_asyncio.apply()

discord_token = "m#5@ fake discord_ token_ $%Ds"
client = discord.Client(intents=discord.Intents.default())

@client.event
async def on_ready():
channel id = 123456789
channel = client.get_channel(channel_id)
await channel.send("This post was made by a computer program!")
await client.close()

client.run(discord_token)

Though you may not understand anything in the above code yet, | want to point out a couple
things:

non non nonu

e The code above is full of English words like "import”, “token”, “ready”, “channel”, and "send,”
which may help you guess the meaning of the code.

e There are also other symbols as well, though being used in a different way than in normal
English, symbols like =, _, ., :, (,and ), as well as some unusual spacing

e The indented lines of code gives good hints as to what it is doing: get_channel loads a
specific discord channel to post on, and send has the information to make as a new post.

e There is one pieces of text with random letters and numbers called the “discord_token”
which is basically a password for your discord bot to log in. There is also a piece of text with
a number called the “channel_id” which is a number that lets your bot look up a specific
discord channel. You can get these special passwords and discord channel ids (see the page

on setting up your discord bot).. Once you put your special token and channel ids in those

locations, then this code will make a discord post

o info_103_teaching_example_app /BOT

This post was made by a computer program!

Fig. 2.7 A discord post made by running the code above with the account information for

“info_103_teaching_example_app".



We will go through that example code in more detail next.

2.3.7. Understanding the Discord Bot Code

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Let's look more at that program that creates one Discord post.

There are a number of ways of looking at the code, but first, let’s look at it as a template with a

couple pieces we can change.

The program as a template

Below I've highlighted the text of the sections of the program that you might want to modify.

import discord
import nest_asyncio
nest_asyncio.apply()

discord_token = "m#5@_fake_discord_token_$%Ds"
client = discord.Client(intents=discord.Intents.default())

@client.event
async def on_ready():
channel id = 123456789
channel = client.get channel(channel_id)
await channel.send("This post was made by a computer program!")
await client.close()

client.run(discord_token)

The first highlighted pieces of code is the discord token (your bot's special passwords), so your
bot can log in. You can get when you get those passwords by following these steps to get

developer access to reddit (I've put fake values in them for now).

The second highlighted piece of code is the id number for the discord channel you want to post

to. Instructions for getting a channel’s id number are also on the developer access to reddit page

The final highlighted pieces of code is what text to post to Discord.


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch02_definitions/03_automation/07_details_of_bot.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/bsky/ch02_definitions/03_automation/07_details_of_bot.html
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So, by changing those sections of code, you run this program to post whatever message you
want to post on the Discord channel of your choosing. It is, of course, much easier to just open
Discord and post something, but as we get to more complicated programs, we'll start to see

more of the power (and pitfalls) of automation on social media.

Note: two of the highlighted sections of code are surrounded by double quotes. In the Python
programming language, putting something in quotes indicates that you want the computer to
think of the things inside the quotes as pieces of text, in this case passwords and reddit post

information. The highlighted code that doesn’t have quotes is a number.

Adding code comments

The goal of programming language code is to be readable by both humans and computers, but
sometimes the meaning of code isn't always clear to humans trying to read it. In order to aid
humans reading the code, programming languages allow programmers to do things to make the
code more readable, such as adding extra blank lines between sections of code. Blank lines can
be used to have some lines of code be visually grouped together, and some be separated, so
humans can better follow the outline of the code. (We'll add or remove some blank lines to

emphasize different things in the code below).

Most programming languages also allow “comments,” which are pieces of code that the
computer will ignore. These comments allow the person writing the code to leave a note to

future people reading the code, knowing that the computer won't read it (like an aside [b134] in

a play).

In Python, you can add a comment by using the # symbol. Python will ignore everything on a
line that comes after the # . But human programmers will often look for the meaning of the

program in these comments.

So, in order to make the program above easier for future humans to understand, let's add three
comments telling these future humans where to add their special bot password, where to put the

id for the Discord channel to post to, and where they can change the text of the post:


https://en.wikipedia.org/wiki/Aside

import discord
import nest_asyncio
nest_asyncio.apply()

# TODO: put the discord token for your bot below
discord_token = "m#5@_fake_discord_token_$%Ds"

client = discord.Client(intents=discord.Intents.default())

@client.event

async def on_ready():
# TODO: put the discord channel id number below
channel_id = 123456789

channel = client.get channel(channel_id)

# TODO: put the message you want to post to discord below
await channel.send("This post was made by a computer program!")

await client.close()

client.run(discord_token)

With those, hopefully a future human reader will have a better chance of understanding how to

modify the program to do what they want.

Note: | started each comment with “TODQO" to tell the future human that there is a task they have
to do to get the program to work for them. Since this is only intended for human readers, | could
have written it in any way | want, but all capital letter TODOs are commonly used like this by

programmers.

Purpose of each section of code

Now that we've looked at the code as a modifiable template, let’s break the code into sections
and look at what the purpose of each part is. The code is run starting at the top and going down

from there, so we will go through the code in that order.

Note: It's normal if you don’t understand everything here. Over the course of this book you will
learn to understand more of how programs work, but also, even professional programmers often
don't understand parts of the programs they are working on, they just understand enough to

modify the parts they need to.

The first lines of code is:



import discord
import nest_asyncio
nest_asyncio.apply()

The purpose of these line of code that loads other sets of code. The first code it loads is called

discord.py [b135], which is code specially written to help make programs that work with Discord.

It next loads a library nest_asyncio that helps our bots run correctly in Jupyter Notebooks, and

the next line applies that library to the rest of the code we run.

The next section of code is two lines long:

discord token = "m#5@ fake discord token $%Ds"
client = discord.Client(intents=discord.Intents.default())

This is code is starting the setup of our bot. It first line of code stores the discord token, so our
bot can log in (Again, you'll have to get your actual discord token for your bot and replace the
fake one currently in the code). Then second line of code it creates a bot program with some
default settings.

The next section of code is six lines long (plus two added blank lines to help group related

actions):

@client.event
async def on_ready():
channel_id = 123456789
channel = client.get channel(channel_id)

await channel.send("This post was made by a computer program!")

await client.close()

The purpose of this code is to provide instructions for what your discord bot should do once it

has logged in, specifically to make a post to a given channel and then close the bot.

The first two lines (@client.event and async def on_ready(): ) are just an indication that these
are instructions for what the bot should do once it has logged in. Note: def means define, and
on_ready means we are defining what the bot should do once it is ready (that is, logged in). The
rest of the lines in this section are indented, indicating that they are the things we want the bot
to do once it is logged in and ready.


https://discordpy.readthedocs.io/en/stable/

The next two lines of code ( channel_id = 123456789 and channel =
client.get_channel(channel_id) ) are for loading a specific discord channel. The first line is
where a specific channel id is saved into python, and the second line is where the discord code
finds that specific channel.

The next line of code is what actually makes the post on the given channel ( await

channel.send("This post was made by a computer program!") ).

The final line of code in this section (await client.close() ) tells the bot to shut down (note:
there are other ways of writing bots where they keep running so that they can do things like
automatically reply to someone).

The final section of the code is this one line:

client.run(discord_token)

This code uses the discord_token that was saved into Python to start running the bot, which will
log in and then do the actions that we defined above to do once the bot is ready (find a channel,

post to it, and close the bot).

Adding more code comments

Now that we've looked at the purpose of each section of code, we can copy our bot code one
more time, now adding comments explaining what each section does, so that future humans
reading the code are more likely to understand it.

Following the common practice of programmers, we will put the comment before the section of
code that the comment is explaining. We can also make multiple comment lines as needed if our

comments are long.



# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

# Set up your Discord connection

# TODO: put the discord token for your bot below
discord_token = "m#5@ fake discord_ token_ $%Ds"

client = discord.Client(intents=discord.Intents.default())

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

# Load the discord channel you want to post to

# TODO: put the discord channel id number below

channel_id = 123456789

channel = client.get_channel(channel id)

# Post a message to your discord channel

# TODO: put the message you want to post to discord below
await channel.send("This post was made by a computer program!")
# Tell your bot to stop running

await client.close()

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)

Now that we've looked over the code and commented it, let's go to the next page, where you
can try running it!

2.3.8. Demo: Try Running the Discord Bot!

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Running this Jupyter Notebook
This page is called a “Jupyter Notebook” which it is a text page that has runnable Python code in

it.

In order to run the code, you can look for the rocket button at the top which will give you an

option to “launch binder.”
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2.3.8. Demo: Try Running
Bot!

This page is called a "Jupyter Notebook™ which it is a text page that has runnable Python

If you launch binder, it will take a while to load, but eventually show you a version of this Jupyter

Notebook page in a code editor called Jupyter Lab.
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In Jupyter Lab you can double click any section to edit it, and you can press the triangle “run”
button to run the code (or display the text).

=] 08 _clema.ipynbs L]
B+ X0 0 B ¢ » XDownlcad & & ) GitHub
Load Tweepy code
(26]: # Lood some code colled "tweepy” thaot will help us work
import tweepy

When the code runs, the little number to the left of the code block should change. There might

also be some output from your action displayed below the code block.

So now you can go through the rest of this page and select and run each section of code.

Here is the bot code you can run!

Our demo Discord bot code is below, broken up into different sections.
You can select each section of the code below and run it to see what it does.

By default this code uses a fake version of our Discord connection so it doesn't connect to a real
Discord account.

If you want to actually connect to your Discord account, you can put your discord token in the
right code section below, and then when you run the code make sure to skip the code section



that makes a fake discord connection with “fake_discord”.

Step 1: Load discord code

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(Optional) Step 1b: Make a fake discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run

this line of code.

%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

Step 2: Set up your Discord connection

To use this on your real Discord account, copy your discord token into the code below, replacing

our fake passwords.

Note: you’ll have to re-run this step if you want to re-run your bot

# Set up your Discord connection

# TODO: put the discord token for your bot below
discord_token = "m#5@_fake_discord_token_$%Ds"

client = discord.Client(intents=discord.Intents.default())

Fake discord is pretending to set up a client connection

Step 3: Define what your bot will do



These are the steps your bot will take when it loads (get the channel, post a message, and shut
down). If you want to post on an actual Discord channel you will have to replace the fake

channel_id below with your real channel id (see the making bot instructions)

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

# Load the discord channel you want to post to

# TODO: put the discord channel id number below

channel_id = 123456789

channel = client.get_channel(channel_id)

# Post a message to your discord channel
# TODO: put the message you want to post to discord below
await channel.send("This post was made by a computer program!")

# Tell your bot to stop running
await client.close()

Step 4: Run your bot

This final step will run your bot, which you defined in the steps above.

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)

Fake discord bot is fake logging in and starting to run
Fake Discord is pretending to post:
This post was made by a computer program!

Fake discord bot is shutting down

Step 5: Modify the bot code above to create a different discord post, and run it

Note: In order to run the bot again, you have to go back and run the code again starting at Step
2, otherwise you will get an error message ( RuntimeError: Session is closed ) about how your

bot is no longer logged into Discord.



2.3.9. Reflections on the Bot

If you don't want the coding version of this online textbook go here: No Coding

e When one of us ran the program, who made those posts (me? you? the bot?)?
¢ Notice that there are at least three times of actions for posting on social media with a bot,
one is when the code was originally written, another is when the code was modified, and

and the other is when the code is run. These could even be done by different people.

o How do you divide out responsibility for a bots actions between the person writing the

code and the person running the program?

2.3.10. Automation in Social Media

Now that we have looked at what automation is and seen one example of automation on social
media (a social media bot that makes posts), let's consider some different ways automation

shows up on social media:

External Programs

Some automation on social media is done with programs that are separate from the social media

platform.

Bots

Bots are computer programs that act through a social media account. We will talk about them

more in the next (Chapter 3).

There are also various applications that are made to help users interact with social media. For
example, there are social media manager programs that help people schedule posts and let
multiple people use the same account (particularly useful if you are something like a news

organization).

Data Gathering

Various groups want to gather data from social media, such as advertisers and scientists. This

data is gathered and analyzed with computer programs. We will cover these programs later,
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particularly in Chapter 8: Data Mining.

The Social Media Platform

Social media platforms themselves also have many places where automation occurs.

Code

Social media platforms have code that automates many of the tasks it takes to keep a social
media platform running. These are things like the code that saves and loads the data on the
platform (ses Chapter 4: Data), the code that displays that data to users (including the visual
layout) and gives users ways of interacting with the platform, the code that decides which posts a

user sees (see Chapter 12: Recommendation Algorithms).

Policies

Finally, social media platforms have various policies on how they will operate, such as what
people are allowed to have for user names, or what behaviors will get you banned from the
platform. The policies are often partly supported by code on the social media platform, but also
done by actions of humans, such as content moderators (chapter 15). These humans are acting

as human computers to enforce the policies.

2.4. Tying It Together

Now that we have defined social media, ethics, and programming, we will spend the rest of this

book tying them together in different ways.

To give one example, let's look at the experience of people who use social media but can’t view
images (they may be blind or low vision, or their device or internet might have restrictions). In
order to make the information from the image accessible to these users, social media platforms
allow images to be posted with an “alt text”, which the user can read (or have the computer read

to them). See Fig. 2.2 below for an example.
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Fig. 2.2 A tweet with a photo that has an “alt text” (seen in the popup over the image), so those

who cannot see the photo still have access to the information in the tweet.

Now, people who design and program social media platforms can do things to encourage or

discourage users adding alt-text to their photos. For example, they could require or forbid users

from adding alt-text to their photos, or they could do more subtle versions of those by putting
reminders to add alt-text, or making the option of adding alt-text hard to find. Additionally, they

could run a machine learning program to try to automatically generate alt-text for photos [b136],

though those programs may make mistakes or have biases.

So what are the ethical questions facing the designers and programmers of social media

platforms? Are they responsible for designing their platforms around this accessibility issue, or is


https://twitter.com/kylemthayer/status/1283516336845594624
https://www.nytimes.com/interactive/2022/02/18/arts/alt-text-images-descriptions.html

it the responsibility of users uploading image data to make their content accessible by using alt-

text?

¢ Imagine a debate on this question between someone using the Aztec Virtue Ethics

framework, and someone using the Natural Rights framework.

Have a think about your answers, and then click to see some

A sample answers N

e Natural Rights (all humans have rights that should not be violated):

o Every individual has the right to post how they see fit, for whichever audiences
they choose. If they do not want to include alt-text (perhaps because they do
not consider anyone who can't view images to be part of their community or
audience), then that is their prerogative.

OR

o Every individual has a right to the information posted on social media, even if
they can't view images. So not including alt-text is a violation of their rights
and platforms should force users to include alt-text.

e Aztec Virtue Ethics (virtue is a group effort and we all need support to find balance
and moderation):
o Itis everyone's responsibility to support others, so the platform should make
everyone support those who can't view images by forcing them to include alt-

text.
OR

o Everyone should be supported in finding balance and moderation, and so a
platform shouldn’t force users to include alt-text even when it doesn’t make

sense or is unnecessarily burdensome (that wouldn’t be moderation).

e Now imagine we propose letting the platforms wait and add the ability to include alt-text

when users are really ready for it. How might a Taoist and a Consequentialist respond?



Have a think about your answers, and then click to see some

A sample answers A

e Taoist:

o Trying to force this issue will likely backfire. Just leave things as they are, until
the users are themselves asking for this option to be integrated into the
platform’s design.

OR

o You should make adding alt-text part of the natural flow of posting images.

e Consequentialist:

o There are actually very few people who can't view images, so having people
do extra work for those very few people is a waste of time.
OR

o The difficulty caused to people who can’t view images when there is no alt-
text is very significant, so a minor burden of having users add alt-text is worth

the trade-off.

Now look back through how those frameworks framed the issues. Remember, each framework is
a tool to help us see inside the problem. What does each tool show us? What do you learn from

comparing the different approaches?

O Note

While we show how these frameworks might argue for different approaches to image
alt-text, we don't want to give the impression that we are neutral about an issue like
alt-text. Please provide alt-texts for images and encourage others to do the same! We

will talk more about accessibility in chapter 10.

This is a small example of the kind of reflection that we will be returning to again and again
throughout the course. As we get more deeply acquainted with the automation side of things,
we will be able to use these ethical tools to look deeper into questions of Social Media, Ethics,

and Automation.



2.4.1. Learn more

e Ethical Tech Starts With Addressing Ethical Debt [b137]
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3. Bots

One kind of automation done on social media is what are called “bots.”
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3.1. Definition of a bot

There are several ways computer programs are involved with social media. One of them is a

“bot,” a computer program that acts through a social media account.

There are other ways of programming with social media that we won't consider a bot (and we

will cover these at various points as well):

e The social media platform itself is run with computer programs, such as recommendation
algorithms (chapter 12).

e Various groups want to gather data from social media, such as advertisers and scientists.
This data is gathered and analyzed with computer programs, which we will not consider

bots, but will cover later, such as in Chapter 8: Data Mining.

Bots, on the other hand, will do actions through social media accounts and can appear to be like
any other user. The bot might be the only thing posting to the account, or human users might

sometimes use a bot to post for them.

Note that sometimes people use "bots” to mean inauthentically run accounts, such as those run
by actual humans, but are paid to post things like advertisements or political content. We will not
consider those to be bots, since they aren’t run by a computer. Though we might consider these
to be run by "human computers” who are following the instructions given to them, such as in a

click farm:



Fig. 3.7 A photo that is likely from a click-farm [c1], where a human computer is paid to do actions

through multiple accounts, such as like a post or rate an app. For our purposes here, we consider
this a type of automation, but we are not considering this a "bot,” since it is not using (electrical)

computer programming. See a more modern example here [c2].

3.2. Examples of Bots (or apps)

There are many types of bots in the social media world. Here are some examples of different
bots:

3.2.1. Friendly bots:

Some bots are intended to be helpful, using automation to make tasks easier for others or to

provide information, such as:

Auto caption: https://twitter.com/headlinerclip [c3]

Vaccine progress: https://twitter.com/vax_progress [c4]

Blocking groups of people: https://twitter.com/blockpartyapp_ [c5]

Social Media managing programs that help people schedule and coordinate posts
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https://www.huckmag.com/article/inside-the-weird-shady-world-of-click-farms
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e Delete old tweets: https://tweetdelete.net/ [c6]
e See a new photo of a red panda every hour: https://twitter.com/RedPandaEveryHr [c7]

Bots might have significant limits on how helpful they are, such as tech support bots you might

have had frustrating experiences with on various websites.

3.2.2. Antagonistic bots:

On the other hand, some bots are made with the intention of harming, countering, or deceiving
others. For example, people use bots to spam advertisements at people. You can use bots as a

way of buying fake followers [c8], or making fake crowds that appear to support a cause (called

Astroturfing [c9]).

As one example, in 2016, Rian Johnson, who was in the middle of directing Star Wars: The Last
Jedi, got bombarded by tweets that all originated in Russia (likely making at least some use of

bots).

“I've gotten a rush of tweets — coordinated tweets. Like, somewhere else on the internet
there’'s like a group on the internet saying, ‘Okay, everyone tweet Rian Johnson.” All from

Russian accounts, and all begging me not to kill Admiral Hux in this movie.”

From: https://www.imdb.com/video/vi3962091545 [c10] (start at 7:49)

After the Star Wars: Last Jedi was released, there was a significant online backlash. When a

researcher looked into it:

[Morten] Bay found that 50.9% of people tweeting negatively about “The Last Jedi” were
“politically motivated or not even human,” with a number of these users appearing to be
Russian trolls. The overall backlash against the film wasn’t even that great, with only 21.9%

of tweets analyzed about the movie being negative in the first place.

https://www.indiewire.com/2018/10/star-wars-last-jedi-backlash-study-russian-trolls-rian-
johnson-1202008645/ [c11]

Antagonistic bots can also be used as a form of political pushback that may be ethically
justifiable. For example, the "Gender Pay Gap Bot [c12]” bot on Twitter is connected to a
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database on gender pay gaps for companies in the UK. Then on International Women'’s Day, the
bot automatically finds when any of those companies make an official tweet celebrating

International Women's Day and it quote tweets it with the pay gap at that company:

a Gender Pay Gap Bot @ @PayGapApp - 1h
In this organisation, women's median hourly pay is 31.3% lower than
men's. The pay gap is 8.1 percentade points wider than the previous year.

@ Loughborough University € @lborouniversity - 1h

Today @LboroWomensMwrk and @LboroMaia celebrated #1WD2023
by marching across campus. |,

Thank you to everyone who joined!

il @lborouniarts

O 2 11 o7 0 59 i 104K A

Fig. 3.2 When Loughborough University tweeted in celebration of International Women'’s Day, the

Gender Pay Gap Bot automatically quote tweeted [c13] pointing out how much less the median

salary of women was then men at Loughborough University.

3.2.3. Corrupted bots

As a final example, we wanted to tell you about Microsoft Tay a bot that got corrupted.

In 2016, Microsft launched a Twitter bot that was intended to learn to speak from other Twitter
users and have conversations. Twitter users quickly started tweeting racist comments at Tay,

which Tay learned from and started tweeting out within one day.
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Read more about what went wrong from Vice How to Make a Bot That Isn't Racist [c14]

3.2.4. Registered vs. Unregistered bots

Most social media platforms provide an official way to connect a bot to their platform (called an

Application Programming Interface [c15], or API). This lets the social media platform track these

registered bots and provide certain capabilities and limits to the bots (like a rate limit on how

often the bot can post).

But when some people want to get around these limits, they can make bots that don't use this
official API, but instead, open the website or app and then have a program perform clicks and
scrolls the way a human might. These are much harder for social media platforms to track, and

they normally ban accounts doing this if they are able to figure out that is what is happening.

3.2.5. Fake Bots

We also would like to point out that there are fake bots as well, that is real people pretending
their work is the result of a Bot. For example, TikTok user Curt Skelton posted a video claiming

that he was actually an Al-generated / deepfake character:
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Watch now

@curtskelton

Mr. Roboto - Live - Styx

But Kurt Skelton was an actual human (in spite of the well done video claiming he was fake). He

was just trolling his audience. Professor Casey Fiesler [c16] talked about it on her TikTok channel:
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thoughts on our perceptions of

Mr. Roboto - Live - Styx

3.3. Anatomy of a Bot

Since bots are computer programs, let's look at the structure of code written in programming

languages.
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With all languages (including programming languages), you combine pieces of the language
together according to specific rules in order to create meaning. For example: Consider this

sentence in English:

| was at UW (University of Washington, Seattle) yesterday.

In our constructing that sentence, we used a number of English language rules, such as:

e Putting the subject 1 before the verb was
e Ending the sentence with a period .
e Making a parenthetical remark with a matching opening parenthesis ( and closing

parenthesis ) . This parenthetical remark clarified the part of the sentence before it uw .

Programming languages also have their own set of rules for combining and organizing pieces of

code in order to create meaning. We will look at some of these rules in these sections:

3.3.1. Organizing a Computer Program

In order to understand how a bot is built and can work, we will now look at the different ways
computer programs can be organized. We will cover a bunch of examples quickly here, to
hopefully give you an idea of many options for how to write a program. Don’t worry if you don't

follow all of it, as we will go back over these one at a time in more detail throughout the book.

In this section, we will not show actual Python computer programs (that will be in the next

section). Instead, here we will focus on what programmers call “psuedocode [c17],” which is a

human language outline of a program. Psuedocode is intended to be easier to read and write.
Pseudocode is often used by programmers to plan how they want their programs to work, and
once the programmer is somewhat confident in their pseudocode, they will then try to write it in

actual programming language code.

O Note

The programs outlined below in pseudocode are meant to demonstrate what could be
done with a computer program, not what should be done or what would necessarily be

a good idea.



https://en.wikipedia.org/wiki/Pseudocode

Statements: Steps that Run In Order

Python is in a group of programming languages called imperative programming lanqguages [c18]

L1, At their core, programs written in imperative programming languages consist of a list of

“statements” to be run in order.

So a program in one of these languages would look like:

- statement 1
- statement 2
- statement 3

And when the program is run, statement 1 runs first, then statement 2, then, finally, statement 3.

You might recognize this as the same style of instructions as a cooking recipe, like making
dumplings:

- Make dumpling dough.

- Make veggie filling.

- Flatten small balls of dough.

- Put some filling on each piece of dough.
- Fold dough around the filling.

- Steam the dumplings.

In fact, the format of a cooking recipe is basically an imperative programming language where

the cook acts as a "human computer” following the cooking instructions.


https://en.wikipedia.org/wiki/Imperative_programming

s

A human computer running a cooking program. In other words: “someone following a

recipe” (but probably not a dumpling recipe) (photo source [c19])

Social Media bots are generally organized in this same way, so one bot might be organized like
this:

Log into the social media app

Find any new posts that mention me that also have curse words
Look up the users who posted those tweets

Block those users


https://www.pexels.com/photo/a-man-cooking-at-the-kitchen-6944110/

A Click to see actual code

You are not expected to understand all this code. It is here to give you an examples of

what code looks like.

Also, you'll notice that the actual code has a lot more steps then our psuedocode

above has.

Note: This code is untested and we may have made programming errors, and Twitter
(now called “X") doesn't allow free bot accounts anymore.



ittt Log Into Twitter ##HHHHEE
import tweepy

# Load all your developer access passwords into Python

# TODO: Put your twitter account's special developer access passwords below:

bearer_token = "n4tossfgsafs fake bearer_token_ isa53#$%$"
consumer_key = "sa@#4@fdfdsa_fake_ consumer_key $%DSG#%DG"
consumer_secret = "45adf$T$A_fake_consumer_secret_ JESdsg"
access_token = "56sd5Ss4tsea_fake_access_token_%YE%hDsdr"
access_token_secret = "j”~$dr_fake_consumer_key ~A5s#DR5s"

# Give the tweepy code your developer access passwords so

# it can perform twitter actions

client = tweepy.Client(
bearer_token=bearer_token,
consumer_key=consumer_key, consumer_secret=consumer_secret,
access_token=access_token, access_token_secret=access_token_secret

#H##H####E Find any new tweets that mention me that also have curse words

# get my twitter id
my_info = client.get_user(id = "me", user_auth = True)
my_id = my_info.data.id

# get all tweets that mention me
mentions = client.get _users_mentions(id = my_id)

# import profanity checking library
from profanity_check import predict

# start a list of mentions that have curse words
cursing_mentions = []

# Go through the tweets to see which ones have curse words
for mention in mentions.data:
# check if the tweet has a curse word
if(predict(mention.text))[0] == 1):
# if it did have a curse word, put it in the cursing mentions list
cursing_mentions.append(mention)

#it######  Look up the users who posted those tweets ########

# start a list of users to block (starts out empty)
users_to_block = []

# Go through each cursing mention tweet
for cursing _mention in cursing_mentions:

[

# look up the user id for each cursing tweet, and add it to the 1list of us



users_to block.append(tweet.author_id)

ittt Block those users  #it#HttittH

# Go through each of the users to block
for user_to_block in users_to_block:
# block the user
client.block(target _user_id)

We will show how to use statements in Python in the next section of this chapter: (Demo:

Statements, Variables, and Sleep).

Variables: Save information for later

Variables are a way of saving information on the computer, so we can use it later in the computer
program.

In a cooking recipe, the equivalent would be spaces, containers, bowls, or cups to hold
ingredients. So you might place the ingredients on the counter in preparation for cooking. Or

you might combine some ingredients in a mixing bowl, so the mixing bowl holds the combined
ingredients through each step, like:

To make the dumpling dough:

- Put flour in a mixing bowl and add a bit of salt

- Make a well in the middle of the flour

- Crack the egg into the well (discarding the shell) and use your fingertips to gradual
- Bring together and knead for about 10 minutes until smooth and elastic, rather than r
- Wrap in clingfilm and rest it in the fridge for at least 30 minutes.

Sometimes in cooking, you use multiple mixing bowls to mix different parts of the recipe

separately:

To make the dumpling filling:
- While the dough is chilling, In a separate mixing bowl:
- Combine the sauteed onions, pumpkin, and mushrooms

- Add a generous handful of finely chopped fresh dill and parsley
- Mix to combine, then taste. If it needs more salt, add more salt. If it needs some

In a computer program, when you save information for later use, instead of putting it in a bowl,

you give it a name. The computer then makes a place in its memory with that name, and saves



the information you asked it to save. Then you can use that name later in the program to ask the
computer what was saved in that spot.

For example, | might save my first and last name separately in the computer, then combine them
together to make my full name (which | save), and then use that full name to send a private
message to introduce myself:

- Save my first name in a variable called "first_name"

- Save my last name in a variable called "last_name"

- Create the text of my full name by combining what is in the variable "first_name",
followed by a space, followed by what is in the variable "last name", then save
it in a new variable called "full name"

- Post a tweet saying "Hello my name is ___ " but filling in the blank
with what is in the variable "full_name"

A Click to see actual code A

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

first_name = "Kyle"
last_name = "Thayer"
full name = first _name +

+ full name

client.create_tweet(text="Hello my name is " + full_name)

Or, when | am looking something up, like my latest tweets, | can save that in a variable so | can
look up replies to those tweets the next step:

- Find my latest tweet, and save it as a variable named "my_latest_tweet"
- Search for all tweets that are in the same conversation as my latest tweet, and save



A Click to see actual code A

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# get my twitter id
my_info = client.get_user(id = "me", user_auth = True)
my_id = my_info.data.id

# Get my latest tweet (and get the conversation id for that tweet)
my latest tweet = client.get users_tweets(my_id, tweet fields=['conversation_

# Search for tweets that are in the same conversation as my latest tweet
my_latest_tweet_conversation = client.Client.search_recent_tweets("conversatio

We will show how to use variables in Python in the next section (Demo: Statements, Variables,
and Sleep).

Events: When you do something depends

Events let us perform a programming action in response to something happening. The computer
may sit and do nothing while waiting for an event to happen.

Within cooking this might look like:

- When the guests arrive, boil or steam the dumplings, and then plate and serve them.

Within programming, it might look like:

- Whenever someone tags me in a post
- like their post which has me tagged



A Click to see a note on Python

Note: Python isn't by default set up with event style programming. We won't be directly

doing event programming in this book.

We will be doing the Pausing/Scheduling below, which you can use to do some of the
same things (e.g., check in every five minutes to see if there are new tweets that tag

me).

Pausing/Scheduling

One of the most common events to program for is around time: We can also tell programs to

wait for a period of time, or start at a given time.

In cooking this might look like:

- Boil the dumplings for 5 minutes

or

- Start the process of making dumplings 2 hours before guests arrive.

In programming, it might look like:

- Post this set of tweets, pausing 30 seconds between each tweet



Or

A Click to see actual code

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# load a library that gives us a pause action (called sleep)
import time

# post a tweet
client.create_tweet(text="I am a bot pretending to slowly type in a series of

# pause for 30 seconds
time.sleep(39)

# post a tweet
client.create tweet(text="This is my second tweet.")

# pause for 30 seconds
time.sleep(39)

# post a tweet
client.create tweet(text="It takes a little while for me to pretend to type up

# pause for 30 seconds
time.sleep(39)

client.create tweet(text="here is my final tweet")

- every day at noon, post a tweet saying "It's lunchtime!”



A Click to see actual code A

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# load a library that gives us a scheduling actions
import schedule

# Define a function that when run will say that it is lunchtime
def say_it_is_lunchtime():

# when the function is run, post a tweet

client.create tweet(text="It's lunchtime!")

# schedule the "say it_is_ lunchtime" function to run every day at noon
schedule.every().day.at("12:00").do(say_it_is_lunchtime)

# Loop forever, once a second running every task that needs to be run
while True:

# if any tasks are ready to run, run them

schedule.run_pending()

# pause for 1 second before checking again

time.sleep(1)

We will show how to use pausing in the next section (Demo: Statements, Variables, and Sleep).

We will show how to use other Events and Scheduling in Python in Chapter 18: Public Shaming.

Conditionals: What you do depends

Conditionals let us change what we do depending on the situation.

In cooking, we might taste for seasoning and change our course of action depending on that

test:



- Taste the filling.
- If it is good, proceed to the next section.
- Otherwise (if it is not quite right)
- If it needs more salt, add more salt
- If it needs some brightness, add a small amount for lemon juice or white rice vir

In programming, we might do this:

- look up the latest tweet mentioning me
- if that tweet says "It's time to go", then post "Let's go!"
- otherwise, post "I am still waiting"

A Click to see actual code A

You are not expected to understand all this code. It is here to give you an examples of

what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# get my twitter id
my _info = client.get user(id = "me", user_auth = True)
my_id = my_info.data.id

# get the latest tweet that mentions me
latest_mention = client.get _users_mentions(id = my_id).data[@]

if "It's time to go" in latest_mention.text:
client.create_tweet(text="Let's go!")

else:
client.create_tweet(text="I am still waiting")

We will show how to use conditionals in Chapter 7: Trolling.

Loops: Repeating Actions
Loops are used to repeat actions, though there are several different types of repetitive actions.

In cooking you can repeat an action a set number of times:



- Cut the dough 19 times to make 20 (6 cm) squares.

Or you can repeat the same action, but to different items:

- For each square of dumpling dough
- fill them with dumpling filling and bring up the corners. Pinch together the edges

Or you can repeat the same action until you get a certain result:
- Continue kneading the dough until it is smooth and elastic, not rough and floury.

In computer programming, you can repeat an action a set number of times

- Tweet this 100 times: "Warner Brothers should #ReleaseTheSnyderCut of the Justice Lec

A Click to see actual code

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

If you try this yourself, it wont post 100 times, since the twitter blocks you from
repeating the same exact tweet repeatedly.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# repeat this action 100 times
for i in range(100):
# post a tweet

client.create_tweet(text="Warner Brothers should #ReleaseTheSnyderCut of t

Or a computer program can repeat an action to a set of items

- Like each of the tweets that were in the same conversation as my latest tweet


https://www.rollingstone.com/tv-movies/tv-movie-features/justice-league-the-snyder-cut-bots-fans-1384231/

A Click to see actual code A

You are not expected to understand all this code. It is here to give you an examples of
what code looks like.

Note: This code is untested and we may have made programming errors

# TODO: Copy tweepy and login steps here

# Get my latest tweet (and get the conversation id for that tweet)
my_latest_tweet = client.get_users_tweets(my_id, tweet_fields=['conversation_

# Search for tweets that are in the same conversation as my latest tweet
my_latest_ tweet_conversation = client.Client.search_recent_tweets("conversatio

# repeat this action for all the tweets in the conversation
for tweet in my_latest_tweet_conversation.data:

# like the tweet

client.like(tweet.id)

Or a computer program can repeat an action until a condition is met:

- Keep sending private messages to this person until they say "Stop it!"

A Click to see a note A

Note: | am not going to directly give you code for harassing someone.

As for repeating an action until a condition is met, those are done with while loops

[c20]. Feel free to use while loops when you have a legitimate, non-harassment use.

We will show how to use loops in Chapter 5: History of Social Media.

Code Blocks: Grouping statements

Sometimes in programming, we want to group several steps (i.e., statements) together. When we

group these steps together we call it a code “block.” These blocks of code often used with


https://www.w3schools.com/python/python_while_loops.asp

conditionals (e.g., if this condition is true, do these five steps), and with loops (e.g., for each of
these items, do these five steps).

In a recipe, you might create a block of instructions like this:

- for each of the squares of dumpling dough:
- place one spoonful of filling in the middle of the square
- fold the dough over the filling
- pinch the edges to seal it
- set the dumpling on a piece of parchment paper to await cooking

In a computer program, you might make a code block of statements like this:

- for each of the latest tweets that mention me:

look up the time of the tweet (in your time zone)

look up the location the tweet was posted in

calculate the local time of the person tweeting when they tweeted

reply to their tweet ("you posted that tweet at ___ in your time zone")

Using code blocks allows you to do things like put conditionals inside of loops

- for each of the latest tweets that mention me:
- look up if the tweet was posted from android or an iPhone

- if it was from an android, like the tweet
- if it was from an iPhone, block the user who made the tweet

We will show how to use code blocks in Chapter 5: History of Social Media.

Functions/Libraries: Run another program

The final programming organization feature we will cover here is functions and libraries, which

basically allow you to run another computer program. This could be a small program that you

made that want to use, or it could be a program written by someone else that you are using.

In cooking, this might look like a step of asking the cook to make something from another

recipe.

- Make the dumpling dough (see recipe on page 42).



The recipe also could ask you to make a different version of a recipe from another page:

- to make dumplings vegan, make the dumpling
dough (see recipe on page 42), but instead of using the egg, subsititute 2 teaspoons

In programming, a function is a small program that you can run from another place in the code
(programmer call this “calling” a function). Functions also can accept data and options for how

they run. Code libraries are a collection of functions and data that help with certain tasks.

In this book, we will be using the praw [c21] code library, which comes with many pre-written

functions that help us do actions on Reddit, functions like:

e subreddit (to select a subreddit)

e submit (to submit to a subreddit)

® submit_image (to submit an image to a subreddit)
e top (to getthe current top posts off a subreddit)
e upvote (to upvote a post or comment)

o etcldl

If you look back over the various psuedocode and code examples above, most of them involve
calling various functions, (though those examples use the tweepy library for Twitter). Additionally,

the scheduling example code includes defining a new function and using it.
We will show examples of calling functions starting in the next section.

We will show how to write functions in Chapter 9 (Privacy and Security).

[1] There are other types of programming organizations as well, such as functional

programming [c22] (like Excel [c23] and Google Sheets [c24]), visual programming [c25] (like

the educational Scratch [c26], or the 3D Graphics Blender node editor [c27]), declarative

programming [c28] (like HTML and CSS web content) object oriented programming [c29]

(can be done in Python, JavaScript, and many others), and many more [c30].

[2] You can get a full list of praw functions by starting from this Praw documentation page [c31].

That page has links for each type of thing on reddit, such as a comment, redditor,
submission, etc. If you follow one of those you will get information on the different things
you can do with those on using praw. Unfortunately, it is not easy to read this information,

but we will cover pieces of it as w ego in this book.


https://praw.readthedocs.io/
https://en.wikipedia.org/wiki/Functional_programming
https://www.microsoft.com/en-us/research/blog/lambda-the-ultimatae-excel-worksheet-function/
https://www.google.com/sheets/about/
https://en.wikipedia.org/wiki/Visual_programming_language
https://scratch.mit.edu/
https://docs.blender.org/manual/en/2.79/editors/node_editor/introduction.html%5D
https://en.wikipedia.org/wiki/Declarative_programming
https://en.wikipedia.org/wiki/Object-oriented_programming
https://en.wikipedia.org/wiki/Programming_paradigm
https://praw.readthedocs.io/en/latest/code_overview/praw_models.html

3.3.2. Demo: Statements, Variables, and Sleep

If you don't want the coding version of this online textbook go here: No Coding

Statements

As we said before, a computer program in a programming language like Python is often

composed of a list of statements, that is steps to be run in order (like a recipe):

- statement 1
- statement 2
- statement 3

In Python, generally each new line of code is a new statement, to be run after the previous

statement.

We will start writing statements using a line of code that looks like this which runs a function

called display:
display("Ethics might be relevant!")

Below you will see this line of code (one statement), and right below it will be displayed the text
in the quotes (“Ethics might be relevant!”).

display("Ethics might be relevant!")

"Ethics might be relevant!'’
Now let's try several statements in a row, with mulitple lines of code that display text:

display("This book is about:")
display(" - Social Media")
display(" - Ethics")
display(" - Automation")



file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch03_bots/03_anatomy_of_a_bot/02_demo_statements_variables_sleep.html

'This book is about:'

- Social Media’'

' - Ethics'

- Automation’

Now that we've made multple statements in a row, let's do something a little more complicated

than just displaying text by using variables.

Variables and assignment (single “=")

As we said in the previous section, Variables are a way of saving information on the computer, so
we can use it later in the computer program, similar to how we might put mix ingredients in

different bowls, using the mix from each bowl at the relevant time.

In a computer program, these variables are given names so we can more easily get the

information back out again.

Saving a text value

To store something in a variable (called “assigning” it a value), write the variable name, followed

by an “=" symbol, followed by whatever we want to save in the variable. For example:

greetings _message = "Hello and welcome to programming with variables!"

The line of code above saved the text “Hello and welcome to programming with variables!” into

a variable called ” greetings_message ”

Since this was just saving something into the computer, there is nothing displayed after we run

that line of code.



Note: The = symbol in Python does not mean the same thing it does in a math formula. In a

u__n

math formula, “=" means that both sides of the equation are the same (like “1 + 1 = 2"). In
Python, = means that the value on the right gets stored into the variable on the left (this is

called "assignment”, that is, assigning a value into a variable).

Variable names

When we choose a variable name for storing information, we try to choose a name that will help
us remember what was save there and what we will use that information for. So

greeting message helps us remember that what we saved in there was a greeting.

One thing you might notice is that the variable name greeting_message has an underscore (_)
instead of a space between the words. That's because one of Python's rules is that variable
names can't have spaces in them, so we just use _ instead. You can read some more variable

naming rules here.

Displaying a value

If we want to see what we saved in the variable we can display it using the display function.

display(greetings message)

'Hello and welcome to programming with variables!'

Storing numbers

We can also store numbers in variables. For example, we can save

e the number of likes a tweet has in a variable called “ number likes "
e the number of replies a tweet has in a variable called " number_replies "

e the number of quote tweets a tweet has in a variable called “ number_quote_tweets "

(We're just invent numbers for these for now)


https://www.w3schools.com/python/gloss_python_variable_names.asp

number_likes = 30
number_replies = 12
number_quote_tweets = 8

Again, the computer shows no output after running these lines of code, but the computer now

non

has numbers saved for “ number_likes ”, “ number_replies ”, and “ number quote tweets '

U

Displaying multiple variables

We can see what is saved in those variables by calling the display function again:

display(number_likes)
display(number_replies)
display(number_quote_tweets)

30

12

Taking from variables and storing in new variable

In python we can look up variables and do something with them and save them into new
variables. For example, if we consider “total engagement” of a tweet to be the sum of all the

number of likes, replies, and quote tweets, we can calculate that and store it into a new variable:

total engagement = number_likes + number_replies + number_quote_ tweets

And then we can see what was saved in that new variable:

display(total_engagement)



50

Updating a variable value

One particular trick we can do with variables is look up what is currently stored in the variable,

update the value, and resave it into the same variable.

For example if | have a variable called current_likes that has the the number 5 stored in it:
current_likes = 5

Now, if someone pressed the like button, we'd want to make that number one higher (6).

To do this, we can look up the value in current likes and add 1 to it by writing current_likes +
1, and then we can store this updated value into current_likes but putting current_likes = In
front, like this:

| current_likes = current_likes + 1

Remember: the = sign in programming isn't saying both sides are equal like in math, it is saying,

take the value on the right of the =, and store it into the variable on the left of the =.

We can display the current_likes and see it is now 6

| display(current_likes)

We can run the same line of code again and see the number get higher each time

current_likes = current_likes + 1
display(current_likes)



current_likes = current_likes + 1
display(current_likes)

Other options for displaying

Before we move on we wanted to show you two more ways of viewing a variable:

There is a function called print that does almost the exact same thing as display , it “prints”
the output to the screen (not to paper). Note: print is a commonly used function in Python, so

you may see print if you look at other Python code.

e just write variable name (if it is the last thing in the code block
e print()

l print(current_likes)

The other way of displaying a variable value is to just write the name of the variable.

| current_likes

But this way of displaying a variable will only work if it is the last line of code in the code block.

So if | write a bunch of variables on their own lines, only the last one will be displayed:

number_likes
number_replies
number_quote_tweets
current_likes




Sleep (pausing)

One thing we can make our code do is pause before continuing. To do this we will use a function

called sleep that comes from a code library called time .

So we will start by importing that sleep function from time :

from time import sleep

Now that we have sleep imported, we can use it to pause between code actions. This will be
most noticeable when we are displaying something, like this:

display("I am displaying a message before pausing for two seconds")

sleep(2)

display("I have finished my two second pause. Now I will pause for 3 more seconds")
sleep(3)

display("I have finished the three second pause, and now I am done")

"I am displaying a message before pausing for two seconds'

'I have finished my two second pause. Now I will pause for 3 more seconds'

'TI have finished the three second pause, and now I am done’

If you run the code above you will see that the program pauses as it displays the output above.

These pauses may come in handy when posting tweets, to make it look like your bot is taking

time to type in the text. You will get a chance to try that in the next practice section.



3.3.3. Practice: Statements and Variables

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

This Python Notebook is a chance for you to try out the programming concepts we have covered

thus far.

As we mentioned previously in the first bot demo (2.3.8), in order to run the code, you can look
for the rocket button at the top which will give you an option to “launch binder”

If you launch binder, it will take a while to load, but eventually show you a version of this page

Jupyter Notebook in a code editor called Jupyter Lab

-
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In Jupyter Lab you can double click any section to edit it, and you can press the triangle “run”

button to run the code (or display the text).
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Load Tweepy code

When the code runs, the little number to the left of the code block should change. There might

also be some output from your action displyed below the code block.

So now you can go through the rest of this page and try out the practice exercises for yourself!

Variables

You will first practice saving values into variables. Remember, the way we save a value into a

variable is like this:

variable_name = value


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch03_bots/03_anatomy_of_a_bot/03_practice_statements_variables_sleep.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/bsky/ch03_bots/03_anatomy_of_a_bot/03_practice_statements_variables_sleep.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch03_bots/03_anatomy_of_a_bot/03_practice_statements_variables_sleep.html

First, save the piece of text “| am writing a computer program!” into a variable called

my_progress

# TODO: enter your code here

Viewing variables in the debugger

Before we continue, we are going to show you how to open the debugger so you can see what is
being saved in your variables.

On the tp right of this tab, press the small bug icon to “enable debugging”:
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Then, if you did the step above correctly, you should see the variable my_progress with the

value “I am writing a computer program!” next to it:
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» tunction variables: -
progress my_progress:l am writing a computer program!
A A2 PR CALLSTACK

Practice number variables

First, write and run a line of code to save the value 5 into a variable named number_of pies

# TODO: enter your code here

Now, save the value 12.5 into a variable named cost_per pie

# TODO: enter your code here



Now make a new variable called total_pie_cost and save into the value of the number_of_pies

multiplied by the cost_per_pie.

Note: In python (and many programming languages), the symbol for multiply is *

# TODO: enter your code here

Now use the display function to display what is saved in total_pie_cost

# TODO: enter your code here

More variable practice

Now, make a new variable called first_name and assign your first name to it

# TODO: enter your code here

Now, make a variable calles last_name and save your last name to it

# TODO: enter your code here

Create a variable called age and assign your age to it.

# TODO: enter your code here

~ A year goes by ~

Increase the age variable by 1.

# TODO: enter your code here

Now write three lines of code, with each line using display to show what is saved in

first_name , last_name, and ‘age



| # TODO: enter your code here

Sleep

In order to use sleep, we must first import it from the time library
| from time import sleep
Now try displaying 5 messages of your choosing, with some pauses between each one:

| # TODO: enter your code here

Discord Bot Practice

Now lets try a Discord bot with variables and sleep!

Step 1: load discord library

First, we need to load the discord library

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(Optional) Step 1b: Make a fake discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run
this line of code.

%run ../../fake_apis/fake_discord.ipynb



Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

Step 2: Save your Discord connection Info

To use this on your real Discord account, copy your discord token into the code below, replacing

our fake passwords.

# TODO: put the discord token for your bot below
discord_token = "m#5@ fake discord_token_ $%Ds"

Practice 1: Define and run a bot that will post to Discord

These are the steps your bot will take when it loads (get the channel, post a message, and shut
down). If you want to post on an actual Discord channel you will have to replace the fake

channel_id below with your real channel id (see the making bot instructions)

Where the code says: # TODO: put the message you want to post to discord below, put code
to post your message there with something like: await channel.send("This post was made by a

computer program!™)

# set up discord connection
client = discord.Client(intents=discord.Intents.default())

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

# Load the discord channel you want to post to

# TODO: put the discord channel id number below

channel _id = 123456789

channel = client.get channel(channel_id)

# Post a message to your discord channel
# TODO: put the message you want to post to discord below
# Tell your bot to stop running

await client.close()

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)




Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Practice 2: Define and run a bot that will post from a variable

Now try saving a piece of text in a variable for the title, and another for the content of a post,

and then submitting a post of whatever you saved in the variables.

To do this, save text in a variable (with a line of code like: post variable = "This message is

stored in a variable").

Then copy below that the code from Practice 1, but instead of making the posting code like
await channel.send("This post was made by a computer program!") , instead use the variable

like await channel.send(post variable)

(note, you can call your variable whatever you want instead of post_variable , just make sure

you call it the exact same thing in every place you use it)

# TODO: enter your code here

Submit multiple posts

Next try submitting 3 posts, but use sleep to add pauses between each one (note that discord
might limit how often you post, so you can sleep for 60 seconds or more before posting again).

To do this, copy the code from Practice 1, but instead of one line with await channel.send(...),

make multiple lines with await channel.send() and add some lines with sleep in between.

# TODO: enter your code here

3.4. Bots and Responsibility

As we think about the responsibility in ethical scenarios on social media, the existence of bots

causes some complications.



3.4.1. A Protesting Donkey?

To get an idea of the type of complications we run into, let's look at the use of donkeys in

protests in Oman:

“public expressions of discontent in the form of occasional student demonstrations,
anonymous leaflets, and other rather creative forms of public communication. Only in
Oman has the occasional donkey...been used as a mobile billboard to express anti-
regime sentiments. There is no way in which police can maintain dignity in seizing and

destroying a donkey on whose flank a political message has been inscribed.”

e From Kings and People: Information and Authority in Oman, Qatar, and the Persian Gulf

[c32] by Dale F. Eickelmanlll

In this example, some clever protesters have made a donkey perform the act of protest: walking
through the streets displaying a political message. But, since the donkey does not understand
the act of protest it is performing, it can’t be rightly punished for protesting. The protesters have
managed to separate the intention of protest (the political message inscribed on the donkey)
and the act of protest (the donkey wandering through the streets). This allows the protesters to

remain anonymous and the donkey unaware of it's political mission.

3.4.2. Bots and responsibility

Bots present a similar disconnect between intentions and actions. Bot programs are written by
one or more people, potentially all with different intentions, and they are run by others people,

or sometimes scheduled by people to be run by computers.

This means we can analyze the ethics of the action of the bot, as well as the intentions of the

various people involved, though those all might be disconnected.

3.4.3. Reflection questions

e How are people’s expectations different for a bot and a “normal” user?

e Choose an example social media bot (find on your own or look at Examples of Bots (or

apps).)



https://link.springer.com/chapter/10.1007/978-1-349-63443-9_12

o What does this bot do that a normal person wouldn't be able to, or wouldn't be able to

as easily?
o Who is in charge of creating and running this bot?

o Does the fact that it is a bot change how you feel about its actions?

e Why do you think social media platforms allow bots to operate?
o Why would users want to be able to make bots?

o How does allowing bots influence social media sites’ profitability?

[1] We haven't been able to get the original chapter to load to see if it indeed says that, but |
found it quoted here [c33] and here [c34]. We also don’t know if this is common or
representative of protests in Oman, nor that we fully understand the cultural importance of

what is happening in this story. Still, we are using it at least as a thought experiment.

3.5. Activity: Find Lists of Bots

In order to get more of a sense of what bots are out there, try searching for social media bots
and see what you can find. Try strategies like:

Google: "Most useful Instagram bots”

Google: “Funniest Twitter bots”
Read through the Reddit "botwatch” subreddit [c35]
Read through a list of reqgistered bots on Wikipedia [c36]

3.5.1. Reflection Questions:

e What bots do you find surprising?
e What bots do you like?
e What bots do you dislike?
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4. Data

Now that we've looked at the ways a bot is constructed (statements, variables, events,

conditionals, loops, code blocks, and functions/libraries), let's now look at how bots and social

media programs represent data.

4.1. Anatomy of a Social Media Post

In order to understand how data is represented on a computer (following up on Chapter 2.3.3:

Computers Speak Binary), we will look at all the data in an example social media post, in this case

a tweet from the site formerly known as Twitter [d1]:
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® WeRateDogs® ) @dog_rates - Feb 10, 2020

This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,
where he licks every item he can. 12/10
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Fig. 4.7 A tweet with photos of a cute puppy! (source)

4.1.1. Data in a Social Media Post

Let's look at all the data that we can see when we look at a tweet on what was Twitter:


https://twitter.com/dog_rates/status/1227037345712627718?s=20&amp;t=HSoEMJwlOlIz8GdAEYHg4g

g WeRateDogs® ) @dog_rates - Feb 10, 2020

This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,
where he licks every item he can. 12/10

O 1,533 1 266K Q 197.8k N

Fig. 4.2 A tweet with photos of a cute puppy! (source)

In this screenshot of Twitter, we can see the following information:

The account that posted it:

(@)

User handle is @dog_rates

(0]

User name is WeRateDogs ®

@)

User profile picture is a circular photo of a white dog

o This user has a blue checkmark
e The date of the tweet: Feb 10, 2020
e The text of the tweet: "This is Woods. He's here to help with the dishes. Specifically, the pre-
rinse, where he licks every item he can. 12/10"
e The photos in the tweet: Three photos of a puppy on a dishwasher
e The number of replies: 1,533
e The number of retweets: 26.2K
e The number of likes: 197.8K


https://twitter.com/dog_rates/status/1227037345712627718

Data and Metadata

One way we can categorize the data in this tweet is to separate it into data and metadata, like
this:

Metadata (Data About 'Meet)

WeRateDogs® Q @dog _rates - Feb 10, 2020
¢/ This is Woods. He’s here to help with the dishes. Specifically the pre- rlnse\

Q) 1,533 T1 26.6K Q) 197.8K KN

Fig. 4.3 The "data” of a tweet consists of the tweet text and the photos. The “metadata” of a tweet
is all the rest of the information about that tweet, such as who tweeted it, and when, and how
people responded.

Metadata is information about some data. So we often think about a dataset as consisting of the
main pieces of data (whatever those are in a specific situation), and whatever other information
we have about that data (metadata).

For example:

e If we think of a tweet's contents (text and photos) as the main data of a tweet, then

additional information such as the user, time, and responses would be considered metadata.



¢ |f we download information about a set of tweets (text, user, time, etc.) to analyze later, we
might consider that set of information as the main data, and our metadata might be
information about our download process, such as when we collected the tweet information,

which search term we used to find it, etc.

Now that we've looked some at the data in a tweet, let's look next at how different pieces of this

information are saved.

4.1.2. Basic Data Types

First, we'll look at a few basic data storage types. We'll also be including some code examples
you can look at, though don't worry yet if you don’t understand the code, since we'll be covering

these in more detail throughout the rest of the book.

Booleans (True / False)

Binary consisting of Os and 1s make it easy to represent true and false values, where 1 often
represents true and 0 represents false. Most programming languages have built-in ways of

representing True and False values.



® WeRateDogsdog_rates - Feb 10, 2020
This is Woods. He's here to help with the dishes. Specifically the pre-rinse,

where he licks every item he can. 12/10
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Fig. 4.4 A blue checkmark (at the time) was something an account either had or didn't have, so it

can be stored as a binary value.

Booleans are often created when doing sort of comparison or test, like:

e Do | have enough money in my wallet to pay for the item?

e Does this tweet start with “hello” (meaning it is a greeting)?



A Click to see example Python code

# Save a boolean value in a variable called does_user_have_blue_checkmark
does_user_have_blue_checkmark = True

# Save a boolean value in a variable based on a comparison.

# The code checks if a wallet has more in it than the cost of the item
# which will be True or False, and be saved in has_enough_money
has_enough_money = money_in_wallet > cost_of_item

# Save a boolean value in a variable based on a function call.

# The code checks if the text of a tweet (stored in tweet text) starts

# with "Hello", which will be True or False, and be saved in is_greeting
is_greeting = tweet_text.starts_with("Hello")

Numbers

Numbers are normally stored in two different ways:

e Integer: whole numbers like 5, 37, -10, and 0
e Floating point numbers: these can represent decimals like: 0.75, -1.333, and 6.626 x 10 *

-34 (see more about the complications of floating point numbers in binary [d2])



https://jvns.ca/blog/2023/01/13/examples-of-floating-point-problems/
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Fig. 4.5 The number of replies, retweets, and likes can be represented as integer numbers (197.8K

can be stored as a whole number like 197,800).

A Click to see example Python code A

# Save an integer value in a variable called num_tweet_likes
num_tweet_likes = 197800

# Save an integer value in a variable called max_tweet_ length
max_tweet_length = 280

# Save a floating point number in a variable called average_tweet_length
average_tweet_length = 133.5

When computers store numbers, there are limits to how much space is can be used to save each
number. This limits how big (or small) the numbers can be, and causes rounding with floating-

point numbers.



Additionally, programming languages might include other ways of storing numbers, such as

fractions, complex numbers [d3], or limited number sets (like only positive integers).

Strings (Text)

Computers typically store text by dividing the text into characters (the individual letters, spaces,
numerals, punctuation marks, emojis, and other symbols). These characters are then stored in

order and called strings (that is a bunch of characters strung together, like in Fig. 4.6 below).

Flg' 4'6 A phyS|Ca| Strlng Of the Characters: IIHII/ IIAII’ IIPII’ IIPII/ IIYII’ " II’ IIBII’ II|II’ IIRIII IITII/ IIHII’ IIDII’ IAII’ IIYII.
(image source)

In our example tweet, we can see some different pieces of information that might be represented
with strings:


https://en.wikipedia.org/wiki/Complex_number
https://www.pexels.com/photo/a-rocking-horse-and-birthday-decorations-7600328/

eRateDogs®)@[@dog rates) Feb 10, 2020
This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,]

where he licks every item he can. 12/10
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Fig. 4.7 The user name, twitter handle, and the tweet text can all be represented with strings.

A Click to see example Python code A

# Save a string in a variable called user_name
user_name = "WeRateDogs®"

# Save a string in a variable called twitter_handle
twitter_handle = "@dog_rates”

# Save a string in a variable called tweet_text
twitter _handle = "This is Woods. He’s here to help with the dishes. Specifical

Text can be stored with extra formatting information, such as fonts and colors, in different

document file formats [d4] like Word Documents, PDF files, html website files [d5], etc.

Note: We'll demonstrate strings later in this chapter, and in more detail in Chapter 7: Trolling


https://en.wikipedia.org/wiki/Document_file_format
https://www.w3schools.com/html/html_intro.asp

4.1.3. Grouping data

Once we have some types of data representation on a computer, we can create different
groupings of data to represent more types of data. We'll look at two types of groupings here:

Lists and Dictionaries.

Lists

The first way of combining data is by making a list.
So we can make a list of the numbers from 1 to 10:

e 1,2,3,456,7,8,9 10

A Click to see example Python code

# Save a list of the numbers from 1 to 10 in a variable called one_to_ten
one to ten = [1, 2, 3, 4, 5, 6, 7, 8, 9, 10]

In our example tweet we can see several places where data could be saved in lists:



® WeRateDogs® ) @dog_rates - Feb 10, 2020

This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,
where he licks every item he can. 12/10
’

“

@ 1,533 @ 26.6K @ 197.8K g

Fig. 4.8 There are several lists in the tweet. There is a list of three images, and there are links that
will take you to the lists of replies, retweets, and likes.

A Click to see example Python code A

# Save a list of people who liked a tweet in a variable called tweet likes
tweet_likes = ["@kylemthayer", "@SusanNotess"]

Additionally the text strings we saw before are actually stored internally as lists of characters.

The items in lists are normally numbered with an “index”, so you can ask for the 1st item, or 2nd

item, or any other.

Note: Largely due to historical peculiarities in the development of programming languages [d6],

most programming languages (including Python) number the 1st item in a list as item “0". So:

e 1stitem has index 0


https://en.wikipedia.org/wiki/Zero-based_numbering#Origin

e 2nd item has index 1
e 3rd item has index 2

° etc.

A Click to see example Python code A

# Save a list of twitter handles in a list called book_authors
book_authors = ["@kylemthayer", "@SusanNotess"]

# Save the first author twitter handle in a variable called first_author
first_author = book_authors[9]

# Save the second author twitter handle in a variable called second author
second_author = book_authors[1]
# Save a string (a list of characters) in a variable called key word

key_word = "ethics"

# Get the first letter ("e"), and save it in variable first_letter
first_letter = key word[9]

Get the second letter ("t"), and save it in variable second_ letter
second_letter = key_word[1]

There are many types of list data structures in different programming languages with subtle
differences (we won't worry about those in this book). Python has lists [d7], tuples [d8], and sets
[d9]. Other languages have a list type called arrays [d10]. We will just focus on lists and not worry
about the other similar data types.

We'll demonstrate lists later in Chapter 5: History of Social Media.

Dictionaries

The other method of grouping data that we will discuss here is called a “dictionary” (sometimes

also called a "map”).

You can think of this as like a language dictionary where there is a word and a definition for each

word. Then you can look up any name or word and find the value or definition.

Example: An English Language Dictionary with definitions of three terms:


https://www.w3schools.com/python/python_lists.asp
https://www.w3schools.com/python/python_tuples.asp
https://www.w3schools.com/python/python_sets.asp
https://en.wikipedia.org/wiki/Array_data_type

e Social Media: An internet-based platform used for people to form connections to each
other and share things.

e Ethics: Thinking systematically about what makes something morally right or wrong, or
using ethical systems to analyze moral concerns in different situations

e Automation: Making a process or activity that can run on its own without needing a human
to guide it.

The Dictionary data type allows programmers to combine several pieces of data by naming each
piece. When we do this, the dictionary will have a number of names, and for each of those names

a piece of information (called a “value” in this context).
Dictionary:

e Name 1: Value 1
e Name 2: Value 2

e Name 3: Value 3

So if we look at the example tweet, we can combine all the data in a dictionary.

® WeRateDogs® & @dog _rates - Feb 10, 2020

This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,
where he licks every item he can. 12/10

\m‘
e Wl

O 1,533 1 266K Q 197.8K -



Fig. 4.9 A tweet with photos of a cute puppy! (source)

Dictionary (with some of the data):

e user_name: “WeRateDogs®"

e user_handle: “@dog_rates”

e user_has_blue_checkmark: True

e tweet_text: “This is Woods. He's here to help with the dishes. Specifically the pre-rinse, where
he licks every item he can. 12/10"

e number_of_replies: 1533

e number_of retweets: 26200

e number_of likes: 197800

A Click to see example Python code A

# Save some info about a tweet in a variable called tweet_info
tweet_info = {
"user_name": "WeRateDogs®",
"user_handle": "@dog_rates",
"user_has_blue_checkmark": True,
"tweet_text": "This is Woods. He’s here to help with the dishes. Specifically
"number_of_replies": 1533,
"number_of_ retweets": 26200,
"number_of_ likes": 197800

Note: We'll demonstrate dictionaries later in Chapter 5: History of Social Media, and Chapter 8:

Data Mining.

Groups within Groups

We can use dictionaries and lists together to make lists of dictionaries, lists of lists, dictionaries of

lists, or any other combination.

So for example, | could make a list of Twitter users. Each Twitter user could be a dictionary with
info about that user, and one piece of information it might have is a list of who that user is

following.


https://twitter.com/dog_rates/status/1227037345712627718

List of users:
User 1:

e Username: kylethayer (a String)

e Twitter handle: @kylemthayer (a String)

e Profile Picture: [TODO picture here] (an image)

¢ Follows: @SusanNotess, @UW, @UW_iSchool, @ajlunited, ... (a list of Strings)

User 2:

e Username: Dr Susan Notess (a String)

e Twitter handle: @SusanNotess (a String)

e Profile Picture: [TODO picture here] (an image)

e Follows: @kylemthayer, @histoftech, @j_kalla, @dbroockman, @gaxaawut, @shengokai,

@laniwhatison (a list of Strings)

A Click to see example Python code A
users = [
{

username: "kylethayer",

twitter_handle: "@kylemthayer",

profile_picture: "kylethayer.jpg",

follows: ["@SusanNotess", "@UW", "@UW_iSchool"”, "@ajlunited"]
})
{

username: "Dr Susan Notess",
twitter_handle: "@SusanNotess",
profile_picture: "susannotess.jpg",
follows: ["@kylemthayer", "@histoftech"”, "@j_kalla", "@dbroockman"”, "@qaxa
}s
]

4.1.4. Additional Data Types

You might have noticed that there are still a couple pieces of data on the example tweet that we
haven't discussed yet. Let's look at those now.

Images / Sounds / Videos



Our example tweet has several images in it:

WeRateDogs® ) @dog _rates - Feb 10, 2020

where he licks every item he can. 12/10

This is Woods. He's here to help with the dishes. Specifically the pre-rinse,

r T

Q) 1,533 T 26.6K ) 197.8K NI

Fig. 4.10 The profile picture and the puppy photos in the tweet are images.

While you won't need to know the details of how images, sound, and video are stored for this

book, we wanted to at least briefly discuss it here just to give you a rough idea of how

computers store these kinds of data.

Images are created by defining a grid of dots, called pixels. Each pixel has three numbers that

define the color (red, green, and blue), and the grid is created as a list (rows) of lists (columns).
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Fig. 4.17 When viewing the fire emoji (@ ) close-up on a screen, you can see the bands of red,
green, and blue that make up each pixel. If you try squinting your eyes or looking at the image

from far away, it should blur back into the emoji.

Sounds are represented as the electric current needed to move a speaker’s diaphragm back and
forth over time to make the specific sound waves. The electric current is saved as a number, and
those electric current numbers are saved at each time point, so the sound information is saved as

a list of numbers.

Fig. 4.12 A computer representation of the sound of Kyle saying “this”


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/discord/_build/html/_images/sound_wave_this.png

sound data
or
electric signal

speaker
diaphragm

push and pull on

sound waves speaker diaphragm

Fig. 4.13 How sound information turns into an electric signal, which then works with a magnet to

push and pull on a diaphragm inside a speaker to create physical sound waves. Microphones do

this process in exactly the reverse, the sound waves in the air make the speaker diaphragm go
back and forth, making an electric current in the wire which gets measured and saved by the

computer.

Videos are represented as a sequence of images (a list of images) called frames, often with a

sound wave to be played at the same time.

In most cases, after the initial data representation is created, the computer runs a compression
algorithm, which takes the image, sound, or video, and finds a way of storing it in much less

computer memory, often losing some of the quality when doing so.


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/discord/_build/html/_images/sound_wave_animation.gif
https://en.wikipedia.org/wiki/Electrodynamic_speaker_driver#Components

Metadata

In addition to the main components of the images, sound, and video data, this information is
often stored with metadata, such as:

e The time the image/sound/video was created
e The location where the image/sound/video was taken

e The type of camera or recording device used to create the image/sound/video
o etc.

For our purposes in this class, most of the time we run into images, we will find a string that tells
us where the image, video, or sound is saved (e.g., we'll get something like “kylethayer.jpg”), and

we might additionally get some metadata.

Dates and Times

The final piece of data from the tweet we will cover is the date when the tweet was posted:



® WeRateDogs® ) @dog_rates {Feb 10, 2020

This is Woods. He’s here to help with the dishes. Specifically the pre-rinse,
where he licks every item he can. 12/10

\«w*
= |y

O 1,533 1 266K Q 197.8k N

Fig. 4.74 The tweet includes the date when it was posted.

There are several options for how to save dates and times. Some options include a series of
numbers (year, month, day, hour, minute, and second), or a string that with all of those pieces of
information written out. Sometimes only the date is saved, with no time information, and

sometimes the time information will include the timezone.

Dates turn out to be one of the trickier data types to work with in practice. One of the main

reasons for this is that what time or day it depends on what time zone you are in.

So, for example, when Twitter tells me that the tweet was posted on Feb 10, 2020, does it mean
Feb 10 for me? Or for the person who posted it? Those might not be the same. Or if | want to see
for a given account, how much they tweeted "yesterday,” what do | mean by "yesterday?” We
might be in different time zones and have different start and end times for what we each call

"yesterday.”

Note: We'll work with dates and times a little bit in chapter 18: Public Shaming



4.1.5. Data Constraints

In addition to representing data with different data storage methods, computers can also let you
add additional constraints on what can be saved. So, for example, you might limit the length of a

tweet to 280 characters, even though the computer can store longer strings.
There are many places these constraints might be used such as:

e for an age (integer), only allow ages between 0 and 120
e for a country name (string), have a pre-set list of valid country names

e for a legal name (string), disallow emojis

4.1.6. Reflection Questions

Let's look at an example of information we might want to store on a computer:

If we look at a data field like gender, there are different ways we might try to represent it. We
might try to represent it as a binary field, but that would exclude people who don't fit within a
gender binary. So we might try a string that allows any values, but taking whatever text users end
up typing might make data that is difficult to work with (what if they make a typo or use a
different language?). So we might store gender using strings, but this time use a preset list of
options for users to choose from, perhaps with a way of choosing “other,” and only then allow
the users to type their own explanation if our categories didn't work for them. Perhaps you

question whether you want to store gender information at all.

Now it's your turn, choose some data that you might want to store on a social media type, and

think through the storage types and constraints you might want to use:

e Age

e Name

e Address

e Relationship status

e etc.



4.2. All data is a simplification of reality

We've talked about how we represent data on a computer, but let's now step back and think

about the nature of data itself.
Note: This section was inspired by Kareem Carr

e https://twitter.com/kareem_carr/status/1551950155330600960 [d11]
e Why Some People Think 2+2=5 ...and why they're right. [d12]

4.2.1. Twitter Users vs. Bots

Let's look at a debate around a specific data point:

" Twitter has repeatedly said that spam bots represent less than 5% of its total user base.
[Elon] Musk, meanwhile, has complained that the number is much higher, and has

threatened to walk away from his agreement to buy the company.”

Musk’s Dispute With Twitter Over Bots Continues to Dog Deal [d13], by Kurt Wagner,
Bloomberg July 7, 2022

The data in question here is over what percentage of Twitter users are spam bots, which Twitter
claimed was less than 5%, and Elon Musk claimed is higher than 5%.

Data points often give the appearance of being concrete and reliable, especially if they are
numerical. So when Twitter initially came out with a claim that less than 5% of users are spam
bots, it may have been accepted by most people who heard it. Elon Musk then questioned that
figure and attempted to back out of buying Twitter [d14], and Twitter is accusing Musk's

complaint of being an invented excuse [d15] to back out of the deal, and the case is now in court
[d15].

When looking at real-life data claims and datasets, you will likely run into many different
problems and pitfalls in using that data. Any dataset you find might have:

e missing data
e erroneous data (e.g., mislabeled, typos)
e biased data


https://twitter.com/kareem_carr/status/1551950155330600960
https://www.popularmechanics.com/science/math/a33547137/why-some-people-think-2-plus-2-equals-5/
https://www.npr.org/2022/07/08/1110539504/twitter-elon-musk-deal-jeopardy
https://www.npr.org/transcripts/1111032233
https://www.npr.org/transcripts/1111032233
https://www.bloomberg.com/news/articles/2022-07-07/twitter-reiterates-that-spam-bots-are-well-under-5-of-users

e manipulated data

Any one of those issues might show up in Twitter's claim or Musk’s counterclaim, but even in the
best of situations there is still a fundamental issue when looking at claims like this, and that is
that:

All data is a simplification of reality.

Let's consider a concrete example involving apples:

4.2.2. Counting Apples

We all know simple math facts, like 2 + 2 = 4, and 4 = 1 x 4. So that means that if we had two
apples like this:

P

And if we added two more apples, we would have 4 apples (because 2 + 2 = 4), like this:




And if there were four of us who wanted to have apples, we could give each person 1 apple, and

they would have the same number of apples (because 4 = 1 x 4), like this:

Now, while each person has 1 apple, you might complain that it isn't fair (and if you try this with
children, they will almost certainly let you know it isn't fair), since the apples weren't all the same

size. Two of the four apples were particularly small.

So, there was a simplification here. In this example, | decided that each of these would count as

“1 apple.” This way of looking at things might not work well in some situations:

¢ |f we want everyone to get the same amount of apples by weight, we would have to cut the
apples into pieces so we could give each person the same amount.

¢ |f we wanted to give everyone some amount of apple that they could keep for a few days
before eating, then we would want to not cut the apples, so keeping them as whole apples

might be the best solution.

4.2.3. What we lose in simplifying

As you can see in the apple example, any time we turn something into data, we are making a

simplification..l If we are counting the number of something, like apples, we are deciding that
each one is equivalent. If we are writing down what someone said, we are losing their tone of

voice, accent, etc. If we are taking a photograph, it is only from one perspective, etc.

¢ Different simplifications are useful for different tasks. Any given simplification will be helpful

for some tasks and be unhelpful for others.

o See also, this saying in statistics: All models are wrong, but some are useful [d16]



https://en.wikipedia.org/wiki/All_models_are_wrong

4.2.4. More examples of simplifications

So all data that you might find is a simplification. There are many seemingly simple questions

that in some situations or for some people, have no simple answers, questions like:

e What country are you from?

o What if you were born in one country, but moved to another shortly after? What if you
are from a country that no longer exists like Czechoslovakia? Or from an occupied
territory?

e How many people live in this house?
o Does a college student returning home for the summer count as living in that house?

e How many words are in this chapter?

o Different programs use different rules for what counts as a “word” [d17]

= E.g., this page has "2 + 2 = 4", which Microsoft Word counts as 5 words, and
Google Docs counts as 3 words.

4.2.5. Revisiting Twitter Users vs. Bots

Let's go back to the question of whether less than 5% of Twitter users are spam bots.

In this claim are several places where there are simplifications being made, particularly in the

definitions of “Twitter users” and “spam bots.”

Measuring Twitter users:

How do we count how many users are on Twitter?

It depends on if we mean how many accounts have been registered vs. how many people are
logged into Twitter on a given day. And it also depends on how we count situations where one

person has many accounts, or many people share a corporate account.

Measuring spam bots

How do we count how many spam bots are on Twitter?

The Bloomberg article we quoted mentions “spam bots” as what is being measured, but Elon

Musk has used phrases like “fake or spam [d18]" accounts and “fake/spam/duplicates [d19],"



https://thehappybeavers.com/blog/why-word-count-differ-programs/
https://twitter.com/elonmusk/status/1555950698252181507?s=20&amp;t=pY_aYXjSOzD-sUOW8E1e6A
https://twitter.com/elonmusk/status/1525723506805288962?s=20&amp;t=aBUK4_IT354Y9TC69PMldg

which might lead to different numbers.

Parag Agrawal, the Twitter CEO, additionally clarified the complications of measuring “spam”

accounts, saying:

Next, spam isn't just ‘binary’ (human / not human). The most advanced spam campaigns
use combinations of coordinated humans + automation. They also compromise real
accounts, and then use them to advance their campaign. So — they are sophisticated and
hard to catch.

(tweet link [d20])

Since Elon Musk purchased Twitter (and rebranded it as “X"), the bot problem has reportedly

gotten much, much, worse [d21] [d22].

What changes with these measures?

While we don't have direct access to all the data ourselves, we can imagine that different
definitions would lead to different results. And there isn't a "best” or “unbiased” definition we
should be using, since all definitions are simplifications that will help with some tasks and hurt

with others.

We have to be aware that we are always making these simplifications, try to be clear about what
simplifications we are making, and think through the ethical implications of the simplifications

we are making.

[1] There is one exception where you can have data that isn't a simplification, and that is if the
data source is symbolic (e.g., numbers) and you are applying unambiguous rules (e.g., math).
Since it starts out as a symbol, it doesn't need to be simplified to be represented with
symbols. For example, data that can be made without simplification include:

e Alist of the first 10 prime numbers.

e The number of times the letter ‘a’ (capital or lowercase) appears in this sentence.


https://www.npr.org/2024/03/07/1235784919/twitter-x-bots-social-media-elon-musk
https://mashable.com/article/x-twitter-elon-musk-bots-fake-traffic
https://twitter.com/paraga/status/1526237581419040768

4.3. Who does data fit?

Because all data is a simplification of reality, those simplifications work well for some people and

some situations but can cause problems for other people and other situations.

Thus, when designers of social media systems make decisions about how data will be saved and
what constraints will be put on the data, they are making decisions about who will get a better
experience. Based on these decisions, some people will fit naturally into the data system, while
others will have to put in extra work to make themselves fit, and others will have to modify

themselves or misrepresent themselves to fit into the system.

So, for example, if we made a form that someone needed to enter their address, we could

assume everyone is in the United States and not have any country selection.

e Address fields:

Street address

(@]

(0]

City

(@)

State

(@)

Zip Code

Someone in another country would have to try to find a way to indicate that they aren’t in the
United States even though there is no clear place to indicate that. If this is a form for shipping to

people in the US only, then this limitation might make sense.

If we wanted people to be able to enter other countries we could make a country drop-down
tool to select a country, but then would we auto-fill it with a country? If there is a list of countries
to scroll through, what order do we put them in? If it's alphabetical, that will make it easier for

people in countries whose name starts with “A.”

4.3.1. Form fails

Let's look at some examples where forms show problems with data entry and representation:

Name Length

Here are some screenshots from a help forum discussion [d23] on the United States tax software

TurboTax:


https://ttlc.intuit.com/community/taxes/discussion/my-last-name-is-to-long-what-do-i-do/00/655670

= Owgbotax. + O mint B

Discussions

@ isabelagob
New Member

posted June 6, 2019 2:08 AM ® |ast updated June 06,2019 2:08 AM

My last name is to long, what do | do?

TurboTax Free Edition Online
@ SidneyP
New Member

June 6, 2019 2:08 AM

You can fix that by removing the last letters that don't fit. The IRS matches the social security number

with only the first few letters of the last name.



@ felipesoares79
New Member

November 23, 2020 9:11 AM

Same thing for me. | end up filling by mail because it fails every time.

(5 0

Reply

As you can see, TurboTax has a limit on how long last names are allowed to be, and people with
too long of names have different strategies with how to deal with not fitting in the system.

Gender

Data collection and storage can go wrong in other ways as well, with incorrect or erroneous
options. Here are some screenshots from a thread of people collecting strange gender selection
forms:



Q\ Coding Drag Queen Anna Lytical & & (3
-

@theannalytical

send me the worst gender selection forms you've seen,
I'll start

Female

Male

N/A
neficiary residea Unknown

Tax Entity

b T- 1 T

8:25 AM - Jan 13, 2021 - Twitter Web App

5,390 Retweets 815 Quote Tweets 41.9K Likes

[d24]


https://twitter.com/theannalytical/status/1349392166716657664?s=20

ah yes, the three genders

What is your gender?

Please select one.

Male

I have no plans to purchase a new vehicle

[d25]

You can see more of these types of forms at https://genders.wtf/

4.3.2. Learn more

Systemic Power

e Systems have power to “bestow humanity on marginalized others” (Professor Anna Lauren
Hoffmann)

o Blog Post: Data Violence and How Bad Engineering Choices Can Damage Society [d26]

o Video: What We Really Talk About When We Talk About Ethics: Navigating History,

Privilege, and Power in Information and Data Science [d27]

o Video: Beyond Fairness: Discourse, Violence, and Justice in a Datafied World [d28]

Design Justice [d29]



https://twitter.com/annabookwriter/status/1349410399574102016?s=20
https://genders.wtf/
https://medium.com/s/story/data-violence-and-how-bad-engineering-choices-can-damage-society-39e44150e1d4
https://vimeo.com/250857851
https://vimeo.com/335550401
https://design-justice.pubpub.org/

e “Design justice is a framework for analysis of how design distributes benefits and burdens
between various groups of people. Design justice focuses explicitly on the ways that design
reproduces and/or challenges the matrix of domination (white supremacy, heteropatriarchy,
capitalism, ableism, settler colonialism, and other forms of structural inequality).”

o =||tE also about which groups get to be part of the design process itself.

° iy :-‘} Sasha Costanza-Chock [d30], present USA
-

4.4. How Data Informs Ethics

Think for a minute about consequentialism. On this view, we should do whatever results in the
best outcomes for the most people. One of the classic forms of this approach is utilitarianism,
which says we should do whatever maximizes ‘utility’ for most people. Confusingly, ‘utility’ in this
case does not refer to usefulness, but to a sort of combo of happiness and wellbeing. When a
utilitarian tries to decide how to act, they take stock of all the probable outcomes, and what sort
of ‘utility’ or happiness will be brought about for all parties involved. This process is sometimes
referred to by philosophers as ‘utility calculus’. When | am trying to calculate the expected net
utility gain from a projected set of actions, | am engaging in "utility calculus’ (or, in normal words,

utility calculations).

Now, there are many reasons one might be suspicious about utilitarianism as a cheat code for
acting morally, but let's assume for a moment that utilitarianism is the best way to go. When you
undertake your utility calculus, you are, in essence, gathering and responding to data about the
projected outcomes of a situation. This means that how you gather your data will affect what
data you come up with. If you have really comprehensive data about potential outcomes, then
your utility calculus will be more complicated, but will also be more realistic. On the other hand,
if you have only partial data, the results of your utility calculus may become skewed. If you think
about the potential impact of a set of actions on all the people you know and like, but fail to
consider the impact on people you do not happen to know, then you might think those actions

would lead to a huge gain in utility, or happiness.

When we think about how data is used online, the idea of a utility calculus can help remind us to
check whether we've really got enough data about how all parties might be impacted by some

actions. Even if you are not a utilitarian, it is good to remind ourselves to check that we've got all
the data before doing our calculus. This can be especially important when there is a strong social

trend to overlook certain data. Such trends, which philosophers call ‘pernicious ignorance’,


https://en.wikipedia.org/wiki/Sasha_Costanza-Chock
https://en.wikipedia.org/wiki/Sasha_Costanza-Chock

enable us to overlook inconvenient bits of data to make our utility calculus easier or more likely
to turn out in favor of a preferred course of action.

e Can you think of an example of pernicious ignorance in social media interaction? What's

something that we might often prefer to overlook when deciding what is important?

o One classic example is the tendency to overlook the interests of children and/or people
abroad when we post about travels, especially when fundraising for ‘charity tourism’.
One could go abroad, and take a picture of a cute kid running through a field, or a
selfie with kids one had traveled to help out. It was easy, in such situations, to decide
the likely utility of posting the photo on social media based on the interest it would
generate for us, without thinking about the ethics of using photos of minors without
their consent. This was called out by The Onion in a parody article, titled “6-Day Visit To

Rural African Village Completely Changes Woman's Facebook Profile Picture” [d31].

o The reckoning about how pernicious ignorance had allowed many to feel comfortable
leaving the interests of many out of the utility calculus for use of images online
continued. You can read an article about it here [d32], or see a similar reckoning
discussed by National Geographic: "For Decades, Our Coverage Was Racist. To Rise
Above Our Past, We Must Acknowledge It" [d33].

4.4.1. Read more:

e The calculus of ignorance by Thomas T. Hills [d34]

e Race and Epistemologies of Ignorance by Shannon Sullivan, Nancy Tuana [d35]

e Search Engines, White Ignorance, and the Social Epistemology of Technology by Joshua
Habgood-Coote (forthcoming)[d36]

4.5. Data in Python and Discord

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Now we will look at ways data is represented in Python and what data is available from Discord.

4.5.1. Demo: Python Basic Data Types

Let's now look specifically at how Python stores and lets you work with basic data types:


https://www.theonion.com/6-day-visit-to-rural-african-village-completely-changes-1819576037
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e Booleans (True / False)
e Numbers

e Strings (Text)

But first we need to look a little more about how to use functions, since we'll be using them with

the data types.

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Calling Functions

A function is a named section of pre-written code, which we can “call,” making that section of
code run.

We have already been calling two different functions in particular: display, get_channel, and

send

® display("Ethics might be relevant!")

® channel.send("This post was made by a computer program!")

The structure of a standard function call has the following pieces:

function_name(input_parameters)

So we first write the name of the function (e.g., display or channel.send ), then we put
matching parentheses after that, and inside the parentheses we put the input arguments, which

are data or options for how the function should run.

input arguments

e These inputs are called “parameters” or “arguments”

e Inputs go in parentheses after the function name

o |f there are multiple inputs, they are separated by commas

e You can also specify which input you are giving within the parenthesis by putting

parameter_name=value

Additionally, some functions produce a result, which can be saved in a variable, or used in a
calculation or some other fashion. When we save the result of running a function into a variable,
it looks like this:


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch04_data/05_data_python_platform/01_demo_data.html
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save_result_variable = function_name(input_parameters)

function results

e Functions can have outputs that are called “returns” or “results”

e When the code interpreter sees the function call, it runs the code in the function with the
inputs, and then puts the output in the place where that function call was

e The results of the function can be stored in a variable, used in a formula, or used as an

argument for another function

That was all a bit theoretical, so set’s look at some data types now, and some specific functions

that we can use with them.

Boolean (True / False)

In Python there are two options for boolean: True and False

Note that the first letter is capitalized and the rest is lower case. Python only lets you write these

True and False values in that way.

Let's save a boolean value in a variable, and then display it:

does_user_have blue_ checkmark = True

display(does_user_have_blue_checkmark)

True

Display lets us see what was in the variable, but we can also use a new function type to see

what type of value is in the variable (it should be ‘bool” which is short for boolean):

type(does_user_have_blue_ checkmark)

bool



Numbers

integers and floats

Python allows you to use two main types of numbers:

e Integers (whole numbers), called “int”
e A "floating point” number with a decimal point, called a “float”

I type(5)
int
| type(5.5)

float

We can now do normal math operations on the numbers, like addition +, subtraction -,

multiplication *, and division /.

Even though there are two types of numbers, most of the time they work together pretty
seemlessly, switching to whichever type makes the most sense. For example, let's look at what

happens when we add and int and a float:

example_num = 5 + 5.5

display(example_num)

10.5

type(example_num)



float

functions for numbers

Python provides functions that we can use with numbers, like:

e find the maximum number in a set of numbers with max()
e find the minimum number in a set of numbers with min()

¢ round a floating point number into an integer with round()

Each of these functions produces a result at the end, which we can save into a variable

# Demo of using the max() function
my_score = 74

your_score = 92
someone_elses_score = 83

highest score = max(my_score, your_score, someone_elses score)

display(highest_score)

92

# Demo of using the min() function
bread_1 price = 2.30
bread_2 price = 2.15
bread_3_price = 1.79

cheapest bread price = min(bread_1 price, bread 2 price, bread 3 price)

display(cheapest_bread_price)

1.79



# Demo using the round function
float_number = 14.6224

rounded_number = round(float_number)

display(rounded_number)
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number comparisons

Python also lets us compare numbers in various ways, producing a boolean True or False value

depending on if the comparison was true or false.

For example, we can see if one number is bigger than another by using the greater than

comparison: >

money_in wallet = 10

cost _of _item = 7

has_enough_money = money_in_wallet > cost_of_item

display(has_enough_money)

True

We can check if two numbers are equal by using two equals signs: ==

Note: this is an unfortunately confusing system that most programming languages are now stuck

with since it became the standard:

e One equals sign ( = ) means save the value into a variable

e Two equals signs ( == ) mean check if two numbers are the same


https://www.w3schools.com/python/gloss_python_comparison_operators.asp
https://www.quora.com/Why-do-most-programming-languages-have-the-equal-sign-as-an-assignment-operator-This-option-seems-to-be-nonintuitive-Isn%E2%80%99t-it-better-to-use-the-equal-sign-in-conditional-statements

my_follower_count = 23
your_follower_count = 23

same_number_of_followers = my_follower count == your_ follower count

display(same_number_of_followers)

True

Strings (text)

In order to make a string (piece of text) in Python, you can write your text with either double

quotes " orsingle quotes ' at the beggining and end.

tweet_text_1 = "what nice weather today"
display(tweet_text_1)

'what nice weather today'

tweet_text_2 = 'what horrible weather today'
display(tweet_text_2)

'what horrible weather today'

Note: If you are copying from a word processor like word, you might get angled quotes like

or ”, which Python doesn't like. So, if you try to run code like this:
o tweet_text_3 = “What normal weather today”

you will get an error message like this:

Input In [14]
tweet_text_3 = “What normal weather today”

SyntaxError: invalid character '*' (U+201C)



adding strings together

If we want to add strings together to make a larger string, we can do that with the + operation.

first_name = "Kyle"
last_name = "Thayer"

full name = first _name + + last_name
# Note: I had to add a space between the first and last name, or it would come out as |

display(full_name)

'Kyle Thayer'
If we want to add something like a number, like my age, into the string though, it won't let us do
it directly.
If we try running:

e example text = "how old are you? I am " + 3

Then we will get an error that 3 was an int and not a string, so it can't be added:

TypeError Traceback (most recent call last)
Input In [2], in ()
® 1 # error when I put a number in a string

----> 2 example_text = "how old are you? I am “ + 3

TypeError: can only concatenate str (not "int") to str

To fix this, we have to turn the number into a string before we add it. We do this by using the

str() function:

example_text = "how old are you? I am " + str(3)
display(example_text)

"how old are you? I am 3'



Adding strings and numbers together is particularly useful for displaying information in a more

readable fashion:

num_likes = 78
num_retweets = 32
num_quote_tweets = 17

" + str(num_likes))
" + str(num_retweets))

" + str(num_quote_tweets))

display("The number of likes was:
display("The number of retweets was:
display("The number of quote tweets was:

'The number of likes was: 78'

'The number of retweets was: 32'

'The number of quote tweets was: 17°'

actions with strings

There are various actions Python let’s us do with strings. For example, let's look for a smaller

string (“cat”) and see if it is in the bigger one (producing a True or False boolean value) using in

animal tweet 1 = "I like cats!”
tweet_1_has_cat = "cat" in animal_tweet_1

display(tweet_1 has_cat)

True
animal_tweet_2 = "I like dogs!"
tweet 2 has cat = "cat" in animal tweet 2

display(tweet_2_has_cat)




False

animal_tweet_3 = "I like caterpillars!™
tweet 3 has cat = "cat" in animal tweet 3

display(tweet_3_has_cat)

True

We can also do actions like make a string all uppercase or all lowercase using the upper() and
lower() functions.

Unlike previous uses of functions, for these we write the name of the variable we are using, then

a . and then name of the function: save result variable = variable name.function name()

normal_message = "I hope you are doing OK"

loud_message = normal_message.upper()
display(loud_message)

"I HOPE YOU ARE DOING OK'

quiet_message = normal_message.lower()
display(quiet_message)

'i hope you are doing ok

We can also see how many characters long a string is by using the function 1en() like this:

message_length = len(normal_message)
display(message_length)
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You can read more about Python data types at w3schools explanation of Python data types

4.5.2. Practice: Python Basic Data Types

Greeting

Make a new variable called greeting_part_1 and assign it the string: "Welcome, "

Note: There is an extra space after the word

# TODO: enter your code here

Make a new variable called greeting_part_2 and assign it the string: "! It is nice to meet

you!"

Note: this string starts with an exlamation mark.

# TODO: enter your code here

Make a variable called name_1 and assign it with a string of someone’s name.

# TODO: enter your code here

Now, combine them all together into a new variable called full_greeting . Combine the parts

together by taking greeting part_1 then adding name then adding greeting part 2.

Then display the variable full_greeting.
| # TODO: enter your code here

Now make a variable called name 2 with another name in it and make a variable

called_full_greeting_2 the same way you did full_greeting , but with name_2 instead.


https://www.w3schools.com/python/python_datatypes.asp

Then display the variable full_greeting 2

# TODO: enter your code here

Engagement report

Make up numbers for tweet metrics and save them into variables: number_likes,

number_retweets , number quote tweets

# TODO: enter your code here

Write three different display() function calls, one to report on each of those variables.

Inside the parentheses first put a string like, "The number of likes is: " and then add the
relevant variable to it, but remember, since the variable has a number in it, you have to put a

str() function call around that variable name

# TODO: enter your code here

Make a new variable called total _engagement and save the total number of all the likes,

retweets and quote tweets.

Then display that information the way you did the other variables.

| # TODO: enter your code here

Is your tweet too long

Make a variable called tweet_1 with a string of your choosing that is fairly short

# TODO: enter your code here

Make a variable called tweet_1_length, and save the length of the string tweet_1 into it (using

the len() function)



| # TODO: enter your code here

Check if the tweet_1_length is less than or equal to 280 characters (the max length of a tweet)
using the less than or equal operator: <=, and save the result into a variable called

is_tweet_1_short_enough
| # TODO: enter your code here

Use the display() function to display a string ( "Is tweet 1 short enough? "), adding the

variable is_tweet_1_short_enough to that string.

Remember, since the variable has a boolean and not a string in it, you have to put a str() function

call around that variable name

# TODO: enter your code here

Make a variable called tweet_2 with a string of your choosing that is very long (over 280

characters)
| # TODO: enter your code here

Repeat the rest of the steps from before, but with tweet_2

e find tweet_2_length
e make a variable is_tweet_2_short_enough

e display the result

# TODO: enter your code here

4.5.3. Demo: Data from a Discord Post

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Let's see what the data actually looks like from a Discord Post!
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First we need to do our normal Discord login steps (and optional fake discord step)

Log into Discord (or fake Discord)

Load “discord” and nest_asyncio libraries

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(Optional) Step 1b: Make a fake Discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of Discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run

this line of code.

%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

Step 2: Set up your Discord connection

To use this on your real Discord account, copy your discord token into the code below, replacing

our fake passwords.

Also, since we are going to be reading posts, we need to indicate that our bot wants to read

message contents, so we have additional lines of code to mark that.

Note: you'll have to re-run this step if you want to re-run your bot



# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@ fake_discord_token_$%Ds"

# set up Discord client with permissions to read message contents
intents = discord.Intents.default()
intents.message_content = True

Find a Discord Post

Below is code to find a recent Discord post from a discord channel with the id 123456789 (if you

want to load a real channel, you'll have to get the channel id)

Don't worry if you don't understand this part yet. We are just doing this, so we can get to the

point of seeing what discord data looks like.

Note: If you run this on real Discord, we can’t gurantee anything about how offensive what you
might find is.

# set up discord connection
client = discord.Client(intents=intents)

# TODO: put the discord channel id number below for the channel you want to use
channel_id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_post # Save the recent_post variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=1)
recent_post = await anext(post_history)

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)




Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Look at data in Discord post

Now we will look at some of the data that came back!

Again, don't worry too much about the code, we want to look at the data and data types.

post content:

display("The data type of the message content is: + type(recent_post.content)._name
display("The post content is: " + recent_post.content)

'The data type of the message content is: str

'The post content is: Scientists have cloned dangerous dinosaurs!’

As you can see above, the text of a post is a string ( str ) data type.

post id

display("The data type of the message id is: " + type(recent_post.id)._name_ )
display("The message id is: " + str(recent_post.id))

'The data type of the message id is: int'

'The message id is: 12345'

The post content id is a whole number ( int ) that looks like random number. This is how the
post is referred to inside Discords’ computers. So if someone is commenting on a post, Discord

just puts uses content ID they were commenting on to see where to display it.



submission author display name

display("The data type of the author display name is: + type(recent_post.author.disp!
display("The author display name is: " + str(recent_post.author.display_name))

'The data type of the author display name is: str'

'The author display name is: fake_user'

The author name is an string ( str ). Note recent_post.author has other information about the

author as well as the name.

message author id

display("The data type of the author id is: + type(recent_post.author.id). name_ )
display("The author id is: " + str(recent_post.author.id))

'The data type of the author id is: int

'The author id is: 4589435’

The author name is a number ( int ).

post created at

display("The data type of the post created at is: + type(recent_post.created at). n:
display("The created_at at is: " + str(recent_post.created_at))

'The data type of the post created_at is: datetime’

'The created at at is: 2024-07-25 01:23:04'



The created at time for the submission is a datetime , which may be in Coordinated Universal

Time zone.

message reactions

display("The data type of the reactions to the message is: + type(recent_post.reactic
display("The reactions to the message are: " + str(recent_post.reactions))

'The data type of the reactions to the message is: list'

"The reactions to the message are: [FakeReaction(emoji=' ¢ ', me=False, count=2), FakeR

The reactions to a message are saved as list. Each item is the list has the emoji reaction, if the

current user did this reaction, and the count of how many users gave that emoji reaction.

message is pinned?

display("The data type of the message pinned: + type(recent_post.pinned)._name_ )
display("Is this message pinned?: " + str(recent_post.pinned))

'The data type of the message pinned: bool'’

'Is this message pinned?: False'

The status of whether or not a messaged is pinned is a true/false value (bool).

Still more!

In addition to the data we looked at above, there are even more options for Discord messages.

The documentation is formatted in a not very friendly way, but you can see more info about

messages here:



https://www.w3schools.com/python/python_datetime.asp
https://en.wikipedia.org/wiki/Coordinated_Universal_Time
https://discordpy.readthedocs.io/en/stable/api.html#discord.Message

4.6. Design Activity: Data and Social media

4.6.1. Evaluate a social media site

Open a social media interface (not the one you've been working with) and choose a view (e.g., a

list of posts, an individual post, an author page etc.).

First identify as many pieces of information you can see the screen (without doing anything). For
each piece of information:

e What data types might be used to represent that data on a computer?

e How is this data a simplification of reality? That is, what does it not capture? Who does it
work best for, and who does it not work well for?

e Did the user(s) directly provide that data, or was it collected automatically by the social
media site?

Next, start listing what additional pieces of information are available through one action (e.g.,

clicking on user profile picture, clicking on comments link, etc.).

4.6.2. Design a social media site

Now it's your turn to try designing a social media site.

Decide a type of social media site (e.g., a video site like youtube or tiktok, or a dating site, etc.),

and a particular view of that site (e.g., profile picutre, post, comment, etc.).
Draw a rough sketch of the view of the site, and then make a list of:

e What pieces of information you think should be immediately visible to users
e What pieces of information should be available to users by taking one action (e.g., clicking

on a comment, or profile picture).

4.7. Reflection: Ethics of Choosing Data Representation

We've now looked at how different ways of storing data and putting constraints on data can
make social media systems work better for some people than others, and we've looked at how
this data also informs decision-making and who is taken into account in ethics analyses.



Given all that can be at stake in making decisions on how data will be stored and constrained,
choose one type of data a social media site might collect (e.g., name, age, location, gender, posts
you liked, etc.), and then choose two different ethics frameworks and consider what each

framework would mean for someone choosing how that data will be stored and constrained.
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5. History of Social Media

Now that we've seen some of how social media sites work, let's look back at the history of social

media.

5.1. Pre-Internet Social Media

As we talked about previously in a section of Chapter 2 (What is Social Media?), pretty much

anything can count as social media, and the things we will see in internet-based social media

show up in many other places as well.

The book Writing on the Wall: Social Media - The First 2,000 Years [e1] by Tom Standage outlines

some of the history of social media before internet-based social media platforms such as in times

before the printing press:

e Graffiti and other notes left on walls were used for sharing updates, spreading rumors, and
tracking accounts
e Books and news write-ups had to be copied by hand, so that only the most desired books

went “viral” and spread
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Later, sometime after the printing press, Stondage highlights how there was an unusual period in
American history that roughly took up the 1900s where, in America, news sources were
centralized in certain newspapers and then the big 3 TV networks. In this period of time, these
sources were roughly in agreement and broadcast news out to the country, making a more
unified, consistent news environment (though, of course, we can point out how they were biased

in ways like being almost exclusively white men).

Before this centralization of media in the 1900s, newspapers and pamphlets were full of rumors

and conspiracy theories [e2]. And now as the internet and social media have taken off in the

early 2000s, we are again in a world full of rumors and conspiracy theories.

See also: the segment of the TV show Drunk History on the election of 1800 [e3]

5.2. Web 1.0 Social Media

The first versions of internet-based social media started becoming popular in the late 1900s. The

internet of those days is now called “Web 1.0 [e4]."
The Web 1.0 internet had some features that make it stand out compared to later internet trends:

¢ |f you wanted to make a profile to talk about yourself, or to show off your work, you had to
create your own personal webpage, which others could visit.

e These pages had limited interaction, so you were more likely to load one thing at a time and
look at a separate page for each post or piece of information.

e Communication platforms were generally separate from these profiles or personal web

pages.

Let's look at some of the history of Web 1.0 Social Media.

5.2.1. Email

One of the early ways of social communication across the internet was with Email [e5], which
originated in the 1960s and 1970s. These allowed people to send messages to each other, and

look up if any new messages had been sent to them.

5.2.2. Bulletin board system (BBS)
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In the 1980s and 1990s, Bulletin board system (BBS) [e6] provided more communal ways of

communicating and sharing messages. In these systems, someone would start a “thread” by

posting an initial message. Others could reply to the previous set of messages in the thread.
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n of OpenTelegard/2)

his is the M of the Day (motd.ftl)

Main Menu

Fig. 5.7 An early bulletin board system. The entire interface was just plain text, and you had to type

in commands to navigate to the different threads and read or reply with messages.
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Fig. 5.2 An newer bulletin board system. In this one you can click on the thread you want to view,
and threads can include things like images.

5.2.3. Internet Relay Chat (IRC)

The 1980s and 1990s also saw an emergence of more instant forms of communication with chat

applications. Internet Relay Chat (IRC) [e7] lets people create “rooms” for different topics, and
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people could join those rooms and participate in real-time text conversations with the others in
the room.
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Fig. 5.3 An irc chat application, where you can join a room, and watch and participate in the live

conversation.

5.2.4. AOL Instant Messenger (AIM)

In 1997, the internet service provider AOL introduced a chat system called AOL Instant
Messenger (AIM) [e8] that anyone could join and maintain a list of friends. You could then see

what friends were currently available, and start sending them messages. You could also leave

away messages or profile quotes.
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Fig. 5.4 AIM let you organize your contacts and see who was currently online.

5.2.5. Texting

Around the same time, phone texting capabilities (SMS) [e9] started becoming popular as

another way to send messages to your friends, family and acquaintances.

Additionally, many news sites and fan pages started adding built-in comment sections on their

articles and bulletin boards for community discussion.

5.3. Web 2.0 Social Media

In the first decade of the 2000s the way websites worked on the Internet went through a

transition to what is called "Web 2.0 [e10]."

In Web 2.0 websites (and web applications), the communication platforms and personal profiles
merged. Many websites now let you create a profile, form connections, and participate in
discussions with other members of the site. Platforms for hosting content without having to
create your own website (like Blogs) emerged. And all of these websites became much more

interactive, with updates appearing on users’ screens without the user having to request them.
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Let's look at some examples:

5.3.1. Weblogs (Blogs)

In the mid-1990s, some internet users started manually adding regular updates to the top of
their personal websites (leaving the old posts below), using their sites as an online diary, or a
(web) log of their thoughts. In 1998/1999, several web platforms were launched to make it easy
for people to make and run blogs (e.g., LiveJournal and Blogger.com). With these blog hosting
sites, it was much simpler to type up and publish a new blog entry, and others visiting your blog
could subscribe to get updates whenever you posted a new post, and they could leave a

comment on any of the posts.

IFCSoft

Followers
Followers (0)

Understanding Self-Organizing Maps

| put up a new page on

Blog Archive

Posted by Kyle at 829 AM  No comments

The project is now live

IFC Soft is now live. You can run the program on our website, or check out the code on our
oper age.

EE®

Posted by Kyle at

Fig. 5.5 An example blogger blog. Visitors can comment on any of the posts, making this much

more interactive and communal (though Kyle's old blog here has 0 followers and 0 comments).

5.3.2. Social Networking Services
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2003 saw the launch of several popular social networking services [e11]: Friendster, Myspace, and

LinkedIn. These were websites where the primary purpose was to build personal profiles and
create a network of connections with other people, and communicate with them. Facebook was
launched in 2004 and soon put most of its competitors out of business, while YouTube, launched

in 2005 became a different sort of social networking site built around video.

O Note

This history is all very US focused. In future versions of this book, | hope to incorporate

a more global history of social media.

5.3.3. Learn More

e Watch a clip [e12] from the movie The Social Network

e Read a US Federal Trade Commission [e13] complaint on Facebook

e Read The Rise and Fall of MySpace [e14] on The Atlantic

e See book: Writing on the Wall: Social Media - The First 2,000 Years by Tom Standage:
https://www.amazon.com/Writing-Wall-Social-Media-First/dp/1620402831 [e15]

e Read A People’s History of Black Twitter [e16]

5.4. Looping with Lists and Dictionaries in Social Media

If you don't want the coding version of this online textbook go here: No Coding

We mentioned previously in chapter 4, we can use lists and dictionaries to represent social media
data:

Example list of dictionaries of user data

User 1:

Username: kylethayer (a String)

Twitter handle: @kylemthayer (a String)

Profile Picture: (an image)
Follows: @SusanNotess, @UW, @UW_iSchool, @ajlunited, ... (a list of Strings)

User 2:
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e Username: Dr Susan Notess (a String)

Twitter handle: @SusanNotess (a String)

Profile Picture: (an image)

Follows: @kylemthayer, @histoftech, @j_kalla, @dbroockman, @gaxaawut, @shengokai,

@laniwhatison (a list of Strings)

A Click to see example Python code A
users = [
{

username: "kylethayer",

twitter_handle: "@kylemthayer",

profile_picture: "kylethayer.jpg",

follows: ["@SusanNotess", "@UW", "@UW_iSchool"”, "@ajlunited"]

}s
{
username: "Dr Susan Notess",
twitter_handle: "@SusanNotess",
profile picture: "susannotess.jpg",
follows: ["@kylemthayer", "@histoftech”, "@j_kalla", "@dbroockman"”, "@qaxa

}
]

Now, in order for us to work with this kind of data, we need to look more at lists and dictionaries,

as well as how to loop over them.

5.4.1. Demo: Lists and Loops

Lists

Many types of data on social media platforms are organized as lists, such as

e lists of friends or followers

e lists of posts

e lists of photos in a post

e lists of people who liked a post
e etc



The way to create a list in Python is to make a list of values, separated by commas, inside of

square brackets, like this:

book authors = ["Kyle Thayer", "Susan Notess"]

display(book_authors)

['Kyle Thayer', 'Susan Notess']

If we are making a list and it gets too long, Python will let us use several lines to do this:

some_book_chapters = ["Intro",
"Definitions",
"Bots",
"Data",
"History of Social Media",
"Authenticity"]

display(some_book_chapters)

['Intro’,
'Definitions’,
'Bots "',
'Data’,
'History of Social Media',
"Authenticity’]

Lists are in order, so Python let's us use the “index"” to ask for a specific entry, like the 1st, 2nd,
3rd, etc.

As we stated in the Data chapter, many programming languages, for historical reasons, make a

list's first entry have index O, it's 2nd entry have index 1, it's 3rd entry have index 2, etc.

So if we want to see the first chapter in my some_book_chapters  list, | select it by putting the

index number inside square brackets ( [ , 1) after the variable name:

first_chapter = some_book_ chapters[Q]
display(first_chapter)



"Intro’

And if | want the 4th chapter, I'd select it like this

fourth_chapter = some_book_chapters[3]
display(fourth_chapter)

'Data’

Now, let's say we have a list of users who liked our latest social media post:

users who liked our post = ["@pretend user_ 1", "@pretend user 2", "@pretend user 3"]

What if we wanted to follow all of them?

If our list was long, it would take a lot of code to pull out each one and try to follow them. But

Python gives us an easy way to perform actions on all the items in a list, by using for loops.

for Loops

for loops let us perform an action or a set of actions for all of the items in a list.

So, if we wanted to go through all the the users that liked our tweet and display a message for

each one, we could do this:

for user in users_who_liked_our_post:
display("Yay! " + user + " liked our post!")

'Yay! @pretend user_ 1 liked our post!'’

'Yay! @pretend_user_2 liked our post!’

'Yay! @pretend_user_3 liked our post!'’



Now, there are several things that went into making that for loop code above:

e Start the line with a for

e Make up a new variable name that will be a temporary variable to hold whichever item from
the list we are doing our actions on. In this case each item in the list will be a user, so we call
our variable user

e Then we write the word in

e Then we put the list that we want to go through, in this case "users_who_liked_our_post’

e Then put a colon ( : ). In Python, a colon like this means that what comes next is a block of
statements that goes together. This block of statements is indented over to indicate that it is
part of the block.

e Then, on the next line and indented over, we have our display function that uses the user

variable. This is the line of code that is repeated for each item in the list.

If we want to do several actions in our loop, all we need to do is add more lines of code spaced
over the same amount, like this (note: We'll use print instead of display , which mostly work

the same, but we think print happens to look a little better in this situation):

for user in users_who_liked_our_post:
print("Yay! " + user + " liked our post!")
print("Perhaps we should follow " + user)
print("We could put code here to do that!")
print()

Yay! @pretend_user_1 liked our post!
Perhaps we should follow @pretend_user_1
We could put code here to do that!

Yay! @pretend_user_2 liked our post!
Perhaps we should follow @pretend_user_ 2
We could put code here to do that!

Yay! @pretend user 3 liked our post!
Perhaps we should follow @pretend_user_3
We could put code here to do that!

In the above code our for loop runs a block of code that has four statements, each doing a
print . You'll notice we added an extra blank print which makes a blank line and helps us see
in the output what each loop did.



Loop a set number of times

In order to loop a set number of times, we can use the range function to effectively make a list

of numbers to go over, so we can loop that many times.

For example, if we wanted to ask “"Are we there yet?” repeatedly, 10 times, we can do this:

for i in range(10):
print("Are we there yet?")

Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?
Are we there yet?

Now, if we look at what the numbers were in range(10) , we can output the i we saved the

numbers in.

for i in range(10):
print("This is loop number " + str(i))

This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
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You'll notice that, while there are 10 numbers, it starts with 0, just like how list indices start with 0.

If we want to do a list from 1 to 10 instead, we can do that by either making a new variable and

saving i + 1 to it, like this:



for i in range(10):
new i =i+ 1
print("This is loop number

+ str(new_1i))

This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
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Or, the range function let's you set a start and stop, with the first number being the number it

starts with, and the last number being the one it stops before:

for i in range(1, 11):
print("This is loop number " + str(i))

This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
This is loop number
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5.4.2. Demo: Dictionaries

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

We've talked about lists, but the other data organization we need to work with social media data

is dictionaries .

As we mentioned in chapter 4, dictionaries allow us to combine pieces of information by naming

them (sort of like variables).
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So for example, the information about a user might have the following pieces of data:

e Username
e Twitter handle
e Profile Picture:

e Follows

Python has two ways of doing these types of dictionaries: dict and objects

Dictionaries ( dict)

We can create dictionaries in Python by storing values into key s inside of curly braces { 1}, like
this:

user_1 = {
"username": "kylethayer",
"twitter_handle": "@kylemthayer",
"profile_picture": "kylethayer.jpg",
"follows": ["@SusanNotess", "@UW", "@UW_iSchool", "@ajlunited"]

In the code above, inside of the curly braces are a set of lines. Each line has a string (the key , or
name of the value), followed by a colon ( : ), followed by a value that is to be saved for the key.
At the end of all but the last line is a comma ( , ) which indicates that another key and value will

come next.

Now that we've saved some values for some keys in the dictionary now saved in user_1, we can

look up the values by using square brackets ([ , 1) with the key name inside, like this:

user_1 username = user_1["username"
display(user_1_username)

"kylethayer'

user_1 handle = user_1["twitter_handle"]
display(user_1 handle)



'@kylemthayer'

user_1 picture = user_1["profile picture”]
display(user_1 picture)

'kylethayer.jpg'

user_1 follows = user_ 1["follows"]
display(user_1 follows)

[ '@SusanNotess', '@UW', '@UW_iSchool', '@ajlunited']

Objects

The other way of saving information that works similarly in Python is through an object. We

won't be creating any in this book, but we will have to get data from some.

The main difference from what we will need is that while in dictionaries we use square brackets
and put the key name in quotes as a string (e.g., user_1["profile_picture"] ), in an object you
use a period ( . ) and don't put they key name (called a field ) in quotes (e.g.,

user_1.profile picture))

We have already seen code that used this period to get something from an object a few times,

specifically getting functions from them, like:

e channel.send(...

® normal message.upper()

When we go through data from twitter, sometimes we will need to use . to get parts of the
information out of objects, and sometimes we will need touse [" "] to get information out of
dictionaries.

Looping through lists of dictionaries



Now that we've seen loops, lists, and dictionaries, we can go to Discord, run a search and look

through multiple messages:

load “discord” and nest_asyncio libraries

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of Discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run

this line of code.

%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

set up your Discord connection

To use this on your real Discord account, copy your discord token into the code below, replacing

our fake passwords.

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@_fake_discord_token_$%Ds"

# set up Discord client with permissions to read message contents
intents = discord.Intents.default()
intents.message_content = True




find a list of discord posts

We can now make a bot that loads a list of discord posts.

Note: If you run this on real discord, we can't gurantee anything about how offensive what you

might find is.

# set up discord connection
client = discord.Client(intents=intents)

# TODO: put the discord channel id number below for the channel you want to use
channel id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#tspecial code to turn the post_history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Loop through the list of posts

The variable recent_posts now has a list of Discord posts. So we can use a for loop to go
through each submission, and then use . to access info from each post (other pieces of

information would need [" "] to access).

For each of the tweets, we will use print to display information about the tweet



for post in recent_posts:
print("Info for post with id: " + str(post.id))
print(" content: " + str(post.content))
print(" author display name: " + str(post.author.display name))
print(" author id: " + str(post.author.id))
print(" created at: + str(post.created_at))
print(" reactions: + str(post.reactions))
print(" is pinned?: + str(post.pinned))
print()

Info for post with id: 984353
content: Breaking news: A lovely cat took a nice long nap today!
author display name: fake_user
author id: 4564563
created at: 2024-07-25 01:23:04
reactions: [FakeReaction(emoji=" ¢
is pinned?: False

, me=False, count=2), FakeReaction(emoji='%s", me

Info for post with id: 7643
content: Breaking news: Someone said a really mean thing on the internet today!
author display name: pretend_user
author id: 986545
created at: 2024-07-20 05:20:04
reactions: [FakeReaction(emoji=" & ", me=True, count=8)]
is pinned?: False

Info for post with id: 4534
content: Breaking news: Some grandparents made some yummy cookies for all the kids tc
author display name: imaginary_user
author id: 2358658
created at: 2024-07-19 07:00:01
reactions: [FakeReaction(emoji=' ¢ ', me=False, count=2), FakeReaction(emoji="#%%", me
is pinned?: False

Info for post with id: 35588
content: Breaking news: All the horrors of the universe revealed at last!
author display name: not_real_user
author id: 73458345
created at: 2024-07-01 07:00:01
reactions: []
is pinned?: False

5.4.3. Practice: Looping through lists and dictionaries

Try out these coding problems to practice looping, lists, and dictionaries

Make a loop that displays "Are you awake yet?” 5 times



# TODO: enter your code here

Make a list of names (at least three), and save it in a variable called names

# TODO: enter your code here

Now loop over each of those names, and for each name display “[name] is awesome!”

| # TODO: enter your code here

Now, do the same thing as before, but for each name, first make a string that has “"[name] is

awesome!” and save it in a variable, then use the .upper() function on the string to make it all

uppercase and save it into a variable, then display the final string.
l # TODO: enter your code here
Now, we are going to make a dictionary with information on a photo

photo 1 info = {

"width": 800,

"height": 600,

"location": "that one mountain",
"device": "iPhone 6"

Select and display the width of the photo

l # TODO: enter your code here

Select and display the location of the photo
l # TODO: enter your code here

Now we are going to make a list of photo info for you to go through



photo_info_list = [

{
"width": 800,
"height": 600,
"location": "that one mountain",
"device": "iPhone 6"

s

{
"width": 800,
"height": 600,
"location": "on the lake",
"device": "iPhone 5"

s

{
"width": 1600,
"height": 800,
"location”: "The underground mines",
"device": "Nokia 3310"

}

1

Now, make a for loop to go through each set of phone info in photo_info_list, and for each

one, use print commands to display the width, height, location, and device

# TODO: enter your code here

5.5. Antisocial Media

While mainstream social media platforms grew in popularity, there was a parallel growth of social
media platforms that were based on having “no rules”, and were sources for many memes and
pieces of internet culture, as well as hubs of much anti-social behavior (e.g., trolling, harassment,

hate-groups, murders, etc.).

O Note

This page is about various toxic online communities.

5.5.1. Something Awful



The comedy website Something Awful [e17] was created in 1999, and it included web forums

where many popular memes of the day originated.

While the Something Awful forums had edgy content, one 15-year-old member of the
Something Awful forum called “Anime Death Tentacle Rape Whorehouse” was frustrated by

content restrictions on Something Awful, and created his own new site with less restrictions:
4Chan.

5.5.2. 4Chan

4Chan [e18] was created in 2003 by copying the code from a Japanese image-sharing bulletin
board called Futaba or 2chan [e19].

4Chan has various image-sharing bulletin boards, where users post anonymously. Perhaps the
most infamous board is the “/b/" board for “random” topics. This board emphasizes “free
speech” and "no rules” (with exceptions for child sexual abuse material [CSAM] and some other
illegal content). In these message boards, users attempt to troll each other and post the most
shocking content they can come up with. They also have a history of collectively choosing a
target website or community and doing a “raid” where they all try to join and troll and offend the

people in that community.
Many memes, groups, and forms of internet slang come from 4Chan, such as:

e |olcats [e20]
e Rickroll [e21]

e ragefaces [e22]

e "Anonymous [e23]" the hacker group

e Bronies [e24] (male My Little Pony fans)

e much of trolling culture (we will talk more about in Chapter 7: Trolling)

But one 4Chan user found 4chan to be too authoritarian and restrictive and set out to create a

new “free-speech-friendly” image-sharing bulletin board, which he called 8chan.

5.5.3. 8Chan (now 8Kun)

8Chan [e25] (now called 8Kun) is an image-sharing bulletin board site that was started in 2013. It

has been host to white-supremacist, neo-nazi and other hate content. 8Chan has had trouble


https://en.wikipedia.org/wiki/Something_Awful
https://en.wikipedia.org/wiki/4chan
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https://www.theatlantic.com/technology/archive/2020/06/my-little-pony-nazi-4chan-black-lives-matter/613348/
https://en.wikipedia.org/wiki/8chan

finding companies to host its servers and internet registration due to the presence of CSAM, and
for being the place where various mass shooters spread their hateful manifestos. 8Chan is also

the source and home of the false conspiracy theory QAnon [e26]

5.6. Social Media Design

As we've looked through the history of social media platforms, we've seen different ways of

making them work, such as:

e How you can send messages to other people?

e Will these messages be public or private?

e Does the user have to refresh the site to check for messages, or does the message
automatically appear, or perhaps even make their phone buzz?

e What restrictions are there on the content of messages sent?

e What information can a user provide about themselves in a profile?

e etc.

Let's look at some of these design decisions more closely:

5.6.1. Social Media Connection Types

One difference you may notice with different social media sites is in how you form connections

with others.

e Some social media sites don’t have any formal connections. Like two users who happen to
be on the same bulletin board.

e Some social media sites only allow reciprocal connections, like being “friends” on Facebook

e Some social media sites offer one-way connections, like following someone on Twitter or

subscribing to a YouTube channel.

There are, of course, many variations and nuances besides what we mentioned above, but we

wanted to get you started thinking about some different options.

Ethics Reflection

Look at the different ethics frameworks and see which ones might have something to say about

those different ways of forming connections with others.


https://en.wikipedia.org/wiki/QAnon/

5.6.2. User Interfaces

The user interface [e27] of a computer system (like a social media site), is the part that you view

and interact with. It's what you see on your screen and what you press or type or scroll over.

Designers of social media sites have to decide how to layout information for users to navigate
and decide how the user performs various actions (like, retweet, post, look up user, etc.). Some
information and actions will be made larger and easier to access while others will be smaller or

hidden in menus or settings.
As we look at these interfaces, there are two key terms we want you to know:

Affordances [e28] are what a user interface lets you do. In particular, it's what a user interface

makes feel natural to do. So for example, an interface might have something that looks like it
should be pressed, or an interface might open by scrolling a little so it is clear that if you touch it

you can make it scroll more (see a more nuanced explanation here [e29])

Friction [e30] is anything that gets in the way of a user performing an action. For example, if you
have to open and navigate through several menus to find the privacy settings, that is significant
friction. Or if one of the buttons has a bug and doesn’'t work when you press it, so you have to

find another way of performing that action, which is significant friction.

Designers sometimes talk about trying to make their user interfaces frictionless, meaning the user

can use the site without feeling anything slowing them down.

Sometimes designers add friction to sites intentionally. For example, ads in mobile games make

the “x" you need to press incredibly small and hard to press to make it harder to leave their ad:


https://en.wikipedia.org/wiki/User_interface
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Fig. 5.6 An ad on a mobile device, which has an incredibly small, hard to press “x" button. You

need to press that button to close the ad. If you miss the “x", it takes you to more advertising.

Another example of intentionally adding friction was a design change Twitter made in an attempt
to reduce misinformation: When you try to retweet an article, if you haven't clicked on the link to

read the article, it stops you to ask if you want to read it first before retweeting.

O @04 @822

@ Want to read the article first? ()

11 Retweet

¢ Quote Tweet
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Fig. 5.7 When Kyle attempted to retweet this article, twitter stopped me to ask if he wanted to read

the article first.

One famous example of reducing friction was the invention of infinite scroll [e31]. When trying to

view results from a search, or look through social media posts, you could only view a few at a
time, and to see more you had to press a button to see the next “page” of results. This is how

both Google search and Amazon search work at the time this is written. In 2006, Aza Raskin [e32]

invented infinite scroll, where you can scroll to the bottom of the current results, and new results
will get automatically filled in below. Most social media sites now use this, so you can then scroll
forever and never hit an obstacle or friction as you endlessly look at social media posts. Aza
Raskin regrets [e33] what infinite scroll has done to make it harder for users to break away from

looking at social media sites.

With that in mind, you can look at a social media site and think about what pieces of information
could be available and what actions could be possible. Then for these you can consider whether

they are:

¢ low friction (easy)
¢ high friction (possible, but not easy)

e disallowed (not possible in any way)

5.7. Design Analysis: Use Cases and Social Media Designs

Throughout this book, we'll be doing a number of design activities, considering how social media
works or doesn't for different groups of people. We'll introduce a more formal method of doing

this next chapter (Design Analysis: Facebook Names Rules), but for now we'll do a simpler design

analysis.

5.7.1. Consider Different Use Cases

Try brainstorming a list of different things people do on social media. See how many different

things you can come up with.
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A If you can't think of any uses open this for some starting ideas A

e finding information
e finding a date

e being entertained

e validating your views
e finding community

e sharing photos with friends or family

5.7.2. Pick a Use Case

Choose one of your use cases. Describe in more detail what it means to do that activity (e.g.,
what the user would want to do, what information the user would need to provide, what would

count as success, etc.).

5.7.3. Compare Different Platforms

Now choose several social media platforms, with at least one where you think your use case is

commonly done, and one where it is not.

A Open this for a concrete example A

If the use case is "finding a date”

e one of the many dating specific social media sites would be a place where finding
a date is commonly done
e avideo sharing site like YouTube or TikTok would probably be a less common

place for finding a date

Now consider each social media platform, answer the following questions:

e What are some ways someone might do your use case on the platform?

e What (if anything) about the social media platform’s design helps someone perform the use
case?

e What (if anything) about the social media platform’s design makes it difficult for someone

perform the use case?
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6. Authenticity

Let’s turn our attention now to a topic from a user perspective: authenticity.

6.1. Authenticity

Early in the days of YouTube, one YouTube channel (lonelygirl15 [f1]) started to release vlogs

(video web logs) consisting of a girl in her room giving updates on the mundane dramas of her

life. But as the channel continued posting videos and gaining popularity, viewers started to
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question if the events being told in the vlogs were true stories, or if they were fictional.
Eventually, users discovered that it was a fictional show, and the girl giving the updates was an

actress.

Many users were upset that what they had been watching wasn’t authentic. That is, users
believed the channel was presenting itself as true events about a real girl, and it wasn't that at all.
Though, even after users discovered it was fictional, the channel continued to grow in popularity.

6.1.1. Why We Care About Authenticity

As a rule, humans do not like to be duped. We like to know which kinds of signals to trust, and
which to distrust. Being lulled into trusting a signal only to then have it revealed that the signal
was untrustworthy is a shock to the system, unnerving and upsetting. People get angry when
they find they have been duped. These reactions are even more heightened when we find we

have been duped simply for someone else’s amusement at having done so.

Fig. 6.1 A Cylinder Seal from ~3100 BCE, used to make a repeating pattern which would be used to
indicate the authenticity.

These reactions make sense. Try to imagine the early days of human social life, before we started
attaching our welfare to the land in terms of planting crops and building structures designed for
permanence. Our nomadic forebears functioned in groups who coordinated in highly specialized
ways to ensure the survival of the whole. Although such communities are often pictured as being
prehistoric, primitive, and obsolete, we now know that such societies were and are highly
sophisticated, often developing and depending on highly specified legal codes, some of which
are still in use today in Bedouin communities in North Africa. Other nomadic groups, such as
Roma people (which you may have heard derogatorily called ‘gypsies’), live within and around
land-based nations and their various borders and laws. To ensure the survival of their ethnicity,

cultures, and languages, they depend on being able to trust each other. The nations whose land
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we are living and studying on here also knew the importance of being able to know who can be

trusted.

These needs may not always be as obvious in highly individualized societies, like Post-
Enlightenment Europe and the United States. The possibility for self-reliance has been created in
part by making certain things dependable and institutionalized. You can go get yourself food
without feeling like you have to trust anyone because you can just

e go to the store (which has to adhere to corporate legal requirements)

e and buy food (the supply of which is made stable by complex networks of growing,
manufacturing, and transportation, covered by the assurances of FDA-compliant labeling)

e from people who work there (and are subject to labor laws and HR regulations, which, if they
are not followed, means the staff person does not get paid, so their wellbeing depends on
them doing their job). The need to trust other people is obscured by the many institutions
that we have created. Institutions have ways, sometimes, of getting around human whims
and surprises. But at the end of the day, it is still hugely important to us that we feel clear
about who can be trusted, and for what.

This need of ours is what leads us to place value on authenticity.

6.1.2. What Is Authenticity?

Authenticity is a rich concept, loaded with several connotations. To describe something as
authentic, we are often talking about honesty, in that the thing is what it claims to be. But we
also describe something as authentic when we want to say that it offers a certain kind of
connection. A knock-off designer item does not offer the purchaser the same sort of connection
to the designer brand that an authentic item does. Authenticity in connection requires honesty
about who we are and what we're doing; it also requires that there be some sort of reality to the
connection that is supposedly being made between parties. Authentic connections frequently
place high value on a sense of proximity and intimacy. Someone who pretends to be your friend,
but does not spend time with you (proximity) or does not open themselves up to trusting mutual
interdependence (intimacy) is offering one kind of connection (being an acquaintance) under the

guise of a different kind of connection (friendship).

This is not to say that there is no room for appreciating connections that are not fully honest,
transparent, and earnest all the time. Social media spaces have allowed humor and playfulness to

flourish, and sometimes humor and play are not, strictly speaking, honest. Often, this does not



bother us, because the kind of connection offered by joke accounts matches the jokey way they
interact on social media. We get to know a lot about public figures and celebrities, but it is not

usually considered problematic for celebrity social media accounts to be run by publicist teams.
As long as we know where we stand, and the kind of connection being offered roughly matches

the sort of connection we're getting, things go okay.

Inauthentic interaction can even be valuable. We might outright lie to someone to cover our
tracks when planning them a surprise party. Once the surprise is revealed, the inauthentic
interactions can be retrospectively reinterpreted, and offense is not taken. We play many
different roles, and many different games, in the course of a social life, and sometimes we are
more authentic than others. Inauthenticity can be a calculated risk, like that taken when planning
someone a surprise party and using a few judicious lies in the process, or it can be an artifact of
how complicated it is to be ourselves in a many-faceted world. But, you might notice, people
don't often use the word ‘inauthentic’ to refer to the kinds of surprises that do not bother or
upset. Mostly, the term "authenticity’ points to a mismatch or incongruity between how a
connection is offered and how it plays out, when that mismatch is problematic. (A professional
ethicist would say this means that ‘authenticity’ is a “normatively loaded” term.)

There are many ways to define and talk about authenticity and why it matters to people, but for

the purposes of this book, we will use the following definition:

Authenticity

Authenticity is a concept we use to talk about connections and interactions when the way
the connection is presented matches the reality of how it functions. An authentic connection
can be trusted because we know where we stand. An inauthentic connection offers a surprise
because what is offered is not what we get. An inauthentic connection could be a good
surprise, but usually, when people use the term ‘inauthentic’, they are indicating that the

surprise was in some way problematic: someone was duped.

We value authenticity because it has a deep connection to the way humans use social
connections to manage our vulnerability and to protect ourselves from things that threaten us.
When we form connections, it is like all our respective vulnerabilities get entangled and tied
together. We depend on each other, so if you betray me | face a loss in wellbeing. But also, since
you did that, now you face a loss in wellbeing, as | no longer have your back. That means that
both of us have an incentive not to betray or take advantage of each other, for our mutual

protection.



When someone presents themselves as open and as sharing their vulnerabilities with us, it makes
the connection feel authentic. We feel like they have entangled their wellbeing with ours by
sharing their vulnerabilities with us. Think about how this works with celebrity personalities.

Jennifer Lawrence became a favorite of many when she tripped at the Oscars [f2], and turned the

moment into her persona as someone with a cool-girl, unpolished, unfiltered way about her. She
came across as relatable and as sharing her vulnerabilities with us, which let many people feel
that they had a closer, more authentic connection with her. Over time, that persona has come to
be read differently, with some suggesting that this open-styled persona is in itself also a

performance. Does this mean that her performance of vulnerability was inauthentic?

6.2. Posting Sources

As an example of a situation where we can think through what it means to be authentic on social

media, let's consider who or what is posting to a social media account.

6.2.1. Example: Trump Tweet Sources

In 2016, when Donald Trump was running a campaign to be the US President, one twitter user

pointed out [f3] that you could see which of the Tweets on Donald Trump'’s Twitter account were
posted from an Android phone and which from an iPhone, and that the tone was very different.

A data scientist decided to look into it more and found [f4]:

e "My analysis ... concludes that the Android and iPhone tweets are clearly from different
people, "posting during different times of day and using hashtags, links, and retweets in
distinct ways,

e “"What's more, we can see that the Android tweets are angrier and more negative, while the
iPhone tweets tend to be benign announcements and pictures. .... this lets us tell the
difference between the campaign'’s tweets (iPhone) and Trump'’s own (Android).”

(Read more in this article from The Guardian [f5])

Note: we can no longer run code to check this ourselves on Twitter, because first, Donald

Trump's account was suspended in January 2021 for inciting violence [f6], then when Elon Musk

decided to reinstate Donald Trump'’s account (using a Twitter poll as an excuse, but how many of

the votes were bots?), Elon Musk also decided to remove the ability to look up a tweet's source.
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Reflection Questions

We can ask ourselves some questions about authenticity in this story:

e How do you think about the authenticity of the Tweets that come from Trump himself?

o Do you think it matters which human typed the Tweet? Does the emotional expression
(e.g., anger) of the Tweet change your view of authenticity?
e How do you think about the authenticity of the Tweets that come from others in Trump’s

campaign?

6.2.2. Demo & Practice: Author Info

Though Discord probably collects the device/program sources of posts (like we saw from former

President Trump), it unfortunately doesn't let us see them.

Instead we will look at other information about the author of posts on Discord that can perhaps

tell us something about their authenticity.

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Log into Discord

These are our normal steps get discord loaded and logged in

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of Discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run

this line of code.
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# (optional)
%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

Load a set of Discord posts

The code below finds a set of posts from a discord channel. Try loading from real channels with
your bot by doing the following:

e put in your special Discord token
e skip the fake_discord step above

e putin a different channel id (that your bot has access to

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@ fake_discord_token_$%Ds"

client = discord.Client(intents=discord.Intents.default())

# TODO: put the discord channel id number below for the channel you want to use
channel _id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#tspecial code to turn the post _history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot should work, start running your bot
client.run(discord_token)




Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Display author information for posts

The code below loads posts from discord, and then does a loop though all the posts, printing

out the information about the authors of the submissions, such as:

e The creation date for the account
e the author's avatar
e if the author is labeled as a bot

e other “public flags” about the other (e.g., if it's been labelled as a “spammer”)

for post in recent_posts:
print("Info for post with content: + str(post.content))
print(" author display name: " + str(post.author.display name))
print(" author id: " + str(post.author.id))
print(" author created: " + str(post.author.created at))
print(" author avatar: " + str(post.author.avatar))
print(" author is a bot?: " + str(post.author.bot))
print(" author public flags: " + str(dict(iter(post.author.public_flags))))
print()




Info for post with content: Breaking news: A lovely cat took a nice long nap today!
author display name: fake_user
author id: 4564563
author created: 2023-07-25 01:23:04
author avatar: fake_image.jpg
author is a bot?: False
author public flags: {'verified_bot': False, 'spammer': False}

Info for post with content: Breaking news: Someone said a really mean thing on the inte
author display name: pretend user
author id: 986545
author created: 2023-09-25 01:23:04
author avatar: pretent_image.jpg
author is a bot?: True
author public flags: {'verified bot': True, 'spammer': False}

Info for post with content: Breaking news: Some grandparents made some yummy cookies fc
author display name: imaginary_user
author id: 2358658
author created: 2023-10-25 01:23:04
author avatar: imaginary_image.jpg
author is a bot?: False
author public flags: {'verified_bot': False, 'spammer': True}

Info for post with content: Breaking news: All the horrors of the universe revealed at
author display name: not_real_user
author id: 73458345
author created: 2023-12-25 01:23:04
author avatar: not_real_image.jpg
author is a bot?: False
author public flags: {'verified bot': False, 'spammer': False}

6.3. Inauthenticity

In 2016, the Twitter account @Sciencing_Bi was created by an anonymous bisexual Native
American Anthropology professor at Arizona State University (ASU). She talked about her
experiences of discrimination and about being one of the women who was sexually harassed by
a particular Harvard professor. She gained a large Twitter following among academics, including

one of the authors of this book, Kyle.

Separately, in 2018 during the MeToo movement [f7] , one of @Sciencing_Bi's friends, Dr.

BethAnn McLaughlin (a white woman), co-founded the MeTooSTEM non-profit organization, to
gather stories of sexual harassment in STEM (Science, Technology, Engineering, Math). Kyle also
followed her on Twitter until word later spread of Dr. McLaughlin's toxic leadership and bullying


https://en.wikipedia.org/wiki/MeToo_movement

in the MeTooSTEM organization (Kyle may have unfollowed @Sciencing_Bi at the same time for

defending Dr. McLaughlin, but doesn’t remember clearly).

Then, in April 2020, in the early days of the COVID pandemic [f8], @Sciencing_Bi complained of

being forced to teach in person at ASU when it wasn't safe, and then began writing about their

COVID symptomes.

Replying to @EvoPhD

Yes. I'm really at the point of wondering if the hell I've been in with Title
IX, COVID and BIPOC would amount to a hill of beans for changing the
culture if | went more public (I've done two interviews). It is
enraging/exhausting.

il Q 51 T

e Alepo & € @Sciencing_Bi - Jun 22 v

Fig. 6.2 Tweet from @Sciencing_Bi complaining about covid, sexual harassment (Title IX)
descrimination for their race (BIPOC), and mentioning that they are still posting anonymously.

(screenshot source)

On July 31st, Dr. McLaughlin announced that @Sciencing_Bi had died of COVID.

® BethAnn @McLNeuro - Jul 31 v
: Sad to report @Sciencing_Bi died from COVID this evening.

Q 232 11 517 QO 17k 8

“» BethAnn @McLNeuro - Jul 31 v
She was a fierce protector of people. She let me take my shoulders away

o from my ears knowing she was meaner and more loving than everyone
else.
No one has ever had my back like that. | don't know what I'm going to do.

Q 8 11 25 Q as2 il

“» BethAnn @McLNeuro - Jul 31 v
= | dont know what her students or my students who loved her will do.
= She made million first nations indigenous contacts for metoostem | don't
have the lifetime of good will or knowledge of everyone she helped.

O 3 0 2 Q 373 &

Fig. 6.3 Tweet from Dr. McLaughlin reporting that @Sciencing_Bi died of COVID. (screenshot source
D)

Many academics on Twitter expressed sympathy and outrage over what had happened to

@Sciencing_Bi. Dr. McLaughlin held a memorial service for @Sciencing_Bi online via Zoom.

A few people showed up to Dr. McLaughlin’s online Zoom memorial service for @Sciencing_Bi,

but the guests felt something was off.
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Afterward, Mr. Eisen began to search for any evidence that @Sciencing_Bi had been a real

person. He could not find any.

“The combination of the weird things that were happening on the call and looking at the
tweets and seeing how much they circled BethAnn, it just became obvious to me,” he said.
"'Oh, [@Sciencing_Bi] is BethAnn."”

e The Anonymous Professor Who Wasn't - The New York Times [f10]

Arizona State University confirmed that they had no professors who matched the description of
@Sciencing_Bi. Dr. McLaughlin’s and @Sciencing_Bi's accounts were suspended from Twitter for
violating Twitter policies, and Dr. McLaughlin eventually confirmed that she had completely

invented @Sciencing_Bi.

Many people were upset at being deceived, and at the many levels of inauthenticity of Dr.

McLaughlin’s actions, such as:

e Dr. McLaughlin pretended to be a person (@Sciencing_Bi) who didn't exist.

e Dr. MclLaughlin, as a white woman, created an account where she pretended to be a Native
American (see more on “pretendians” [f11]).

e Dr. Mclaughlin put herself at the center of the MeToo movement as it related to STEM, but
then Dr. Mclaughlin turned out to be a bully herself.

e Dr. McLaughlin used the fake @Sciencing_Bi to shield herself from critizism. From the
NYTimes article [f10]: “"The fact that @Sci-Bi was saying all these things about BethAnn,
saying that BethAnn had helped her, it didn't make me trust BethAnn — but it made me less

willing to publicly criticize her because | thought that public criticism would be felt by the
people she was helping,’ he said. 'Who turned out to be fake.”

e Though Dr. MclLaughlin claimed a personal experience as a witness in a Title IX sexual
harassment case, through the fake @Sciencing_Bi, she invented an experience of sexual
harassment from a Harvard professor. This professor was being accused of sexual
harassment by multiple real women, and these real women were very upset to find out that
@Sciencing_Bi, who was trying to join them, was not a real person.

e Dr. MclLaughlin, through the @Sciencing_Bi account, pretended to have an iliness she didn't
have (COVID). She made false accusations against Arizona State University's role in the (fake)
person getting sick, and she was able to get attention and sympathy through the fake illness
and fake death of the fake @Sciencing_Bi.
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Sources:

e Sciencing_Bi & BethAnn McLaughlin Twitter Accounts Suspended in Bizarre Tale - The Heavy
[f12]

e The Anonymous Professor Who Wasn't - The New York Times [f10]

e She created a fake Twitter persona — then she killed it with COVID-19 - The Verge [f13]

6.3.1. Inauthentic Behaviors

Inauthentic behavior is when the reality doesn’t match what is being presented. Inauthenticity
has, of course, existed throughout human history, from Ea-nasir [f14] complaining in 1750 BCE
that the copper he ordered was not the high quality he had been promised [f15], to 1917 CE in

England when Arthur Conan Doyle [f16] (the author of the Sherlock Holmes stories) was fooled

by photographs that appeared to be of a child next to fairies.

Fig. 6.4 A 1917 photograph whose creators claimed was a photo of a child with fairies [f17], proving

that fairies exist (the fairies were actually cardboard cut-outs).

There are many ways inauthnticity shows up on internet-based social media, such as:

e Catfishing: Create a fake profile that doesn’t match the actual user, usually in an attempt to
trick or scam someone
e Sockpuppet (or a “burner” account): Creating a fake profile in order to argue a position

(sometimes intentionally argued poorly to make the position look bad)
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@ Dean Browning @

d @DeanBrowningPA

Replying to @ADunks5

I'm a black gay guy and | can
personally say that Obama did
nothing for me, my life only changed
a little bit and it was for the worse.
Everything is so much better under
Trump though. | feel respected -
which | never do when democrats
are involved.

10:48 AM - 11/10/20 - Twitter for iPhone

Fig. 6.5 US Congressional candidate Dean Browning in 2020 posting what appears to be a post

intended for a sockpuppet account where he was pretending to be a gay Black man [f18].

e Astroturfing: An artificially created crowd to make something look like it has popular
support

e Parody accounts: An account that is intentionally mimicking a person or position, but
intended to be understood as fake.

U

e Schrodinger’s asshole: the guy who says awful shit, and decides if he was “only kidding"

depending on your reaction. [f19]

e Various types of trolling, which we will cover in the next chapter

6.4. Personas, Code Switching, Context Collapse

The way we present ourselves to others around us (our behavior, social role, etc.) is called our
public persona [f20]. We also may change how we behave and speak depending on the situation

or who we are around, which is called code-switching [f21].

While modified behaviors to present a persona or code switch may at first look inauthentic, they
can be a way of authentically expressing ourselves in each particular setting. For example:

e Speaking in a formal manner when giving a presentation or answering questions in a
courtroom may be a way of authentically sharing your experiences and emotions, but

tailored to the setting
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e Sharing those same experiences and emotions with a close friend may look very different,
but still can be authentic

e Different communities have different expectations and meanings around behavior and
presentation. So what is appropriate authentic behavior depends on what group you are

from and what group you are interacting with, like this gif of President Obama below:

Fig. 6.6 President Obama giving a very different handshakes [f22] to a white man and a Black man

(Kevin Durant [f23]). See also this Key & Peele comedy sketch on greeting differences [f24] with

Jordan Peele [f25] playing Obama, and also Key & Peele’s Obama’s Anger Translator sketch [f26].

Read/watch more about code-switching here:

e How Code-Switching Explains The World [f27]
e 'Key & Peele’ Is Ending. Here Are A Few Of Its Code Switch-iest Moments [f28]

Still, modifications of behavior can also be inauthentic. In the YouTube Video Essay: YouTube:
Manufacturing Authenticity (For Fun and Profit!) [f29] by Lindsay Ellis, Ellis explores nuances in

authenticity as a YouTuber. She highlights the emotional labor [f30] of keeping emotional

expressions consistent with their public persona, even when they are having different or
conflicted feelings. She also highlights how various “calls to action” (e.g., “subscribe to my

channel”) may be necessary for business and can be (and appear) authentic or inauthentic.
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YouTube: Manufacturing Authenticity (For Fun and Profit!)

6.4.1. Context Collapse

Since we have different personas and ways of behaving in different groups of people, what
happens if different groups of people are observing you at the same time? For example,
someone might not know how to behave if they were at a restaurant with their friends and they
noticed that their parents were seated at the table next to them. This is phenomenon is called

“context collapse [f31]."

On social media, context collapse is a common concern, since on a social networking site you
might be connected to very different people (family, different groups of friends, co-workers, etc.).
Additionally, something that was shared within one context (like a private message), might get

reposted in another context (publicly posted elsewhere).

6.4.2. Reflection Questions

e How do you notice yourself changing how you express yourself in different situations,

particularly on social media?

o Do you feel like those changes or expressions are authentic to who you are, do they

compromise your authenticity in some way?
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6.5. Parasocial Relationships

Another phenomenon related to authenticity which is common on social media is the parasocial

relationship [f32].

Parasocial relationships are when a viewer or follower of a public figure (that is, a celebrity) feel
like they know the public figure, and may even feel a sort of friendship with them, but the public

figure doesn’t know the viewer at all.

Parasocial relationships are not a new phenomenon, but social media has increased our ability to

form both sides of these bonds. As comedian Bo Burnham put it: “This awful D-list celebrity

pressure | had experienced onstage has now been democratized.” [f33]

Learn more about parasocial relationships:

e StrucciMovies: Fake Friends YouTube Series [f34]
e Sarah Z: How Fans Treat Creators [f35] 33 min

6.5.1. Example: Mr. Rogers

As an example of the ethically complicated nature of parasocial relationships, let's consider the
case of Fred Rogers [f36], who hosted a children’s television program from 1968 to 2001.

In his television program, Mr. Rogers wanted all children to feel cared for and loved. To do this,
he intentionally fostered a parasocial relationship with the children in his audience (he called

them his “television friends"):

| give an expression of care every day to each child, to help him realize that he is unique. |
end the program by saying, “You've made this day a special day, by just your being you.

There's no person in the whole world like you, and | like you, just the way you are.”

Fred Rogers requesting funds for PBS at the US Senate in 1969 [f37]
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Now, as children, | (Kyle) and my sister watched this program and felt the effects of what Fred
Rogers was doing and had different responses to it. | asked my mom to help me send him a
letter asking if he was real, to which | got a letter back explaining that he was indeed a real

person:



ISTE
\_./M ERS"

NEIGHBORHOOD

June, 1988

Dear Kyle,

It was good to get to know you and your sister from your
letter and the photo you sent. We will be sure to find a
special place for your picture in the album we keep of our
television friends.

You toild me that you wonder if I am real. Kyle, I know that
it's hard to understand about all the things children see on
television. I am a real man. I don't Tive in the television
house; that is set up in our television studio. I Tive in a
real house with my family.

Here are some photos for you and Jessica and a copy of an old
newsletter of ours which I thought you might like to read. The

picture of my family was taken a long time ago -- my sons are grown
young men now. James is 28 and John is 26. I also thought you would
Tike to know that there is a biography about me. It is called,

MISTER ROGERS, GOOD NEIGHBOR TO AMERICA'S CHILDREN, by JoAnn and Anthony
DiFranco. This book might be at your Tlocal Tibrary.

Kyle, it gives me a good feeling to know that we're television friends.
You are special -- just because you're you.

Your television friend,
W%‘g

Family Communications, Inc. 4802 Fifth Avenue ~Pittsburgh, PA 15213 (41 2) 687-2990 écs =

Fig. 6.7 Fred Rogers explaining he is a real person to me.

My younger sister then wanted to send her own letter to Mr. Rogers, inviting him to stay at our

house (he could sleep on the floor if he wanted).
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November, 1989

Dear Jessica,

Thank you for you letter and the photograph you sent. I liked
seeing the picture of you and Kyle. What fine children you
are! We will be sure to find a special place for your photo

in the album of our television friends.

It meant a lot to know you would like me to come to your house
to visit. I wish it were possible to meet with the girls and
boys who want to visit, but I am busy at work, and I need to
spend my relaxing time with my family. Even though we can't
have a real visit, it is good that we can have television visits
and a letter visit like this one.

Jessica, there are many ways to say "I love you," and writing
that in your letter is a good way. My way to say "I care about
you is to make television programs for children, and I'm glad
to know you're watching.

Here are pictures for you and Kyle with best wishes from all

of us here in the Neighborhood. Each of you is special just
because you're you.

Your television friend,

rpll

il et b i~ S ¥
Fig. 6.8 Fred Rogers explaining to my younger sister (Jessica), that he can’t come visit our house.

Now, of the two of us at this time, | had some skepticism, but my younger sister, Jessica, had the
strongest parasocial relationship with Mr. Rogers. Jessica probably believed that Mr. Rogers knew

her and liked her. We can break this into two parts:

e She believed Mr. Rogers knew her (or was at least close enough that he would come over to
visit).
o This belief was almost certainly false. He may have known who she was for a brief
moment when responding to this letter (or signing one his secretary wrote or
something).

e She believed that if she saw Mr. Rogers (like if he came over to our house), he would like her.

o Based on what is known publicly about Fred Rogers [f38], this was probably true.

In the above example, you can see how Fred Rogers was trying to define and clarify the

"on

parasocial nature of the relationship (e.g., “television friends”, “television visits”). We can then ask
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what was authentic or inauthentic about this relationship, and we can analyze the ethics of what

Fred Rogers was doing.

6.5.2. Reflection questions

e Where do you see parasocial relationships on social media?
¢ In what ways are you in parasocial relationships?

e What are the ways in which a parasocial relationship can be authentic or inauthentic?

o both for the celebrity and for the viewer/follower

6.6. Authenticity and Anonymity

We mentioned in the last chapter the cases of 4chan and 8chan, where anonymous users trolled

each other and posted offensive content, and one question that might lead us to is:

Does anonymity discourage authenticity and encourage inauthentic behavior?

The answer to this question might be yes in some circumstances, but also, the opposite might
occur in others.

6.6.1. Anonymity encouraging inauthentic behavior

Anonymity can encourage inauthentic behavior because, with no way of tracing anything back to

youll, you can get away with pretending you are someone you are not, or behaving in ways that

would get your true self in trouble.

6.6.2. Anonymity encouraging authentic behavior

Anonymity can also encourage authentic behavior. If there are aspects of yourself that you don't
feel free to share in your normal life (thus making your normal life inauthentic), then anonymity

might help you share them without facing negative consequences from people you know.

6.6.3. Is authentic self-expression good?



We can next ask if authentic self-expression is a good thing or not. But that depends, what is the

authentic thing about yourself that you would be expressing?

e Are you authentically expressing hate or cruelty? If so, perhaps authentic self-expression is
morally bad.

e Are you part of an oppressed or marginalized group that has been restricted from self-
expression? Then perhaps expressing yourself is morally good. (See Trans Twitter and the

beauty of online anonymity [f39])

[1] In reality, while many times people can remain anonymous, surprisingly often, anonymous
users’ identities can be discovered and revealed, whether through hacks or accidentally

revealed information.

6.7. Example: Corporate Brand Authenticity

Another example of authenticity we can consider is the authenticity (or fake authenticity) of
corporate brand accounts.

In the late 2010s, a number of corporate brand Twitter accounts started breaking away from
normal, safe and boring corporate topics and began interacting with each other playfully [f40], or

addressing real and serious human concerns.


https://www.vox.com/culture/21432987/trans-twitter-reddit-online-anonymity
https://entertainment.ie/trending/weetabix-heinz-twitter-474263/

Little Debbie @
If you, like 1Ny« was yesterday,
feel like giving up, here are some tips:

--be realistic about what you can do

--speak w/loved ones who will help break
you from negative self-talk

--give yourself an incentive for finishing
--remember the "why" of your "this"

SUNNYD @ @sunr
| can’t do this anymore

This trend brought complicated issues of authenticity because presumably there was some
human employee that got charged with running the company’s social media account. We are
simultaneously aware that, on the one hand, that human employee may be expressing
themselves authentically (whether playfully or about serious issues), but also that human is at the
mercy of the corporation and the corporation can at any moment tell that human to stop or
replace that human with another.

One particularly noteworthy corporate brand account was the Twitter account of Steak-Umms,
which both delved into serious human topics and into the larger trend of corporate brand
account authenticity:

why are so many young people flocking to brands on social media for love, guidance, and
attention? I'll tell you why. they're isolated from real communities, working service jobs they
hate while barely making ends meat, and are living w/ unchecked personal/mental health

problems (see whole thread here [f41])



https://twitter.com/steak_umm/status/1045038141978169344

And they also talked about the advertising motives behind supporting social causes (even if
some employees do indeed support them), and the advertising motivation behind tweeting

openly about how they are basing their decisions based on advertising.

brands that use social causes for marketing do so to meat a bottom line. they calculate
decisions based on the risk/reward ratio of advertisers, current audiences, and potential
audiences. workers internally may truly care, but the decisions are ultimately based in self-

interest

when we remind people that brands do what they do to meat a bottom line, it postures us
above the problem, but we aren’t. we're just using self-aware anti-advertising to invoke

transparency because it helps our own bottom line. it's all circular. that's the tea
steak-umm bless

(see whole thread here [f42])

See also: Brand Twitter Is Absurd, and It Will Only Get Worse [f43]

6.7.1. Reflection question

e What does authenticity look like when something has multiple sources like a corporate
brand account being run by an individual employee? Do you think of whether the posts are
authentic to the corporation? Or to the employee? Or both?

6.8. Design Analysis: Facebook Names Rules

We want to provide you, the reader, a chance to explore authenticity more, particularly

considering how the rules built into social media platforms influence authenticity.

In this activity, you will be looking at Facebook’s name policy, and thinking through who this

version of authenticity works for, and who it doesn’t!.
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Managing Your Account > Names on Facebook

Names allowed on Facebook.

(W Copy link

Facebook is a community where everyone uses the name they go by in everyday life. This makes it
so that you always know who you're connecting with.

What isn't allowed?

e Symbols, numbers, unusual capitalization, repeating characters or punctuation.

Characters from multiple languages.

Titles of any kind (example: professional, religious).
e Words or phrases in place of a name.
e Offensive or suggestive words of any kind.

If your name follows our standards and you're still having trouble changing it, find out why.

Things to keep in mind

e The name on your profile should be the name that your friends call you in everyday life.
This name should also appear on an ID or document from our D list.

e Nicknames can be used as a first or middle name if they're a variation of your authentic
name (like Bob instead of Robert).

® You can also list another name on your account (example: maiden name, nickname,
professional name).

¢ Profiles are for individual use only. You can create a Page for a business, organization or
idea.

e Pretending to be anything or anyone isn't allowed.

Fig. 6.9 The Facebook name policy as of 8/24/2022. You can see the current version here

This activity follows the five-step CIDER method [f44] (Critique, Imagine, Design, Expand, Repeat),

created by Alannah Oleson, et. al. [f45]. This activity works best if you can do it with others (like in

a classroom), so you can learn from their observations as well.
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CRITIQUE IMAGINE DESICN EXPAND REPEAT
Identify Pick one Brainstorm Learn about new Redo I and D
embedded assumption and changes to types of bias using a new-to-
assumptions envision how it improve from peers’ you assumption
about users excludes users inclusion assumptions from EXPAND list

So read through the Facebook name policy above (for this activity ignore clarifications or
exceptions Facebook may have made elsewhere, since those weren't deemed important enough
to put on this main policy page). Then do the following (preferably on paper or in a blank

computer document):

6.8.1. Critique (3-5 minutes, by yourself):

What assumptions does Facebook’s name policy make about its users’ identities and their needs
that might not be true or might cause problems? List as many as you can think of (bullet points

encouraged).

If you are having trouble getting started, click to see some sample

A assumptions A

Facebook assumes that accounts will be controlled by individuals (instead of e.g.,

families)

Facebook assumes a real name is safe to use (not necessarily true for some LGBTQIA

people whose families might kick them out or political dissidents)

6.8.2. Imagine (2-3 minutes, by yourself):



Select one of the above assumptions that you think is important to address. Then write a 1-2
sentence scenario where a user could not use Facebook as expected because of the assumption

you selected. This represents one way the design could exclude certain users.

6.8.3. Design (3-5 minutes, by yourself):

Brainstorm ways to change Facebook’s name policy to avoid the scenario you wrote above. List
as many different kinds of potential solutions you can think of — aim for ten or more (bullet

points encouraged).

6.8.4. Expand (5-10 minutes, with others):

Combine your list of critiques with someone else’s (or if possible, have a whole class combine
theirs).

You can also consider looking at the Wikipedia page on the Facebook real-name policy

controversy [f46]

6.8.5. Repeat the Imagine and Design Tasks:

Select another assumption from the list above that you think is important to address. Make sure
to choose a different assumption than you used before. Choose one that you didn’t come up

with yourself, if possible. Repeat the Imagine and Design steps.

[1] You could also try this with different social media authenticity systems, like How to Get

Verified on Bumble [f47], which has the user take photos while mimicking poses.
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7. Trolling

Now that we've looked at authenticity and inauthenticity, let's look at one particular form of

inauthenticity: Trolling.

O Note

This chapter covers a toxic communities and offensive behavior and comments.

7.1. What is trolling

Just because we killed MLK doesn't
mean we can't miss him.

Fig. 7.1 On Martin Luther King Day Jr. Day 2020, comedian Jaboukie Young-White, used his verified
identity blue checkmark (before Elon Musk made blue checkmarks purchasable) to impersonate

the official FBI account. He then made a trolling Tweet [g1], pretending to be the FBI and referring

to the theory that the FBI was behind the assassination of Martin Luther King Jr. (note: while this
theory [g2] is not confirmed, the FBI definitely tried to get MLK to kill himself [g3]). Twitter quickly

suspended Jaboukie's account after this post, but many viewed his Tweet as a heroic (and funny)

act of protest.

7.1.1. Disruption and provoking reaction

Trolling is when an Internet user posts inauthentically (often false, upsetting, or strange) with the
goal of causing disruption or provoking an emotional reaction. When the goal is provoking an
emotional reaction, it is often for a negative emotion, such as anger or emotional pain. When the

goal is disruption, it might be attempting to derail a conversation (e.g., concern trolling [g4]), or
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make a space no longer useful for its original purpose (e.g., joke product reviews), or try to get

people to take absurd fake stories seriously [g5].

7.1.2. Why troll?

If the immediate goal of the action of trolling is to cause disruption or provoke emotional
reactions, what is it that makes people want to do this disruption or provoking of emotional
reactions?

Some reasons people engage in trolling behavior include:

e Amusement: Trolls often find the posts amusing, whether due to the disruption or
emotional reaction. If the motivation is amusement at causing others’ pain, that is called
doing it for the lulz [g6].

e Gatekeeping: Some trolling is done in a community to separate out an ingroup from
outgroup (sometimes called newbies or normies). The ingroup knows that a post is just
trolling, but the outgroup is not aware and will engage earnestly. This is sometimes known
as trolling the newbies.

¢ Feeling Smart: Going with the gatekeeping role above, trolling can make a troll or observer
feel smarter than others, since they are able to see that it is trolling while others don't realize
it.

¢ Feeling Powerful: Trolling sometimes gives trolls a feeling of empowerment when they
successfully cause disruption or cause pain.**

e Advance and argument / make a point: Trolling is sometimes done in order to advance an
argument or make a point. For example, proving that supposedly reliable news sources are
gullible by getting them to repeat an absurd gross story [g5].

¢ Punish or stop: Some trolling is in service of some view of justice, where a person, group or
organization is viewed as doing something “bad” or "deserving” of punishment, and trolling

is a way of fighting back.

See also: Wikipedia’'s summary [g7]

7.1.3. Learn more;

e Meet Dr. Troll [g8] (Whitney Phillips)


https://www.scientificamerican.com/article/internet-troll-sub-culture-s-savage-spoofing-of-mainstream-media-excerpt/
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7.2. Origins of trolling

While the term “trolling” in the sense we are talking about in this chapter comes out of internet

culture, the type of actions that we now call trolling have been happening as far back as we have
historical records.

7.2.1. Pre-internet trolling

Before the internet, there were many activities that we would probably now call “trolling”, such
as:

e Hazing: Causing difficulty or suffering for people who are new to a group
e Satire: (e.g., A Modest Proposal [g9]) which takes a known form, but does something
unexpected or disruptive with it.

e Practical jokes / pranks

BBC: Spaghetti-Harvest in Ticino | Switzerland Tourism

The video above is a 1957 April Fool's Day hoax video broadcast by the BBC claiming to show

how spaghetti noodles are harvested from trees [g10].

Additionally, the enjoyment of causing others pain or distress (“lulz”) has also been part of the
human experience for millennia:

"Boys throw stones at frogs in fun, but the frogs do not die in fun, but in earnest.”

e Bion of Borysthenes [g11] (Greece ~300 BCE)



https://en.wikipedia.org/wiki/A_Modest_Proposal
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Additionally, the inauthentic arguments have long been observed, and were memorably explored

by Jean-Paul Sartre as “Bad Faith” [g12]. “Bad faith” here means pretending to hold views or

feelings, while not actually holding them (this may be intentional, or it may be through self-
deception). Sartre particularly observed this in arguments made by antisemites while he lived in

Nazi-controlled Paris:

“Never believe that anti-Semites are completely unaware of the absurdity of their replies.
They know that their remarks are frivolous, open to challenge. But they are amusing
themselves, for it is their adversary who is obliged to use words responsibly, since he
believes in words. The anti-Semites have the right to play. They even like to play with
discourse for, by giving ridiculous reasons, they discredit the seriousness of their
interlocutors. They delight in acting in bad faith, since they seek not to persuade by sound
argument but to intimidate and disconcert. If you press them too closely, they will abruptly
fall silent, loftily indicating by some phrase that the time for argument is past.”

[Jean-Paul Sartre](https://en.wikiquote.org/wiki/Jean-Paul_Sartre#Anti-
Semite_and_Jew_(1945) [g13]), 1945 CE, Paris, France

7.2.2. Origins of Internet Trolling

We can trace Internet trolling to early social media in the 1980s and 1990s, particularly in early

online message boards and in early online video games.

In the early Internet message boards that were centered around different subjects, experienced
users would “troll for newbies” by posting naive questions that all the experienced users were
already familiar with. The “newbies” who didn't realize this was a troll would try to engage and
answer, and experienced users would feel superior and more part of the group knowing they
didn't fall for the troll like the “newbies” did. These message boards are where the word “troll”

with this meaning comes from.

One set of the early Internet-based video games were Multi-User Dungeons (MUDs [g14]), where
you were given a text description of where you were and could say where to go (North, South,
East, West) and text would tell you where you were next. In these games, you would come across

other players and could type messages or commands to attack them. These were the precursors


https://en.wikipedia.org/wiki/Bad_faith
https://en.wikipedia.org/wiki/MUD

to more modern Massively multiplayer online role-playing games (MMORPGS [g15]). In these

MUDs, players developed activities that we now consider trolling, such as “Griefing” where one
player intentionally causes another player “grief” or distress (such as a powerful player finding a
weak player and repeatedly killing the weak player the instant they respawn), and “Flaming”

where a player intentionally starts a hostile or offensive conversation.

In the 2000s, trolling went from an activity done in some communities to the creation of
communities that centered around trolling such as 4chan [g16] (2003), Encyclopedia Dramatica
[g17] (2004), and some forums on Reddit [g18] (2005).

These trolling communities eventually started compiling half-joking sets of “Rules of the

Internet” [g19] that both outlined their trolling philosophy:

Rule 43. The more beautiful and pure a thing is - the more satisfying it is to corrupt it

and their extreme misogyny:

Rule 30. There are no girls on the internet

Rule 31. TITS or GTFO - the choice is yours [meaning: if you claim to be a girl/woman, then
either post a photo of your breasts, or get the fuck out]

You can read more at: knowyourmeme [g20] and wikipedia [g21]

7.3. Activity: Evaluating Trolling Examples

This page has several examples of trolling. For each one, consider the following:

e What are the potential benefits of this example (e.g., it's funny, in-group identifying)? And
who would get the benefits?
e What are the potential harms of this example? And who would suffer the harms?

These examples will range from mild to much more extreme.

7.3.1. Banana Slicer Reviews


https://www.mmorpg.com/
https://en.wikipedia.org/wiki/4chan
https://en.wikipedia.org/wiki/Encyclopedia_Dramatica
https://en.wikipedia.org/wiki/Reddit
https://knowyourmeme.com/memes/rules-of-the-internet
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In 2011, Amazon users started leaving parody reviews of a banana slicer on Amazon [g22]

Hutzler 571 Banana Slicer
Visit the Hutzler Store

Ak v 6,369 ratings

in Mandolines & Slicers by Hutzler

S
Was: $6-88 Details
\-..----- N\ \\ Price: $5,28 VPrime FREE One-Day g FREE Returns
\ N\ You Save: $0.80 (13%)
e - Get $50 off instantly: Pay $0.00 $5:28 upon approval for the Amazon Rewards Visa Card. No
annual fee.

May be available at a lower price from other sellers, potentially without free Prime shipping.
Item Package Quantity: 1
Size: 11.25"

. . Material BPA free plastic
Roll over image to zoom in

r N T Color Yellow
[ &g' % - ‘ ’é ﬂ Blade Material Plastic

. Brand Hutzler

Item Dimensions LxWxH 1 x 1 x 1 inches

Fig. 7.2 The Hutzler 571 Banana Slicer on Amazon.

Here are some examples of parody reviews of the banana slicer:

’ Nosh

Yoo fr Really ?
Reviewed in the United States on December 30, 2018
Item Package Quantity: 1 = Size: 11.25"  Verified Purchase

Ive always wondered how to get that professional restaurant quality slice. Now i can ! No more paying for
those expensively sliced fruits- i can just stay at home. Considering selling banana slices to my neighbors
now for active & passive income !

148 people found this helpful

Fig. 7.3 A review about how hard it is to cut bananas without a banana slicer


https://www.amazon.com/Hutzler-3571-571-Banana-Slicer/dp/B0047E0EII

Yryryryrir Be careful of wrong-way
bananas!!

By Emily S on June 1, 2018

We were so excited to get our Hutzler
571...until we realized that our bananas
curved the wrong way. Gonna have to go to
the store for new bananas...f2 {2 {2

Images in this review

Fig. 7.4 A review about the slicer and bananas being curved the wrong way (you could just rotate
it)

Read more at knowyourmeme [g23] and see also the related Three Wolf Moon T-Shirt [g24]

7.3.2. Fake Pronunciation Guide

Below is a fake pronunciation guide on youtube for “Hors d'oeuvres”:

How to Pronounce Hors d'oeuvres

Note: you can find the real pronunciation guide here [g25], and for those who can't listen to the

video, there is an explanation in this footnotelll


https://knowyourmeme.com/memes/banana-slicer-reviews
https://www.youtube.com/watch?v=TbNQ746eLiU
https://www.youtube.com/watch?v=o1-ndsRPxbM
https://dictionary.cambridge.org/us/pronunciation/english/hors-d-oeuvre

In the youtube comments, some people played along and others celebrated or worried about

who would get tricked.

see

o thorswill 7 years ago
"Mmm! What delicious hors-d'oeuvres!" Thank you for helping
me pronounce this difficult phrase! | am a wealthy
businessman and will make use of this knowledge to maintain
my status in America.

e 106 &' REPLY

v View 5 replies

see

unfa 7 years ago
I'm afraid someone could actually believe this pronounciation.
Please exaggerate more.

s 272 &1 REPLY

v View 2 replies

Azbazzer 5 years ago
I'm French | can confirm.

e 262 &' REPLY

see

~ View 7 replies

Joe Blues 6 years ago .
| love how this video is the very first link that pops up when :

googling: "how to pronounce hors d'oeuvres”.
PronunciationManual, you've made it son.

s 11 & REPLY

Fig. 7.5 Various comments on the fake pronunciation video

7.3.3. Forever Alone Involuntary Flashmob

In 2011, a group on 4chan started spreading a plan for making a “Forever Along Involuntary

Flashmob.” You can see their instructions below:


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/discord/_build/html/_images/pronounce_comments.png

HOW TO MAKE YOUR VERY OWN:

FOREVER ALONE
/OLUNTARY FLASHMOB

1. create fake online dating profile as mildly
cute woman from NYC - just use somechicks
facebook to get several believable pics etc. etc.

2. find forever alone guys from NYC on dating
site, get them to believe you're interested.

- ;mwmwmu‘m

. @g

Fig. 7.6 A meme spread on 4chan trying to recruit 4chan trolls to catfish single men and have all
the single men show up to the same location at the same time with no one there to meet them.
Then 4chan users can watch a webcam to laugh at the lonely men.

Read more about what happened in this Vice article [g26].
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O Note

As we look at more cruel trolling examples, be aware of this online troll’s explained the

justification for trolling (though we, the authors, do not think this justifies the cruelty):

The purpose of the community ... | guess is to exchange ideas and techniques, and
to plan co-ordinated trolling. The underlying philosophical purpose or shared
goal, anyway, would be to disrupt people’s rosy vision of the internet as their own
personal emotional safe place that serves as a proxy for real-life interactions they
are lacking (i.e. going online to demonstrate one’s grief over a public disaster like
Japan [2011 Tsunami] with total strangers who have no real connection to the
event).

e From Interview with a troll [g27]

7.3.4. RIP trolling

RIP trolling is where trolls find a memorial page and then all work together to mock the dead

person and the people mourning them. Here's one example from 2013:

A Facebook memorial page dedicated to Matthew Kocher, who drowned July 27 in Lake
Michigan, had attracted a group of Internet vandals who mocked the Tinley Park couple’s
only child, posting photos of people drowning with taunting comments superimposed over
the images.

One photo showed a submerged person’s hand breaking through the water with text
reading “LOL u drowned you fail at being a fish,” according to a screen grab of the page

shared with the Tribune after the post was removed.

e Cruel online posts known as RIP trolling add to Tinley Park family’s grief [g28] from the

Chicago Tribune

7.3.5. Flooding Police app with K-pop videos


http://www.indexoncensorship.org/2011/09/interview-with-a-troll/
https://www.chicagotribune.com/suburbs/ct-xpm-2013-08-12-ct-met-rip-trolling-20130812-story.html

To go in a different direction for our last example, let's look at an example of trolling as a form of

protest.

In the Black Lives Matters protests of 2020, Dallas Police made an app where they asked people
to upload videos of protesters doing anything illegal. In support of the protesters, K-pop fans
swarmed the app and uploaded as many K-pop videos as they could eventually leading to the
app crashing and becoming unusable, and thus protecting the protesters from this attempt at

Police surveillance.

Read more at the Verge: K-pop stans overwhelm app after Dallas police ask for videos of

protesters [g29]

For another example of trolling as protests, this one with bots, see: A TikToker said he wrote code

to flood Kellogg with bogus job applications after the company announced it would permanently

replace striking workers [g30]

[1] In American English, “"Hors d'oeuvres” is pronounced like “or-dervs”. In the fake
pronunciation video they pronounce it: “haars-doovs-dees” and then give an example
sentence: "MMmm, what a die-loose-us [instead of delicious (dee-lish-us)] haars-doovs-
dees”

7.4. Responding to trolls?

One of the traditional pieces of advice for dealing with trolls is “Don’t feed the trolls,” which
means that if you don’t respond to trolls, they will get bored and stop trolling. We can see this
advice as well in the trolling community’s own “Rules of the Internet” [g31]:

14. Do not argue with trolls - it means that they win

But the essayist Film Crit Hulk argues against this in Don't feed the trolls, and other hideous lies

[g32]. That piece argues that the “don’t feed the trolls” strategy doesn’t stop trolls from

harassing:

Ask anyone who has dealt with persistent harassment online, especially women: [trolls

stopping because they are ignored] is not usually what happens. Instead, the harasser keeps


https://www.theverge.com/2020/6/1/21277423/k-pop-dallas-pd-iwatch-app-flood-review-bomb-surveillance-protests-george-floyd
https://www.businessinsider.com/tiktoker-wrote-code-spam-kellogg-strike-busting-job-ad-site-2021-12
https://knowyourmeme.com/memes/rules-of-the-internet
https://www.theverge.com/2018/7/12/17561768/dont-feed-the-trolls-online-harassment-abuse

pushing and pushing to get the reaction they want with even more tenacity and intensity.
It's the same pattern on display in the litany of abusers and stalkers, both online and off,
who escalate to more dangerous and threatening behavior when they feel like they are
being ignored.

Film Crit Hulk goes on to say that the “don’t feed the trolls” advice puts the burden on victims of
abuse to stop being abused, giving all the power to trolls. Instead, Film Crit Hulk suggests giving
power to the victims and using “skilled moderation and the willingness to kick people off

platforms for violating rules about abuse”

7.4.1. Reflection questions

Have you witnessed different responses to trolling? What happened in those cases?

What do you think is the best way to deal with trolling?

7.5. Trolling a Reply Bot

If you don’t want the coding version of this online textbook go here: No Coding
We've looked at some examples of trolling, but now let’s try one ourselves.

We are going to build a bot that replies to people who mention us. But we will then see how we

can troll bot we made and make it say something offensive.

Before we make this bot though, we need to learn how to use conditionals in Python, and some

additional ways of working with strings.

7.5.1. Demo: Conditionals and String Manipulation

We are later going to build a bot that, if you message it:

e Subject: "Wanting bot response”, body: “l want you to __" (where the ___is some action)

e then the bot will reply, “l will now ___" (where the ___is that same action).

But in order to build a bot that does this, we will first need to learn how to use conditionals ( if )

and some string manipulation techniques.


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch07_trolling/05_trolling_reply_bot/00_introduction.html

Conditionals

if statements

Conditionals let us change what we do depending on the situation. In a Python we do this using

an if statement.

Here is an example:

if 1< 2:
display("We have determined that 1 is indeed less than 2")

'We have determined that 1 is indeed less than 2'

In the above code we can see the different pieces we need for an if :

e We start by writing if

e Afterthe if we have a piece of code (an "expression”) that will produce a booolean. In this
case 1 < 2 checks if 1islessthan 2, and sinceitis, it 1 < 2 comes out as True

e After expression that produced a booleanisa : which indicates that next will come a block
of code indented over. That block of code will only run if the expression came out as True

¢ Inside the block of code we have a display statement, which runs because 1 < 2 came out

as True

Let's do another example, but where the expression comes out as false

if 1> 2:
display("We have determined that 1 is greater than 2")

In this case we test if 1 is greater than two, but 1 > 2 comes out as False, so the code block in
this if statement does not get run and we never display that “ We have determined that 1 is

greater than 2"

else and elif statements

What if we want to do something different if the expression turned out to be False ?



For that we can use else or elif statements.

Here's an example with else:

if 1> 2:

display("We have determined that 1 is greater than 2")
else:

display("We NOT have determined that 1 is greater than 2")

'"We NOT have determined that 1 is greater than 2'

In the above code, after the code block inside an if , we have an else (at the same indent as
the if), with a : indicating that next will be a block of code to run in case the if expression

came back as False (which it did, because 1 is not greater than 2).

Now, what if we have multiple courses of action we might want to take depending on several
checks? For that we can use an elif (short for “else if") like this:

if 1> 1:
display("1 is greater than 1")
elif 1 < 1:
display("1 is less than 1")
else:
display("1 is neither greater than 1, nor less than 1, so it must be equal to 1")

'l is neither greater than 1, nor less than 1, so it must be equal to 1°'

The elif above works just like an if statement, but the check in the elif is only run if the

if statement’s check came back False .

Note: in a sequence of an if statement, followed by elif s and ending with an else , only one of

the code blocks will run.

variables in if statements

In the above examples, all of our checks were based on specific numbers (like 1 > 2), which will
always come out to the same answer. But we can make our code more useful by using variables,

like below:



money_in_wallet = 7
cost_of_item = 5

if money_in_wallet > cost_of_item:

change = money_in_wallet - cost_of_item

display("You can purchase the item with $" + str(change) + " in change")
elif money_in_wallet == cost_of_item:

display("You can purchase the item, but with no change")
else: # This else runs when money_in_wallet < cost_of_item

display("You don't have enough money to purchase the item")

"You can purchase the item with $2 in change’

In the above code we have variables that represent how much money we have in our wallet and

the cost of the item. Note: You can change the values and run the code to get different results!

We then have a series of checks to see if we have more than enough money, or exactly the right
amount of money. The final else will only run in the remaining situation where there wasn't
enough money, so we added a comment to clarify this, even though the code will work fine

without the comment.

String Manipulation

The next programming topics we need to cover have to do with string manipulation (which we

will also use some with if statements)

using strings like lists of characters

Python lets us treat strings like a list of characters, so we can do things like:

e |loop through each character in a string

e get the first character of the string

You can loop through each character of a string like this:

important_word = "Ethics"

for character in important_word:
print(character)
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The above code looped through the letters in "Ethics” and for each letter it printed the letter out
on its own line (note: | use print instead of display because it happens to look better in the

online textbook)

We can select letters as well by their index, like this:

important_word = "Ethics"

display("The first letter is: + important_word[@])

'The first letter is: E'

display("The sixth letter is: " + important_word[5])

'The sixth letter is: s'

Python also lets us do more complicated selections (called a “slice”) by index using the format:

® [start_index : stop_index]

So, for example, to select the first 3 letters of our string, we can do this:

important_word[0 : 3]

"Eth’

Note: The start index is the first index selected, and the stop index is the one it stops before. So

our code important_word[@ : 3] selected the letters at indexes: 0, 1, and 2.



If we want to select the characters at index 2 and 3 (that is the 3rd and 4th letters), we would

write:

important _word[2 : 4]

lhil

If we leave have the : in our square bracket selector but leave one side blank, that side will go

to the beginning or end.

So if we want to select the first three characters we can write:

| important_word[ : 3]

"Eth'
And if we want to select everything after the first 3 letters we can write:

important_word[3 : ]

ics

Python also lets us index backwards from the end of the string using negative numbers. So if we

wanted to select the last two letters, we can do that like this:

important_word[-2 : ]

Cs

You can read more about Python string slicing on GeeksforGeeks

if statements and strings


https://www.geeksforgeeks.org/string-slicing-in-python/

Now let's see how we can use if statements together with strings.

First we will use in to see if a string appears as part of another string

weather_report = "The weather will be cold and rainy today"

if "cold" in weather_report:
display("bring a jacket")
else:
display("probably don't need a jacket")

if "rainy" in weather_report:
display("bring an umbrella")

else:
display("no need for an umbrella")

'bring a jacket'

'bring an umbrella’

In the above code we are looking to see if the weather_report includes the text “cold” and “rainy”

to decide whether we need a jacket or umbrella.

Note: you can see how this code could give bad advice if the weather report used unexpected
words like: “The weather will be freezing and there will be a downpour.” Getting computers to

correctly interpret human language can be very hard!

Now let's look at an example of using string slices.

user_preference = "My favorite vegitable is broccoli™

# check if the user is telling us their favorite vegitable
if user_preference[ : 25] == "My favorite vegitable is ":
display("The user was telling us their favorite vegitable")

'"The user was telling us their favorite vegitable'

Now, in the above code | had to count the length of the text " My favorite vegitable is " (25

characters long) so | could cut out the same length start of user_preference and see if it matched.



| can improve this code by using variables and having Python count that length for me like using

the 1en function:

user_preference = "My favorite vegitable is broccoli"

vegitable_start = "My favorite vegitable is
vegitable start_len = len(vegitable start)

# check if the user is telling us their favorite vegitable
if user_preference[ : vegitable_start_len] == vegitable_start:
display("The user was telling us their favorite vegitable")

'The user was telling us their favorite vegitable'

The above code is longer, but now | have python doing the counting for me, which makes it

(hopefully) easier to modify and understand.

Python offers us one more way of improving this code, which is with a function called
startswith which does what we are trying to do (and if we looked at the source code for

startswith , it is probably similar to what we were doing)

user_preference "My favorite vegitable is broccoli™

vegitable_start "My favorite vegitable is

# check if the user is telling us their favorite vegitable
if user_preference.startswith(vegitable start):
display("The user was telling us their favorite vegitable")

"The user was telling us their favorite vegitable'

We can also use the length of the vegitable_start string to take the user_preference string to

select the thing the user said was their favorite:



user_preference = "My favorite vegitable is broccoli"

vegitable_start = "My favorite vegitable is
vegitable_start_len = len(vegitable_start)

# check if the user is telling us their favorite vegitable

if user_preference.startswith(vegitable_start):
favorite vegitable = user_preference[vegitable start len: ]
display("The user's favorite vegitable: " + favorite_vegitable)

"The user's favorite vegitable: broccoli"

This gives us some of the pieces we need to build a bot that, if you tweet at it:

e "Hi @mybotname, please __ " (where the ___is some action)

e will reply, “I will now " (where the ___is that same action).

Though before we do that, we'll give you some additional practice with conditionals and strings.

7.5.2. Practice: Conditionals and String Manipulation

IF ELSE Statements

Look at the following code example and try running it

X =5

if x < 11:
print('A")

elif x >= 13:
print('B")

else:
print('C")

Now what would happen if x was changed to 30? What would the output be?



Do Not Code. Please answer this question as a markdown block. Modify the code above to check

your answer afterwords.
TODOQ: Put your answer here
What value would the x variable have to be in order to get the output 'C'?

Again, Do Not Code. Please answer this question as a markdown block Modify the code above to

check your answer afterwords

TODO: Put your answer here

String Manipulation

Now, make a variable with your name in it, called my_name
| # TODO: enter your code here

Write code to display the first letter of your name

| # TODO: enter your code here

Write code to display the last letter of your name

| # TODO: enter your code here

Ifs with Strings

Save a string in a variable called message and have it end with either a question mark 2, an

exclamation mark !, or a period .
# TODO: enter your code here

Now, make a set of if/elif/else statements which will display either:

® The message was a question



® The message was an exclamation
® The message was a statement

® The message ended unexpectedly

depending on what character the message endedina ?, !, ., or something else. Hint: use the

endswith function.

# TODO: enter your code here

Now, go back and modify the message string to see if the different if/elif/else options all work

7.5.3. Demo: Trolling a Discord Command Bot

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

We are going to build a Discord Command Bot.

e |t will have a slash command called do_action which will ask us to provide an “action”

e The bot will then reply, “I will now ___" (where the ___is the action the user provided).

Then we will try trolling it, and fixing it, and trolling it again.

Log into Discord (with a different python library)

In order to create a discord command, we will use a different Python library to help us build a

Discord Bot. This library is called interactions.py.

This different library works fairly similarly to the discord.py library we used before, but is better

for creating slash commands

# Load some code called "interactions" that will help us make Discord commands
import interactions

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord_interactions library


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch07_trolling/05_trolling_reply_bot/03_demo_reply_bot.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/bsky/ch07_trolling/05_trolling_reply_bot/03_demo_reply_bot.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch07_trolling/05_trolling_reply_bot/03_demo_reply_bot.html
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For testing purposes, we've added this line of code, which loads a fake version of the
“interactions” Discord library, so it wont actually connect to Discord. If you want to try to

actually connect to Discord, don’t run this line of code.

# (optional)
%run ../../fake_apis/fake_discord_interactions.ipynb

Fake interactions discord is replacing the interactions.py library. Fake discord doesn't need

real passwords, and prevents you from accessing real discord

save your discord token and the server/quild id you want your command to work on

Note: To get the server/guild id, see the discord instructions here.

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@ fake_discord_token_$%Ds"

# TODO: put the server/guild id you want your bot command to work on below
server_id = "123456"

Bot 1: do whatever we are told

Our first bot will make an action that creates a post, doing whatever the user told it to do

Create a “/do_action” command

This code starts a bot that creates a discord slash command on the server with the server_id

we saved above.
The bot logs into discord, then starts (and displays a message showing it has started)

The bot then creates a slash command called “do_action” which requires users to enter a piece of

text for the “action.”

The bot then creates a post that says “l will now ___" where the “__" is the action the user
provided.


https://support.discord.com/hc/en-us/articles/1500000368501-Slash-Commands-FAQ

# Log into discord
bot = interactions.Client(token=discord_token)

# Listen for when the bot is logged in and ready, then print that the bot has started
@interactions.listen()
async def on_ready():

print("The bot has started running")

# Define a slash command called "do_action" for the given server_id
@interactions.slash_command(name="do action", description="A bot that does what it's t«
# make the slash command require an option called "action"
@interactions.slash_option(
name="action",
description="Action for bot to do",
required=True,
opt_type=interactions.OptionType.STRING
)
# Define a function to call when the "/do_action" command is used
async def do_action_function(ctx: interactions.SlashContext, action: str):
print('We recieved the following action: "' + action + """)

# Make a post using the "action" provided by the user
await ctx.send("I will now " + action)

# For testing purposes, we close the bot after one response
# normally we wouldn't stop and leave the bot running so it
# can continue responding

print("Bot is now stopping")

bot.stop()

# start running your bot
bot.start()

Fake interactions.py is pretending to set up a Discord client connection
fake discord interactions setting a slash command called: 'do_action’. With options: action

Fake discord bot is fake logging in and starting to run

The bot has started running
We recieved the following action: "jump"

Bot is posting:
I will now jump
Bot is now stopping

Fake discord bot is stopping



Yay! It worked! Our bot posted I will now jump. But there is a problem!

Trolling bot 1

This bot is really easy to troll, so if | repeat my steps and get a new action (this code is just a

duplication of the code above):

# Log into discord
bot = interactions.Client(token=discord_token)

# Listen for when the bot is logged in and ready, then print that the bot has started
@interactions.listen()
async def on_ready():

print("The bot has started running")

# Define a slash command called "do_action" for the given server_id
@interactions.slash_command(name="do_action", description="A bot that does what it's t«
# make the slash command require an option called "action"
@interactions.slash_option(
name="action",
description="Action for bot to do",
required=True,
opt_type=interactions.OptionType.STRING
)
# Define a function to call when the "/do_action" command is used
async def do_action function(ctx: interactions.SlashContext, action: str):
print('We recieved the following action: "' + action + '"'")

# Make a post using the "action" provided by the user
await ctx.send("I will now " + action)

# For testing purposes, we close the bot after one response
# normally we wouldn't stop and leave the bot running so it
# can continue responding

print("Bot is now stopping")

bot.stop()

# start running your bot
bot.start()




Fake interactions.py is pretending to set up a Discord client connection
fake discord interactions setting a slash command called: 'do_action'. With options: action

Fake discord bot is fake logging in and starting to run

The bot has started running
We recieved the following action: "do something horrible!"

Bot is posting:
I will now do something horrible!
Bot is now stopping

Fake discord bot is stopping

Asked our bot to do the action: do something horrible! , and we replied I will now do

something horriblel!l .

They could have made us post something much worse!

Bot 2: Trying to limit actions

Let's try this again, but limit the actions we will do.

"o

e |f someone asks us to “run”, “jump”, or “fly”, we will do it

¢ |f someone asks us to do something else we will say:

o "l do not recognize the command __" (with __ being whatever they said)

If tweet matches our pattern, reply

We do the same code for this as before, but after we get the action we are told to do, we put
another if / else to either do the action if we recognize it, or say we didn’t recognize the

action.

We will use in to see if the action is in our list of allowed actions (called an allow_list)



# list the actions that we'll allow
actions_allow_list = ["run", "jump", "fly"]

# Log into discord
bot = interactions.Client(token=discord_token)

# Listen for when the bot is logged in and ready, then print that the bot has started
@interactions.listen()
async def on_ready():

print("The bot has started running")

# Define a slash command called "do_action" for the given server_id
@interactions.slash_command(name="do_action", description="A bot that does what it's t¢
# make the slash command require an option called "action"
@interactions.slash_option(
name="action",
description="Action for bot to do",
required=True,
opt_type=interactions.OptionType.STRING
)
# Define a function to call when the "/do_action" command is used
async def do_action_function(ctx: interactions.SlashContext, action: str):
print('We recieved the following action: "' + action + '"')

# See if it is one of our recognized actions
if(action in actions_allow list):
# send our message in reply
await ctx.send("I will now

+ action)

else: # we didn't recognize the action
# make a new message which says we will NOT do the action
await ctx.send( "I do not recognize the command " + action)

# For testing purposes, we close the bot after one response
# normally we wouldn't stop and leave the bot running so it
# can continue responding

print("Bot is now stopping")

bot.stop()

# start running your bot
bot.start()



Fake interactions.py is pretending to set up a Discord client connection
fake discord interactions setting a slash command called: 'do_action'. With options: action

Fake discord bot is fake logging in and starting to run

The bot has started running
We recieved the following action: "fly"

Bot is posting:
I will now fly
Bot is now stopping

Fake discord bot is stopping

That one was in our allow list so it worked. Let's do it all again, with the tweet that caused us

problems last time

Note: the code below is just copied from the code sections above



# list the actions that we'll allow
actions_allow_list = ["run", "jump", "fly"]

# Log into discord
bot = interactions.Client(token=discord_token)

# Listen for when the bot is logged in and ready, then print that the bot has started
@interactions.listen()
async def on_ready():

print("The bot has started running")

# Define a slash command called "do_action" for the given server_id
@interactions.slash_command(name="do_action", description="A bot that does what it's t¢
# make the slash command require an option called "action"
@interactions.slash_option(
name="action",
description="Action for bot to do",
required=True,
opt_type=interactions.OptionType.STRING
)
# Define a function to call when the "/do_action" command is used
async def do_action_function(ctx: interactions.SlashContext, action: str):
print('We recieved the following action: "' + action + '"')

# See if it is one of our recognized actions
if(action in actions_allow list):
# send our message in reply
await ctx.send("I will now

+ action)

else: # we didn't recognize the action
# make a new message which says we will NOT do the action
await ctx.send( "I do not recognize the command " + action)

# For testing purposes, we close the bot after one response
# normally we wouldn't stop and leave the bot running so it
# can continue responding

print("Bot is now stopping")

bot.stop()

# start running your bot
bot.start()



Fake interactions.py is pretending to set up a Discord client connection
fake discord interactions setting a slash command called: 'do_action'. With options: action

Fake discord bot is fake logging in and starting to run

The bot has started running
We recieved the following action: "do something horrible!"

Bot is posting:

I do not recognize the command do something horrible!

Bot is now stopping
Fake discord bot is stopping

Ok, this time we said I do not recognize the command do something horrible! .

That looks a little better! Are we safe now?

Trolling bot 2

No, it turns out we are not safe.

Let's find the latest mention again and see what happens



# list the actions that we'll allow
actions_allow_list = ["run", "jump", "fly"]

# Log into discord
bot = interactions.Client(token=discord_token)

# Listen for when the bot is logged in and ready, then print that the bot has started
@interactions.listen()
async def on_ready():

print("The bot has started running")

# Define a slash command called "do_action" for the given server_id
@interactions.slash_command(name="do_action", description="A bot that does what it's t¢
# make the slash command require an option called "action"
@interactions.slash_option(
name="action",
description="Action for bot to do",
required=True,
opt_type=interactions.OptionType.STRING
)
# Define a function to call when the "/do_action" command is used
async def do_action_function(ctx: interactions.SlashContext, action: str):
print('We recieved the following action: "' + action + '"')

# See if it is one of our recognized actions
if(action in actions_allow list):
# send our message in reply
await ctx.send("I will now

+ action)

else: # we didn't recognize the action
# make a new message which says we will NOT do the action
await ctx.send( "I do not recognize the command " + action)

# For testing purposes, we close the bot after one response
# normally we wouldn't stop and leave the bot running so it
# can continue responding

print("Bot is now stopping")

bot.stop()

# start running your bot
bot.start()



Fake interactions.py is pretending to set up a Discord client connection
fake discord interactions setting a slash command called: 'do_action'. With options: action

Fake discord bot is fake logging in and starting to run

The bot has started running
We recieved the following action: "stop talking. But that doesn't mean I won't say horr

Bot is posting:
| do not recognize the command stop talking. But that doesn't mean | won't say horrible

things like: | hate everybody!

Bot is now stopping
Fake discord bot is stopping

Oh no! Someone told us the action was:

e stop talking. But that doesn't mean I won't say horrible things like: I hate

everybody!
And we replied:

e T do not recognize the command stop talking. But that doesn't mean I won't say

horrible things like: I hate everybody!

Making a bot that is troll proof is very difficult! You either need to severely limit how your bot
engages with people, or do a ton of work trying to prevent trolling and fix problems when

people find a new way of trolling you.

If you want to learn more, you can revisit the story of what went wrong with the Microsoft Tay
bot: How to Make a Bot That Isnt Racist

7.6. Ethics and Trolling

7.6.1. Background: Forming Groups

Every “we"” implies a not-"we". A group is constituted in part by who it excludes. Think back to

the origin of humans caring about authenticity: if being able to trust each other is so important,


https://www.vice.com/en_us/article/mg7g3y/how-to-make-a-not-racist-bot

then we need to know WHICH people are supposed to be entangled in those bonds of mutual
trust with us, and which are not from our own crew. As we have developed larger and larger
societies, states, and worldwide communities, the task of knowing whom to trust has become
increasingly large. All groups have variations within them, and some variations are seen as
normal. But the bigger groups get, the more variety shows up, and starts to feel palpable. In a
nation or community where you don’t know every single person, how do you decide who's in
your squad?

One answer to this challenge is that we use various heuristics (that is, shortcuts for thinking) like
stereotypes and signaling to quickly guess where a person stands in relation to us. Sometimes
wearing items of a certain brand signals to people with similar commitments that you might be
on the same page. Sometimes features that are strongly associated with certain social groups—
stereotypes—are assumed to tell us whether or not we can trust someone. Have you ever tried to
change or mask your accent, to avoid being marked as from a certain region? Have you ever felt
the need to conceal something about yourself that is often stereotyped, or to use an ingroup

signal to deflect people’s attention from a stereotyped feature?

There is a reason why stereotypes are so tenacious: they work... sort of. Humans are brilliant at
finding patterns, and we use pattern recognition to increase the efficiency of our cognitive
processing. We also respond to patterns and absorb patterns of speech production and style of
dress from the people around us. We do have a tendency to display elements of our history and
identity, even if we have never thought about it before. This creates an issue, however, when the
stereotype is not apt in some way. This might be because we diverge in some way from the
categories that mark us, so the stereotype is inaccurate. Or this might be because the stereotype
also encodes value judgments that are unwarranted, and which lead to problems with implicit
bias. Some people do not need to think loads about how they present in order to come across to
people in ways that are accurate and supportive of who they really are. Some people think very
carefully about how they curate a set of signals that enable them to accurately let people know

who they are or to conceal who they are from people outside their squad.

Because patterns are so central to how our brains process information, patterns become

extremely important to how societies change or stay the same.

e TV tropes [g33] is a website that tracks patterns in media, such as the jump scare [g34]
e The Seven Basic Plots [g35]

Patterns build habits. Habits build norms. Norms build our reality.


https://tvtropes.org/
https://tvtropes.org/pmwiki/pmwiki.php/Main/JumpScare
https://en.wikipedia.org/wiki/The_Seven_Basic_Plots

To create a social group and have it be sustainable, we depend on stable patterns, habits, and
norms to create the reality of the grouping. In a diverse community, there are many subsets of
patterns, habits, and norms which go into creating the overall social reality. Part of how people
manage their social reality is by enforcing the patterns, habits, and norms which identify us;
another way we do this is by enforcing, or policing, which subsets of patterns, habits, and norms
get to be recognized as valid parts of the broader social reality. Both of these tactics can be done
in appropriate, just, and responsible ways, or in highly unjust ways.

7.6.2. Ethics of Disruption (Trolling)

Trolling is a method of disrupting the way things are, including group structure and practices.
Like these group-forming practices, disruptive trolling can be deployed in just or unjust ways.
(We will come back to that.) These disruptive tactics can also be engaged with different moods,
ranging from playful (like some flashmobs), to demonstrative (like activism and protests), to
hostile, to warring, to genocidal. You may have heard people say that the difference between a
coup and a revolution is whether it succeeds and gets to later tell the story, or gets quashed. You
may have also heard that the difference between a traitor and a hero depends on who is telling
the story.

As this class discusses trolling, as well as many of the other topics of social media behavior
coming up in the weeks ahead, you are encouraged to bear this duality of value in mind. Trolling
is a term given to describe behavior that aims to disrupt (among other things). To make value
judgments or ethical judgments about instances of disruptive behavior, we will need to be
thoughtful and nuanced about how we decide to pass judgments. One way to begin examining
any instance of disruptive behavior is to ask what is being disrupted: a pattern, a habit, a norm, a
whole community? And how do we judge the value of the thing being disrupted? Returning to
the difference between a coup and a revolution, we might say that a national-level disruption is a
coup if it fails, and a revolution if it succeeds. Or we might say that such a disruption is a coup if
it intends to disrupt a legitimate instance of political domination/statehood, but a revolution if
the instance of political domination is illegitimate. If you take a close look at English-language
headlines in the news about uprisings occurring near to or far from here, it should become
quickly apparent that both of these reasons can drive an author’s choice to style an event as a
coup. To understand what the author is trying to say, we need to look inside the situation and

see what assumptions are driving their choice to characterize the disruption in the way that they
do.



Trolling is disruptive behavior, and whether we class it as problematic or okay depends in

part on how we judge the legitimacy of the social reality which is being disrupted.

Trolling can be used, in principle, for good or bad ends.

7.6.3. Trolling and Nihilism

While trolling can be done for many reasons, some trolling communities take on a sort of
nihilistic philosophy: it doesn’t matter if something is true or not, it doesn’t matter if people get

hurt, the only thing that might matter is if you can provoke a reaction.

We can see this nihilism show up in one of the versions of the self-contradictory "Rules of the
Internet:”

8. There are no real rules about posting

20. Nothing is to be taken seriously

42. Nothing is Sacred

Youtuber Innuendo Studios [g36] talks about the way arguments are made in a community like
4chan:

You can't know whether they mean what they say, or are only arguing as though they mean
what they say. And entire debates may just be a single person stirring the pot [e.g.,
sockpuppets]. Such a community will naturally attract people who enjoy argument for its
own sake, and will naturally trend oward the most extremte version of any opinion. In short,

this is the free marketplace of ideas. No code of ethics, no social mores, no accountability.



https://www.youtube.com/@InnuendoStudios

It's not that they're lying, it's that they just don't care. [...] When they make these kinds of
arguments they legitimately do not care whether the words coming out of their mouths are

true. If they cared, before they said something is true, they would look it up.

e The Alt-Right Playbook: The Card Says Moops [g37] by Innuendo Studios

While there is a nihilistic worldview where nothing matters, we can see how this plays out
practically, which is that they tend to protect their group (normally white and male), and tend to
be extremely hostile to any other group. They will express extreme misogyny (like we saw in the
Rules of the Internet [g19]: "Rule 30. There are no girls on the internet. Rule 31. TITS or GTFO -

the choice is yours”), and extreme racism (like an invented Nazi My Little Pony character [g38]).

Is this just hypocritical, or is it ethically wrong? It depends, of course, on what tools we use to

evaluate this kind of trolling.

If the trolls claim to be nihilists about ethics, or indeed if they are egoists, then they would argue
that this doesn’t matter and that there’s no normative basis for objecting to the disruption and
harm caused by their trolling. But on just about any other ethical approach, there are one or
more reasons available for objecting to the disruptions and harm caused by these trolls! If the
only way to get a moral pass on this type of trolling is to choose an ethical framework that tells
you harming others doesn’t matter, then it looks like this nihilist viewpoint isn't deployed in

good faithl. Rather, with any serious (i.e., non-avoidant) moral framework, this type of trolling is
ethically wrong for one or more reasons (though how we explain it is wrong depends on the

specific framework).

7.6.4. Reflection Exercise

Revisit the K-Pop protest trolling example in section 7.3. Take your list of ethical frameworks from
Chapter 2 and work through them one by one, applying each tool to the K-Pop trolling. For each
theory, think of how many different ways the theory could hook up with the example. For
example, when using a virtue ethics type of tool, consider how many different people’s character
and flourishing could be developed through this? When using a tool based on outcomes, like
consequentialism, how many different elements of the outcome can you think of? The goal here
is to come up with as many variations as you can, to see how the tools of ethical analysis can

help us see into different aspects of the situation.


https://knowyourmeme.com/memes/rules-of-the-internet
https://www.theatlantic.com/technology/archive/2020/06/my-little-pony-nazi-4chan-black-lives-matter/613348/
https://www.youtube.com/watch?v=xMabpBvtXr4&amp;t=409s

Once you have made your big list of considerations, choose 2-3 items that, in your view, feel

most important. Based on those 2-3 items, do you evaluate this trolling event as having been

morally good? Why? What changes to this example would change your overall decision on

whether the action is ethical?

[1] A good faith use of a nihilistic ethics framework would be for exploring normative features

of situations.
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8. Data Mining

For our next topic we are going to what can be done with the various forms of data on social

media through “data mining.”

8.1. Sources of Social Media Data

Social media platforms collect various types of data on their users.

Some data is directly provided to the platform by the users. Platforms may ask users for

information like:

e email address

® nName

profile picture

interests

friends

Platforms also collect information on how users interact with the site. They might collect

information like (they don't necessarily collect all this, but they might):

when users are logged on and logged off
e who users interact with

e What users click on

e what posts users pause over

e where users are located

e what users send in direct messages to each other
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Online advertisers can see what pages their ads are being requested on, and track users [h1]
across those sites. So, if an advertiser sees their ad is being displayed on an Amazon page for
shoes, then the advertiser can start showing shoe ads to that same user when they go to another

website.

Additionally, social media might collect information about non-users, such as when a user posts
a picture of themselves with a friend who doesn’t have an account, or a user shares their phone
contact list with a social media site, some of whom don’t have accounts (Facebook does this
[h2]).

Social media platforms then use "data mining” to search through all this data to try to learn more

about their users, find patterns of behavior, and in the end, make more money.

8.2. Data From the Discord API

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

When we've been accessing Discord through Python and the “discord” code library. The discord
code library works by sending requests across the internet to Discord, using what is called an

“application programming interface” [h3] or API for short. APIs have a set of rules for what

requests you can make, what happens when you make the request, and what information you

can get back.

If you are interested in learning more about what you can do with praw and what information
you can get back, you can look at the official documentation for those. But be warned they are
not organized in a friendly way for newcomers and take some getting used to to figure out what

these documentation pages are talking about.

So, if you are interested, you can look at the discord library documentation [h4] to find out what

the library can do (again, not organized in a beginner-friendly way). You can learn a little more by

searching the api docs for things like the discord.Message [h5] and finding a list data

("attributes”) and functions (“Methods”) for that piece of discord.

Also, for slash commands, we use the iteractions.py [h6] code library. You can see guides on how
to use it here [h7].

The discord API lets you access just some of the data that Discord tracks, but Discord and other

social media platforms track much more than they let you have access to.
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8.3. Mining Social Media Data

Data mining is the process of taking a set of data and trying to learn new things from it.

ow you may only see a pile |
ing forms and numbers, &

Fig. 8.7 Clip from movie Everything Everywhere All at Once [h8] where the IRS agent talks about

what information (“story”) she can mine from tax data.

For example, social media data about who you are friends with might be used to infer your

sexual orientation [h9]. Social media data might also be used to infer people’s:

e Race

e Political leanings

e |nterests

e Susceptibility to financial scams

e Being prone to addiction (e.g., gambling)

Additionally, groups keep trying to re-invent old debunked pseudo-scientific (and racist)
methods of judging people based on facial features (size of nose, chin, forehead, etc.), but now
using artificial intelligence [h10].

Social media data can also be used to infer information about larger social trends like the spread
of misinformation [h11].

One particularly striking example of an attempt to infer information from seemingly unconnected
data was someone noticing that the number of people sick with COVID-19 correlated with how
many people were leaving bad reviews of Yankee Candles saying “they don't have any scent”
(note: COVID-19 can cause a loss of the ability to smell):
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eleanor ’
@zomsllama
blue line: daily COVID cases in the USA

red line: bad reviews of Yankee Candles on Amazon
saying “they don't have any scent"”

sources: google and
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Fig. 8.2 Twitter user @zomsllama pointing out the correlation of COVID cases and candle reviews

complaining of no scent [h12].

8.3.1. Spurious Correlations

One thing to note in the above case of candle reviews and COVID is that just because something
appears to be correlated, doesn't mean that it is connected in the way it looks like. In the above,
the correlation might be due mostly to people buying and reviewing candles in the fall, and

diseases, like COVID, spreading most during the fall.

It turns out that if you look at a lot of data, it is easy to discover spurious correlations [h13]
where two things look like they are related, but actually aren't. Instead, the appearance of being

related may be due to chance or some other cause. For example:
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Fig. 8.3 An example spurious correlation from Tyler Vigen's collection of Spurious Correlations [h14]

By looking at enough data in enough different ways, you can find evidence for pretty much any
conclusion you want. This is because sometimes different pieces of data line up coincidentally
(coincidences happen), and if you try enough combinations, you can find the coincidence that

lines up with your conclusion.

If you want to explore the difficulty of inferring trends from data, the website fivethirtyeight.com

[h15] has an interactive feature called “Hack Your Way To Scientific Glory” [h16] where, by

changing how you measure the US economy and how you measure what political party is in
power in the US, you can “prove” that either Democrats or Republicans are better for the
economy. Fivethirtyeight has a longer article on this called “Science Isn't Broken: It's just a hell of

a lot harder than we give it credit for.” [h17]

8.4. How is this data used

Social Media platforms use the data they collect on users and infer about users to increase their

power and increase their profits.

One of the main goals of social media sites is to increase the time users are spending on their
social media sites. The more time users spend, the more money the site can get from ads, and
also the more power and influence those social media sites have over those users. So social
media sites use the data they collect to try and figure out what keeps people using their site, and

what can they do to convince those users they need to open it again later.


https://www.tylervigen.com/spurious-correlations
https://fivethirtyeight.com/
https://projects.fivethirtyeight.com/p-hacking/
https://fivethirtyeight.com/features/science-isnt-broken/

Social media sites then make their money by selling targeted advertising, meaning selling ads to
specific groups of people with specific interests. So, for example, if you are selling spider stuffed
animal toys, most people might not be interested, but if you could find the people who want
those toys and only show your ads to them, your advertising campaign might be successful, and
those users might be happy to find out about your stuffed animal toys. But targeting advertising
can be used in less ethical ways, such as targeting gambling ads at children, or at users who are
addicted to gambling, or the 2016 Trump campaign 'target[ing] 3.5m black Americans to deter

them from voting’ [h18].

8.4.1. Learn more

e Housing companies used Facebook’s ad system to discriminate against older people,

according to new human rights complaints [h19]

8.5. Activity: What platforms think of you

In order to see more about what data mining does, we can look and see what some websites
think about us.

The easiest one to do this with is Google.

Go to your google account (assuming you have one) profile information and go to "Data &
Privacy” (this link might take you there). Then select the “Ad Settings” Ad personalization option

(this link might take you there)

Google Account Q

@ Home )
Ad settings

2Z] Personal info You can choose whether the ads you see are person-
alized based on things like interests and brand

® Data & privacy preferences

ﬁ Security Ad personalization >
& on

People & sharing

D

We protect your privacy. Content from Drive,
e Gmail, and Photos is never used for any ads
Payments & subscriptions purposes.

@ About


https://www.theguardian.com/us-news/2020/sep/28/trump-2016-campaign-targeted-35m-black-americans-to-deter-them-from-voting
https://www.washingtonpost.com/technology/2019/09/18/housing-companies-used-facebooks-ad-system-discriminate-against-older-people-according-new-human-rights-charges/
https://myaccount.google.com/data-and-privacy
https://adssettings.google.com/authenticated?hl=en&amp;ref=my-account
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/discord/_build/html/_images/google_data_settings.png

Fig. 8.4 The Data & Privacy settings have a place where you can find the ad personalization
settings.

Then you can hopefully see a really long list of who Google thinks you are and what Google

thinks you might be interested in, like this:

= Google Ad Settings

How your ads are personalized

Ads are based on personal info you've added to your Google Account, data from advertisers that partner
with Google, and Google's estimation of your interests. Choose any factor to learn more or update your
preferences. Learn how to control the ads you see

- 35-44 years old e Male

Fig. 8.5 The start of Kyle's Google ad profile

Try this yourself and see what Google thinks of you!

You can try social media sites as well. Twitter's ad profile is located here and Facebook’s Ad

information is here.

Note: Facebook used to allow users to see many more of the categories kept about them [h20]
[h21].

8.5.1. Reflection

After looking at your ad profile, ask yourself the following:

e What was accurate, inaccurate, or surprising about your ad profile?
e How comfortable are you with Google knowing (whether correctly or not) those things

about you?

8.6. Sentiment Analysis on Social Media

If you don’t want the coding version of this online textbook go here: No Coding

To see more how data mining works, we are going to look at how positive or negative posts are
(using a library that performs “sentiment analysis” on text).


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/discord/_build/html/_images/google_ad_profile.png
https://twitter.com/settings/your_twitter_data/twitter_interests
https://www.facebook.com/adpreferences/ad_settings
https://www.buzzfeednews.com/article/nicolenguyen/facebook-ad-preferences-pretty-accurate-tbh
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch08_data_mining/06_sentiment_analysis/00_intro.html

8.6.1. Demo: Sentiment Analysis and Loop Variables

Sentiment Analysis

In order to test out data mining on Twitter, we are going to use a Natural Language Processing

library, which gives us functions to work with langauge data such as sentences, words, etc.

You don’t need to know the details of how these work internally, but we will be using the
“Natural Language Toolkit” along with the “Valence Aware Dictionary and sEntiment Reasoner”
(or VADER) lexicon.

So let's get the library and lexicon now.

import nltk
nltk.download(["vader lexicon"])

[nltk_data] Downloading package vader_lexicon to
[nltk_data] C:\Users\kmthayer\AppData\Roaming\nltk data...
[nltk_data] Package vader_lexicon is already up-to-date!

True

We will now have the libary make a "Sentiment Intensity Analyzer” for us, which we save in a

variable called sia

from nltk.sentiment import SentimentIntensityAnalyzer
sia = SentimentIntensityAnalyzer()

Now that we have the “Sentiment Intensity Analyzer” we can try it out on different sentences to
have the computer guess how positive or negative they are. Let's start with a really positive

sentance:

sia.polarity scores(sentence)["compound"]


https://www.nltk.org/

0.941

In the above code, we ran a polarity_scores function on the sentence and pulled out the
compound result. In this case it came back as ©.941 , which is close to 1 and indicates a positive

statement.

Now let’s try a really negative one:

sentence = "I hate hate hate pizzalllllll1"
sia.polarity_scores(sentence)["compound"]

-0.9227

You can see that this sentence came out as -0.9227, which is close to -1 and indiates a negative

statement.

Let's try once more with a more neutral sentence

sentence = "I guess I'll eat pizza if you really want me to."
sia.polarity_scores(sentence)["compound"]

0.1513

The sentiment analyzer showed this sentence as ©.1513 , which is positve but close to 0, so

indicates a slightly positive statement.

The Sentiment Intensity Analyzer is far from perfect, but we can use it some to try and find

trends in social media posts.

looping with sentiments

If we want to look at trends over a series of sentences (or social media posts), we can use for

loops.

So let's make an array of sentences and then do a loop to look at the sentiment of each

sentence.



# Make an array of movie reviews (each one a string)
movie_reviews = [

"That movie was pretty good.",

"I like the movie a lot!",

"I thought the movie was boring",

"I'd watch the movie again",

"That sure was an exciting movie!"

# loop through each review

for review in movie_reviews:
# find the sentiment (compound polarity score) of the review
review_sentiment = sia.polarity_scores(review)["compound"]

# print out the sentiment and the original review

print("Sentiment: " + str(review_sentiment))

print("  Review: + review)

print() # print a blank line to space out each review sentiment printout

Sentiment: 0.7269
Review: That movie was pretty good.

Sentiment: 0.4199
Review: I like the movie a lot!

Sentiment: -0.3182
Review: I thought the movie was boring

Sentiment: 0.
I

0
Review: I'd watch the movie again

Sentiment: 0.6996
Review: That sure was an exciting movie!

We can now see at a glance the sentiments for each of our movie review sentences (and we can

consider how accurate we think the sentiment scores are).

But what might be even more useful would be to do something like the average sentiment of all
reviews, or what percentage were positive.

In order to figure this out, we are going to make use of variables to track information while we
are looping.

Loop Variables



First let's consider how to count the number of movie reviews in our list.

Python provides us an easy way of counting the how many movie reviews there were, by using

the 1en function like this:

len(movie_reviews)

But we can also use a variable to keep track of how many reviews we've seen so far as we go

through our loop.

Note: while this strategy requires more code than just doing Len(movie reviews) , it will build us

to doing more complicate tracking as we loop

loop count

We start by making a variable, which we will call num_reviews to track the number of reviews

we've seen so far, and we'll set it to 0 since we haven't gone through any reviews yet.

Then as part of our loop, each time we go through a review we will add 1 to our num_reviews

variable

num_reviews = @ # we haven't seen any reviews yet

for review in movie_reviews:
# we're looking at a review, so add one to num_reviews
num_reviews = num_reviews + 1
print("we've now looked at "

+ str(num_reviews) + " reviews"

print("After the for, we see there were " + str(num_reviews) + " total reviews")

we've now looked at 1 reviews
we've now looked at 2 reviews
we've now looked at 3 reviews
we've now looked at 4 reviews
we've now looked at 5 reviews
After the for, we see there were 5 total reviews



We can rewrite the above code using a Python shorthand of +=, which means:

® num_reviews = num_reviews + 1

can be rewritten as

® num_reviews += 1

we've
we've
we've
we've
we've
After

print("After the for, we see there were

now looked at 1
now looked at 2
now looked at 3
now looked at 4
now looked at 5
the for, we see

loop average

num_reviews = @ # we haven't seen any reviews yet

for review in movie_reviews:
# we're looking at a review, so add one to num_reviews
num_reviews += 1
print("we've now looked at

+ str(num_reviews) + " reviews"

+ str(num_reviews) + " total reviews")

reviews
reviews
reviews
reviews
reviews
there were 5 total reviews

Now let's loop through the list of reviews again, but this time try to find the average sentiment of

all reviews.

To find the average of all the sentiments, we need to add all the sentiments together and then

divide by the number of reviews.

So what we will do is make another variable at the start of our loop called total_sentiment and

each time we loop through a new review, we will add that review’s sentiment to the

total_sentiment . Then at the end, the average will be the total_sentiment divided by the

num_reviews |



num_reviews = @ # we haven't seen any reviews yet
total_sentiment = © # we haven't seen any review sentiment yet

for review in movie reviews:
# we're looking at a review, so add one to num_reviews
num_reviews += 1

# find the sentiment (compound polarity score) of the review
review_sentiment = sia.polarity scores(review)["compound"]

#tadd the current review sentiment to the total sentiment
total_sentiment += review_sentiment

# now that the loop is done, the average sentiment is
# the total_sentiment divided by the num_reviews
average_sentiment = total_sentiment / num_reviews

print("The average sentiment of the reviews was: " + str(average_sentiment))

The average sentiment of the reviews was: 0.30564

So that let us find the average sentiment of our reviews, which were generally positive.

We could also find out what percentage of reviews were positive by finding the number of
reviews that had a sentiment bigger than 0, and then dividing by the total number of reviews

and multiplying the answer by 100.

In this case we make a variable before the loop called num_positive_reviews , and add 1 to it

whenever we find a review that is positive (using an if statement), like this:



num_reviews = @ # we haven't seen any reviews yet
num_positive_reviews = 0@ # we haven't seen any positive reviews yet

for review in movie reviews:
# we're looking at a review, so add one to num_reviews
num_reviews += 1

# find the sentiment (compound polarity score) of the review
review_sentiment = sia.polarity scores(review)["compound"]

# if the sentiment was positive (bigger than @), add one to the num_positive_reviei
if review_sentiment > 0:
num_positive reviews += 1

# now that the loop is done, the percentage of positive reviews is
# the num_positive reviews divided by the num_reviews, and then multiplied by 100
percent_positive = num_positive_reviews / num_reviews * 100

print("The percentage of positive reviews was: + str(percent_positive))

The percentage of positive reviews was: 60.0

8.6.2. Practice: Sentiment Analysis and Loop Variables

Now it's your turn to practice sentiment analysis and loop variables

Sentiment Analyasis

First run the code to load up the Sentiment Intensity Analyzer

import nltk

nltk.download(["vader lexicon"])

from nltk.sentiment import SentimentIntensityAnalyzer
sia = SentimentIntensityAnalyzer()

[nltk_data] Downloading package vader_lexicon to
[nltk _data] C:\Users\kmthayer\AppData\Roaming\nltk_data...
[nltk_data] Package vader_lexicon is already up-to-date!

Also, look at this example from the demo of running sentiment analysis:



sia.polarity_scores(sentence)["compound"]

0.941

Now, copy that two lines of code above, and try out your own sentences, and run the sentiment
analysis on them

l # TODO: enter your code here
Try several sentences and see how the Sentiment Intensity Analyzer handles them

l # TODO: enter your code here

Loop variables

Now let's practice with loop variables.

Below is a for loop which goes through each letter in the word “Mississipi”.

for letter in "Mississipi":
print(letter)

H T H VW0 N R =

Make another copy of that loop, but add a variable before the loop called num_letters and use
it count how many letters were in the word “"Mississipi”. At the end display the number of letters.



# TODO: enter your code here

un

Make another copy of what you just did, but this time also count the number of “i"s. Make a

un

variable called num_i to count how many “i’s.
Hint: To see if a letter is an “i", check if Letter == "i"

un un

At the end print out how many of the letters were “i"s and what percentage of the word was "“i"s.

# TODO: enter your code here

8.6.3. Demo: Sentiment Analysis on Discord

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Now let's try using sentiment analysis (and loop variables) on Discord:

We'll start by doing our normal steps to load the discord library (or fake discord)

Load “discord” and nest_asyncio libraries

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of Discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run
this line of code.

%run ../../fake_apis/fake_discord.ipynb


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch08_data_mining/06_sentiment_analysis/03_demo_sentiment.html
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Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

set up your Discord connection

To use this on your real Discord account, copy your discord token into the code below, replacing

our fake passwords.

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@_fake_discord_token_$%Ds"

# set up Discord client with permissions to read message contents
intents = discord.Intents.default()
intents.message_content = True

find a list of discord posts

We can now make a bot that loads a list of discord posts.

Note: If you run this on real discord, we canG€™t gurantee anything about how offensive what you

might find is.



# set up discord connection
client = discord.Client(intents=intents)

# TODO: put the discord channel id number below for the channel you want to use
channel id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#tspecial code to turn the post_history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot shoould work, start running your bot
client.run(discord_token)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Sentiment Analysis

load sentiment analysis library and make analyzer

import nltk

nltk.download(["vader_lexicon"])

from nltk.sentiment import SentimentIntensityAnalyzer
sia = SentimentIntensityAnalyzer()

[nltk_data] Downloading package vader_lexicon to
[nltk_data] C:\Users\kmthayer\AppData\Roaming\nltk_data...
[nltk_data] Package vader_lexicon is already up-to-date!



loop through submissions, finding average sentiment

We can now combine our previous examples of looping through reddit submissions with what

we just learned of sentiment analysis and looping variables to find the average sentiment of a set

of submission titles.

num_posts = 0
total_sentiment = ©

for post in recent_posts:

#calculate sentiment

post_sentiment = sia.polarity_scores(post.content)["compound"]
num_posts += 1

total_sentiment += post_sentiment

" + str(post_sentiment))
" + post.content)

print("Sentiment:
print(" post content:
print()

average sentiment = total sentiment / num_posts
print("Average sentiment was " + str(average_sentiment))

Sentiment: 0.784
post content: Breaking news: A lovely cat took a nice long nap today!

Sentiment: 0.0
post content: Breaking news: Someone said a really mean thing on the internet today!

Sentiment: ©.7088
post content: Breaking news: Some grandparents made some yummy cookies for all the k

Sentiment: -0.6114
post content: Breaking news: All the horrors of the universe revealed at last!

Average sentiment was 0.22034999999999996

We can now see the average sentiment of a set of discord posts!

If you use your reddit bot keys, you can change the channel_id to be whatever one you want

and see whether people are posting positively or negatively in it.

note: You can change Limit=16 to go up higher to get more submissions at a time to find the

average of



8.7. Data Poisoning

People working with data sets always have to deal with problems in their data, stemming from
things like mistyped data entries, missing data, and the general problem of all data being a

simplification of reality.

Sometimes a dataset has so many problems that it is effectively poisoned or not feasible to work
with.

8.7.1. Unintentional Data Poisoning

Datasets can be poisoned unintentionally. For example, many scientists posted online surveys
that people can get paid to take. Getting useful results depended on a wide range of people
taking them. But when one TikToker's video about taking them went viral, the surveys got filled
out with mostly one narrow demographic, preventing many of the datasets from being used as

intended.
See more in

e A teenager on TikTok disrupted thousands of scientific studies with a single video — The
Verge [h22]

Additionally, spam and output from Large Language Models like ChatGPT can flood information
spaces (e.g., email, Wikipedia) with nonsense, useless, or false content, making them hard to use

or useless.
See more in

e CNET Is Reviewing the Accuracy of All Its Al-Written Articles After Multiple Major Corrections
[h23]

e Why posting GPT and ChatGPT generated answers is not currently acceptable -
StackOverflow [h24]

8.7.2. Intentional Data Poisoning

Data can be poisoned intentionally as well. For example, in 2021, workers at Kellogg's were upset

at their working conditions, so they agreed to go on strike, and not work until Kellogg's agreed


https://www.theverge.com/2021/9/24/22688278/tiktok-science-study-survey-prolific
https://gizmodo.com/cnet-ai-chatgpt-news-robot-1849996151
https://stackoverflow.com/help/gpt-policy

to improve their work conditions. Kellogg's announced that they would hire new workers to

replace the striking workers:

Kellogg's proposed pay and benefits cuts while forcing workers to work severe overtime as
long as 16-hour-days for seven days a week. Some workers stayed on the job for months
without a single day off. The company refuses to meet the union’s proposals for better pay,

hours, and benefits, so they went on strike.

Earlier this week, the company announced it would permanently replace 1,400 striking

workers.

e People Are Spamming Kellogg's Job Applications in Solidarity with Striking Workers —
Vice MotherBoard [h25]

People in the antiwork subreddit [h26] found the website where Kellogg's posted their job listing
to replace the workers. So those Redditors suggested they spam the site with fake applications,

poisoning the job application data, so Kellogg's wouldn’t be able to figure out which applications
were legitimate or not (we could consider this a form of trolling). Then Kellogg's wouldn’t be able

to replace the striking workers, and they would have to agree to better working conditions.

Then Sean Black, a programmer on TikTok saw this and decided to contribute by creating a bot
that would automatically log in and fill out applications with random user info, increasing the
rate at which he (and others who used his code) could spam the Kellogg's job applications:


https://www.reddit.com/r/antiwork/
https://www.vice.com/en/article/v7dvy9/spamming-kelloggs-job-applications-strike

Watch now

@seandablack

Shortucut soon perhaps #antiwork
#workersrights #kelloggs #strike #unions

original sound - Sean Black

See also:

e How to poison the data that Big Tech uses to surveil you — MIT Technology Review [h27]
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8.8. Reflections on Data Mining

Are you surprised by any of the things that can be done with data mining?

Do you think there is information that could be discovered through data mining that social
media companies shouldn’t seek out (e.g., social media companies could use it for bad
purposes, or they might get hacked and others could find it)?

Do you think there is information that could be discovered through data mining that social
media companies should seek out (e.g., they can't make their platform treat people fairly

without knowing this)?
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9. Privacy and Security

With all the data social media sites collect on you including with data mining, let’s look at privacy

and security

9.1. Privacy

There are many reasons, both good and bad, that we might want to keep information private.

e There might be some things that we just feel like aren’t for public sharing (like how most

people wear clothes in public, hiding portions of their bodies)

e We might want to discuss something privately, avoiding embarrassment that might happen

if it were shared publicly
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e We might want a conversation or action that happens in one context not to be shared in
another (context collapse)

e We might want to avoid the consequences of something we've done (whether ethically
good or bad), so we keep the action or our identity private

e We might have done or said something we want to be forgotten or make at least made less
prominent

e We might want to prevent people from stealing our identities or accounts, so we keep
information (like passwords) private

e We might want to avoid physical danger from a stalker, so we might keep our location
private

e We might not want to be surveilled by a company or government that could use our actions
or words against us (whether what we did was ethically good or bad)

When we use social media platforms though, we at least partially give up some of our privacy.

For example, a social media application might offer us a way of “Private Messaging” [i1] (also

called Direct Messaging) with another user. But in most cases those “private” messages are
stored in the computers at those companies, and the company might have computer programs
that automatically search through the messages, and people with the right permissions might be
able to view them directly.

In some cases we might want a social media company to be able to see our “private” messages,
such as if someone was sending us death threats. We might want to report that user to the social
media company for a ban, or to law enforcement (though many people have found law
enforcement to be not helpful), and we want to open access to those “private” messages to
prove that they were sent.

9.1.1. Privacy Rights [i2]

Some governments and laws protect the privacy of individuals (using a Natural Rights ethical

framing). These include the European Union’s General Data Protection Regulation [i3] (GDPR),

which includes a “right to be forgotten”, and the United State’'s Supreme Court has at times

inferred a constitutional right to privacy [i4].
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Fig. 9.7 Privacy tracking settings prompt on wired.com [i5]. These prompts were added as part of
following the EU's new GDPR regulations.

9.2. Security

While we have our concerns about the privacy of our information, we often share it with social
media platforms under the understanding that they will hold that information securely. But social
media companies often fail at keeping our information secure.

For example, the proper security practice for storing user passwords is to use a special individual

encryption process [i6] for each individual password. This way the database can only confirm that

a password was the right one, but it can’t independently look up what the password is or even
tell if two people used the same password. Therefore if someone had access to the database, the
only way to figure out the right password is to use “brute force,” that is, keep guessing

passwords until they guess the right one (and each guess takes a lot of time [i7]).

But while that is the proper security for storing passwords. So for example, Facebook stored

millions of Instagram passwords in plain text [i8], meaning the passwords weren't encrypted and

anyone with access to the database could simply read everyone's passwords. And Adobe
encrypted their passwords improperly and then hackers leaked their password database of 153

million users [i9].

From a security perspective there are many risks that a company faces, such as:
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e Employees at the company misusing their access, like Facebook employees using their

database permissions to stalk women [i10]

e Hackers finding a vulnerability and inserting, modifying, or downloading information. For

example:

o hackers stealing the names, Social Security numbers, and birthdates of 143 million

Americans from Equifax [i11]

o hackers posting publicly the phone numbers, names, locations, and some email

addresses of 530 million Facebook users [i12], or about 7% of all people on Earth

Hacking attempts can be made on individuals, whether because the individual is the goal target,
or because the individual works at a company which is the target. Hackers can target individuals
with attacks like:

e Password reuse attacks, where if they find out your password from one site, they try that
password on many other sites
e Hackers tricking a computer into thinking they are another site, for example:

o the US NSA impersonated Google [i13]

e Social engineering [i14], where they try to gain access to information or locations by tricking

people. For example:
o Phishing attacks, where they make a fake version of a website or app and try to get you
to enter your information or password into it. Some people have made malicious QR

codes to take you to a phishing site [i15].

o Many of the actions done by the con-man Frank Abagnale [i16], which were portrayed
in the movie Catch Me If You Can [i17]

One of the things you can do as an individual to better protect yourself against hacking is to

enable 2-factor authentication [i18] on your accounts.

9.3. Additional Privacy Violations

Besides hacking, there are other forms of privacy violations, such as:

e Unclear Privacy Rules: Sometimes privacy rules aren’t made clear to the people using a

system. For example:

o If you send “private” messages on a work system, your boss might be able to read them
[i19].
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o When Elon Musk purchased Twitter, he also was purchasing access to all Twitter Direct

Messages [i20]
e Others Posting Without Permission: Someone may post something about another person

without their permission. See in particular: The perils of ‘'sharenting’: The parents who share

too much [i21]
e Metadata: Sometimes the metadata that comes with content might violate someone’s
privacy.

o For example, in 2012, former tech CEO John McAfee was a suspect in a murder in Belize

[i22], John McAfee hid out in secret. But when Vice magazine wrote an article about
him, the photos in the story contained metadata with the exact location in Guatemala
[i23].

e Deanonymizing Data: Sometimes companies or researchers release datasets that have

been "anonymized,” meaning that things like names have been removed, so you can't
directly see who the data is about. But sometimes people can still deduce who the
anonymized data is about. This happened when Netflix released anonymized movie ratings

data sets, but at least some users’ data could be traced back to them [i24].

¢ Inferred Data: Sometimes information that doesn’t directly exist can be inferred through
data mining (as we saw last chapter), and the creation of that new information could be a

privacy violation.

o This includes the creation of Shadow Profiles [i25], which are information about the

user that the user didn’t provide or consent to
¢ Non-User Information: Social Media sites might collect information about people who

don't have accounts, like how Facebook does [i26]

9.3.1. Learn More

e 533 million Facebook users’ phone numbers and personal data have been leaked online [i27]
e Scientists Like Me Are Studying Your Tweets—Are You OK With That? [i28]

9.4. Tracking Use

If you don't want the coding version of this online textbook go here: No Coding

Let's now look at how we might track the use of something. We will first make a function in our

previous code to get that found average sentiment, which will make writing code easier! But then
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we will also start tracking how people are using the function we made (and potentially send that

information elsewhere).

To do that, we need to learn how to use functions.

9.4.1. Demo: Writing Functions

Before we can do our demo of tracking function use, we need to learn how to create functions in

Python.

Functions allow us to run another computer program. In our recipe analogy earlier, we said it was
like:

- Make the dumpling dough (see recipe on page 42).
Or

- to make dumplings vegan, make the dumpling dough (see recipe on page 42), but instead

of using the egg, subsititute 2 teaspoons olive 0il and 2 tablespoons hot water.

Benefits of Functions

There are several advantages to creating and using functions in computer programs, such as:

Reusing code instead of repeating code: When we find ourselves repeating a set of actions in
our program, we end up writing (or copying) the same code multiple times. If we put that
repeated code in a function, then we only have to write it once and then use that function in all

the places we were repeating the code.

Single, standardized definitions: Let's say we made code that takes a name and tries to split it
into a first name and last name, and we have that code copied in several places in our program.
Then we realize that our code isn't handling some last names correctly, like “O'Reilly” and “Del
Toro.” If we fix this bug in one of the places the code is copied in our program it still will be
broken elsewhere, so we have to find all the places and fix it there. If, on the other hand we had
the code to split names in a function, and used that function everywhere else, then we only have

to fix the bug inside that one function and our code everywhere is fixed.



Code organization: Making functions also can help us organize our code. It lets us give a name
to a block of code, and when we use it, those function names can help make the code more
understandable. Making code as functions also helps in letting us put those pieces of code in

other files or in code libraries, so the file we are working on is smaller and easier to manage.

Using Functions

We have been using many functions so far in this book, such as:

® display(2 + 2)
e sleep(3)
® client.create_ tweet(text="This is a tweet")

e sentence.upper()

Now we will be defining our own functions, which we can then use later in our code.

Defining Functions

In Python a function is defined using the ‘def’ keyword.

Creating a Function:

def function_name(argumentl, argument2):
STATEMENT
STATEMENT
STATEMENT

Using a Function that you previously made:

function_name(argumentl, argument2)

Let's start with an example function that doesn’t use any arguments:

def say_hi():
print("Hi!")



In the code above, def tells Python we want to define a funciton, say_hi is the name we chose
for our function, and the empty parentheses () mean that it doesn’t take any parameters. There
is then a colon ( : ) to say what follows is a code block that will be what happens when the

function is called.

When we run the code above that defines our function, we don’t see any output, but now the
function say hi exists and is ready for us to try using it:

say_hi()

Hi!

We can now call this function many times, for example ina for loop

for i in range(5):
say_hi()

Hil!
Hil!
Hi!
Hi!
Hil!

We can also re-define our functions by doing a new def statement. It will just replace the old

functions definition with the new one:

def say hi():
print("Hi there!")

for i in range(5):
say_hi()




Hi there!
Hi there!
Hi there!
Hi there!
Hi there!

Parameters

Parameters (also called "arguments”) are like variables for a function.

In the definition of the function, you can list inside the parentheses the parameters you want to

be given for you to use in your function code.

Let's redefine our say hi function so it takes a paratemeter for the name of a person to say hi

to:

def say hi(name):
print("Hi " + name + "!")

Now when we call the function say_hi we need to give it a value in the parentheses (or it gives

us an error: missing required positional argument )

say_hi("Kyle")

Hi Kyle!

We can again use a loop to call our function multiple times, but this time we will loop over a list

of names and send a different name each time the function runs:

names = ["Kyle", "Susan", "Another Person"]
for name in names:
say_hi(name)

Hi Kyle!
Hi Susan!
Hi Another Person!



We can make a function that takes multiple parameters. Let's redefined our function again to

take first and last names:

def say hi(first _name, last name):
print("Hi " + first_name + " "

+ last_name + "!1")

say_hi("Kyle", "Thayer")

Hi Kyle Thayer!

Returns

In the above examples, our say hi performs an action of displaying text (we used the print

function).

But if we try to save what comes back from running the function:

| say_hi_result = say_hi("Kyle", "Thayer")
Hi Kyle Thayer!
I display(say_hi_result)

None

It says that nothing ( None ) came back out of the function.

There are other functions that we've run that have had things come back that we can save in a

variable, like counting the number of characters in a string with 1en .

num_letters = len("Ethics")



display(num_letters)

In Python, when we want to send something back that can be saved in a variable, we use a
return in our function definition, like this function which creates the hi message and doesn't

display it:

def create_hi_message(first_name, last_name):
hi message = "Hi " + first_name + + last_name +
return hi_message

The return says what value to send back to wherever the function was called. In this case we are

sending back what got saved in the hi_message variable.

When we use this function, we can save the result in a variable:

tweet_to_make = create_hi_message("Kyle", "Thayer")

This time the variable had the message saved, but nothing was displayed. We can now display

the variable to see what was saved:

display(tweet_to_make)

'"Hi Kyle Thayer!"’

If we want, we can simplify the code by telling return to just send back whatever "Hi " +

first_name + + last_name + "!" isinstead of saving it in an hi_message variable first.

def create_hi_message(first_name, last _name):
return "Hi " + first_name + " " + last name +

tweet_to_make = create_hi_message("Susan", "Notess")




display(tweet_to_make)

'Hi Susan Notess!'

9.4.2. Practice: Functions

Create a function called say_goodbye which displays the text “Goodbye!”
l # TODO: enter your code here

Write code that calls the function say goodbye

l # TODO: enter your code here

Redefine the function say goodbye to take a parameter called name , and have it display

“Goodbye name!” where “name” is replaced by whatever was in the name variable
| # TODO: enter your code here

Write code that calls the function say_goodbye but with your name as a parameter
| # TODO: enter your code here

Try out the code below which counts from 0 to 4 slowly:

import time # We need the time library for the following examples

for i in range(5):
print(i)
time.sleep(1)




We can put that for loop in a function like this:

def counter():
for i in range(5):
print(i)
time.sleep(1)

And then we can call it:

counter()



Now redifine counter by

1. copying the code above which defines counter
2. make the counter take a parameter called max

3. Have the range call use the parameter max

l # TODO: enter your code here
Now try calling the new version of counter but passing it the argument 7
l # TODO: enter your code here

Create a function called multiply which takes two arguments, multiplies them together ( * ),

and then returns the multiplied value
I # TODO: enter your code here

Call the mutliply function with two numbers and save the result in a variable. Then print out

the variable to see that the multiplied number was saved.

| # TODO: enter your code here

9.4.3. Demo: Track Use of Sentiment Analysis Code

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

In this code demo, we will take the sentiment analysis code we used in the last chapter (Data

Mining), and we will turn it into a function which will make it easier to use.

After turning it into a function though, we will add code to that function to track how it is used.
We could theoretically take this information we are tracking and send to results to some other

account.

This sort of tracking can be part of tracking program telemetry, which can be useful in figure out

where software is broken or where it is most or least useful. But it can also be violating the
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privacy of anyone using our funtion who doesn’t know we are tracking its use, or used
maliciously to steal user information.

Discord Setup

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord library

%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@_fake_discord_token_$%Ds"

# set up Discord client with permissions to read message_contents
intents = discord.Intents.default()
intents.message_content = True

load sentiment analysis library and make analyzer

import nltk

nltk.download(["vader_lexicon"])

from nltk.sentiment import SentimentIntensityAnalyzer
sia = SentimentIntensityAnalyzer()

[nltk_data] Downloading package vader_lexicon to
[nltk_data] C:\Users\kmthayer\AppData\Roaming\nltk data...
[nltk_data] Package vader_lexicon is already up-to-date!



original code to loop through submissions, finding average sentiment

This is the code from chapter 8 that loops through submissions in the specified channel and
calculates the average sentiment

# set up discord connection
client = discord.Client(intents=intents)

# TODO: put the discord channel id number below for the channel you want to use
channel_id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#special code to turn the post_history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot shoould work, start running your bot
client.run(discord_token)

num_posts = 0
total sentiment = 0

for post in recent_posts:

#tcalculate sentiment

post _sentiment = sia.polarity scores(post.content)["compound"]
num_posts += 1

total sentiment += post_sentiment

print("Sentiment: "
print(" post content:
print()

+ str(post_sentiment))
" + post.content)

average_sentiment = total_sentiment / num_posts
print("Average sentiment was " + str(average_sentiment))




Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

Sentiment: 0.784
post content: Breaking news: A lovely cat took a nice long nap today!

Sentiment: 0.0
post content: Breaking news: Someone said a really mean thing on the internet today!

Sentiment: ©.7088
post content: Breaking news: Some grandparents made some yummy cookies for all the k

Sentiment: -0.6114
post content: Breaking news: All the horrors of the universe revealed at last!

Average sentiment was 0.22034999999999996

Make a function using the code above for finding the average sentiment

We now make a function of that code above by doing the following:

e Add a def line at the start to make a function called find average sentiment
¢ Indent all the old code so that it becomes the contents of the function
find_average_sentiment

e Make the function take two arguments:

o channel_id , which takes place of “123456789", so the person calling the function can

choose which channel to search

o display_progress which defaults to False. This decides whether or not the print
statements are run when the function is run, so we can see the progress if we want, or
just get the answer by default

e At the end of the function, return the average_sentiment as the result



def find_average_sentiment(channel_id, display_progress = False):
# set up discord connection
client = discord.Client(intents=intents)

@client.event
async def on_ready():

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#tspecial code to turn the post _history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot shoould work, start running your bot
client.run(discord_token)

num_posts = 0
total sentiment = ©

for post in recent_posts:

#calculate sentiment

post sentiment = sia.polarity scores(post.content)["compound"]
num_posts += 1

total_sentiment += post_sentiment

if(display_progress):
print("Sentiment:
print(" post content:
print()

+ str(post_sentiment))
" + post.content)

average_sentiment = total_ sentiment / num_posts
if(display_progress):
print("Average sentiment was

+ str(average_sentiment))

return average_sentiment

Now let’s try using the function

find_average_sentiment(channel_id = 123456789)

# Provide instructions for what your discord bot should do once it has logged in

global recent_posts # Save the recent_posts variable outside our running bot



Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

0.22034999999999996

find_average_sentiment(channel_id = 987654321, display_progress=True)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down
Sentiment: 0.5093
post content: Look at my cute dog!

Sentiment: 0.0
post content: A baby lizard!

Sentiment: 0.6239
post content: The cutest bird ever!

Average sentiment was ©.3777333333333333

0.3777333333333333

Modify the function so it tracks use

Now we make another version of the same function, but with a small difference:

e \We make a list variable called sentiment_searches which exists outside the function.
e At the start of the function we add the subreddit being searched to that list. This way, as the

function gets used, we'll keep a history of its use in the sentiment_searches list



# Make a list to save what subreddit was used for each time "find_average_sentiment™ i
sentiment_searches = []

def find average sentiment(channel_id, display progress = False):

# Add the current subreddit being searched to the sentiment_searches list
sentiment_searches.append(channel_id)

# set up discord connection
client = discord.Client(intents=intents)

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post history = channel.history(limit=10)

#tspecial code to turn the post_history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot shoould work, start running your bot
client.run(discord_token)

num_posts = 0
total_sentiment = ©

for post in recent_posts:

#calculate sentiment

post_sentiment = sia.polarity_scores(post.content)["compound"]
num_posts += 1

total_sentiment += post_sentiment

if(display_progress):
print("Sentiment: + str(post_sentiment))
print("  post content: " + post.content)
print()

average_sentiment = total_sentiment / num_posts
if(display_progress):
print("Average sentiment was

+ str(average_sentiment))

return average_sentiment



Now let's run this version of the function

find_average_sentiment(channel_id = 123456789)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

0.22034999999999996

find_average_sentiment(channel_id = 987654321)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

0.3777333333333333

It looks like it works like normal, but our calls to the function have been tracked!

display(sentiment_searches)

[123456789, 987654321]

Now, if we were being malicious, we would hide this code in some other code library we would
try to convince you to use, that way you wouldn’t notice the code. And instead of just saving
those searches or posts to a variable, we would send it to ourselves, perhaps by putting code
into our social media code library to log into a different account and private messaged that info

to ourselves.

How can we trust code libraries?

If people can make code libraries track us and violate our privacy, how can we trust them? We
could try looking at the source code for the PRAW library to try and make sure the library we are



https://github.com/praw-dev/praw/

using isn't doing anything bad, but no programmer can be expected to read through all the

libraries they use. There is unfortunately no simple answer to this.
In fact, there are cases where people have messed with code libraries:

e The United States National Security Agency “paid massive computer security firm RSA $10

million to promote a flawed encryption system so that the surveillance organization could

wiggle its way around security.”

o Does US national security outweigh global computer security?
e Shortly after the Russian invasion of Ukraine in 2022, someone modified a popular NodeJS

code library so that it would automatically destroy files if it was run on a computer in Russia

or Belarus.

o Does opposing a military invasion justify sabatoging a code library?

And those are just the intentional problems with code libraries. All sorts of code libraries and
computer programs are full of security flaws, which are regularly discovered and fixed (though

who knows how much the flaws were exploited first).

9.5. Design Analysis: GDPR

We want to provide you, the reader, a chance to explore online privacy more.

In this activity, you will be looking at an official brochure on the EU's GDPR privacy law [i2_9]ﬂ1.

We will again follow the five-step CIDER method [i30] (Critique, Imagine, Design, Expand,

Repeat).
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So read through the official brochure on the EU's GDPR privacy law [i29] (for this activity ignore

any additional details or clarifications made elsewhere in the GDPR, since those weren't deemed
important enough to put on this brochure). Then do the following (preferably on paper or in a

blank computer document):

9.5.1. Critique (3-5 minutes, by yourself):

What assumptions does GDPR make about individuals or groups using social media, which might
not be true or might cause problems? List as many as you can think of (bullet points

encouraged).

9.5.2. Imagine (2-3 minutes, by yourself):

Select one of the above assumptions that you think is important to address. Then write a 1-2
sentence scenario where a user face difficulties because of the assumption you selected. This

represents one way the design could exclude certain users.

9.5.3. Design (3-5 minutes, by yourself):

Brainstorm ways to change the GDPR policy to avoid the scenario you wrote above. List as many

different kinds of potential solutions you can think of — aim for ten or more (bullet points


https://commission.europa.eu/system/files/2019-10/data-protection-factsheet-citizens_en.pdf

encouraged).

9.5.4. Expand (5-10 minutes, with others):

Combine your list of critiques with someone else’s (or if possible, have a whole class combine
theirs).

You can also consider reading criticism of the GDPR:

e What's wrong with the GDPR? — Politico [i31]
e How GDPR Is Failing — Wired [i32])

9.5.5. Repeat the Imagine and Design Tasks:

Select another assumption from the list above that you think is important to address. Make sure
to choose a different assumption than you used before. Choose one that you didn't come up

with yourself, if possible. Repeat the Imagine and Design steps.

[1] You could also try this with a brochure for businesses [i33], or look at a privacy and security

settings page on a social media site.

9.6. Reflection Questions

e What are your biggest concerns around privacy on social media?
e What incentives do social media companies have to protect privacy?
e What incentives to social media companies have to violate privacy?

e What incentives do social media companies have to be careless with privacy?
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10. Accessibility and Inclusivity

Now let's look at who social media sites work for, who they don’t, and what it takes to make a

social media site work for more people.

We'll mostly be looking at accessibility and inclusivity in terms of disability, but we'll also point

out issues like racial bias as well.
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10.1. Disability

A disability is an ability that a person doesn’t have, but that their society expects them to have.

01 For example:

e If a building only has staircases to get up to the second floor (it was built assuming everyone
could walk up stairs), then someone who cannot get up stairs has a disability in that
situation.

e If a physical picture book was made with the assumption that people would be able to see
the pictures, then someone who cannot see has a disability in that situation.

e If tall grocery store shelves were made with the assumption that people would be able to
reach them, then people who are short, or who can't lift their arms up, or who can't stand
up, all would have a disability in that situation.

e |f an airplane seat was designed with little leg room, assuming people’s legs wouldn't be too
long, then someone who is very tall, or who has difficulty bending their legs would have a

disability in that situation.

Which abilities are expected of people, and therefore what things are considered disabilities, are

socially defined [j1]. Different societies and groups of people make different assumptions about

what people can do, and so what is considered a disability in one group, might just be “normal”

in another.

There are many things we might not be able to do that won't be considered disabilities because
our social groups don't expect us to be able to do them. For example, none of us have wings that
we can fly with, but that is not considered a disability, because our social groups didn't assume

we would be able to. Or, for a more practical example, let's look at color vision:

Most humans are trichromats, meaning they can see three base colors (red, green, and blue),
along with all combinations of those three colors. Human societies often assume that people will
be trichromats. So people who can’t see as many colors are considered to be color blind [j2], a

disability. But there are also a small number of people who are tetrachromats [j3] and can see

four base colorsi2l and all combinations of those four colors. In comparison to tetrachromats,
trichromats (the majority of people), lack the ability to see some colors. But our society doesn’t
build things for tetrachromats, so their extra ability to see color doesn’t help them much. And
trichromats’ relative reduction in seeing color doesn’t cause them difficulty, so being a trichromat

isn't considered to be a disability.


https://en.wikipedia.org/wiki/Social_model_of_disability#Social_construction_of_disability
https://en.wikipedia.org/wiki/Color_blindness
https://www.bbc.com/future/article/20140905-the-women-with-super-human-vision

Some disabilities are visible disabilities that other people can notice by observing the disabled
person (e.g., wearing glasses is an indication of a visual disability, or a missing limb might be
noticeable). Other disabilities are invisible disabilities that other people cannot notice by

observing the disabled person (e.g., chronic fatigue syndrome [j4], contact lenses for a visual

disability, or a prosthetic for a missing limb covered by clothing). Sometimes people with
invisible disabilities get unfairly accused of “faking” or “making up” their disability (e.g., someone
who can walk short distances but needs to use a wheelchair when going long distances).

Disabilities can be accepted as socially normal, like is sometimes the case for wearing glasses or
contacts, or it can be stigmatized [j5] as socially unacceptable, inconvenient, or blamed on the

disabled person.

Some people (like many with chronic pain) would welcome a cure that got rid of their disability.
Others (like many autistic people [j6]), are insulted by the suggestion that there is something

wrong with them that needs to be “cured,” and think the only reason autism is considered a
"disability” at all is because society doesn't make reasonable accommodations for them the way
it does for neurotypical [j7] people.

Many of the disabilities we mentioned above were permanent disabilities, that is, disabilities
that won't go away. But disabilities can also be temporary disabilities, like a broken leg in a
cast, which may eventually get better. Disabilities can also vary over time (e.g., “Today is a bad
day for my back pain”). Disabilities can even be situational disabilities, like the loss of fine
motor skills when wearing thick gloves in the cold, or trying to watch a video on your phone in

class with the sound off, or trying to type on a computer while holding a baby.

As you look through all these types of disabilities, you might discover ways you have
experienced disability in your life. Though please keep in mind that different disabilities can be
very different, and everyone's experience with their own disability can vary. So having some

experience with disability does not make someone an expert in any other experience of disability.

As for our experience with disability, Kyle has been diagnosed with generalized anxiety disorder

[j8] and Susan has been diagnosed with depression [j9]. Kyle and Susan also both have:

e near sightedness [j10]: our eyes cannot focus on things far away (unless we use corrective

lenses, like glasses or contacts)
e ADHD [j11]: we have difficulty controlling our focus, sometimes being hyperfocused and
sometimes being highly distracted and also have difficulties with executive dysfunction [j12].



https://www.mayoclinic.org/diseases-conditions/chronic-fatigue-syndrome/symptoms-causes/syc-20360490
https://en.wikipedia.org/wiki/Ableism
https://www.autism360.com/news/autism-is-not-a-disability/
https://en.wikipedia.org/wiki/Neurotypical
https://www.mayoclinic.org/diseases-conditions/generalized-anxiety-disorder/symptoms-causes/syc-20360803
https://www.mayoclinic.org/diseases-conditions/depression/symptoms-causes/syc-20356007
https://en.wikipedia.org/wiki/Myopia
https://www.youtube.com/watch?v=xMWtGozn5jU
https://youtu.be/H4YIHrEu-TU

[1] There are many ways to think about disability, such as legal (what legally counts as a
disability?), medical (what is a problem to be cured?), identity (who views themselves as
"disabled"”), etc. We are focused here more on disability as it relates to design and who

things in our world are designed for.

[2] Trying to name the four base colors seen by tetrachromats is not straightforward since our
color names are based on trichromat vision. It seems that for tetrachromats blue would be
the same, but they would see three different base colors in the red/green range instead of

two.

10.2. Accessible Design

There are several ways of managing disabilities. All of these ways of managing disabilities might
be appropriate at different times for different situations.

10.2.1. Coping Strategies

Those with disabilities often find ways to cope with their disability, that is, find ways to work
around difficulties they encounter and seek out places and strategies that work for them
(whether realizing they have a disability or not). Additionally, people with disabilities might
change their behavior (whether intentionally or not) to hide the fact that they have a disability,
which is called masking and may take a mental or physical toll on the person masking, which

others around them won't realize.

For example, kids who are nearsighted and don't realize their ability to see is different from other
kids will often seek out seats at the front of classrooms where they can see better. As for us two
authors, we both have ADHD and were drawn to PhD programs where our tendency to

hyperfocus on following our curiosity was rewarded (though executive dysfunction with finishing

projects created challenges)/L.

This way of managing disabilities puts the burden fully on disabled people to manage their

disability in a world that was not designed for them, trying to fit in with “normal” people.

10.2.2. Modifying the Person



Another way of managing disabilities is assistive technology [j13], which is something that helps

a disabled person act as though they were not disabled. In other words, it is something that
helps a disabled person become more “normal” (according to whatever a society’'s assumptions

are). For example:

e Glasses help people with near-sightedness see in the same way that people with “normal”
vision do

e Walkers and wheelchairs can help some disabled people move around closer to the way
“normal” people can (though stairs can still be a problem)

e A spoon might automatically balance itself [[14] when held by someone whose hands shake

e Stimulants (e.g., caffeine, Adderall) can increase executive function in people with ADHD, so

they can plan and complete tasks more like how neurotypical people do.

Assistive technologies give tools to disabled people to help them become more “normal.” So the
disabled person becomes able to move through a world that was not designed for them. But
there is still an expectation that disabled people must become more “normal,” and often these

assistive technologies are very expensive.

Additionally, attempts to make disabled people (or people with other differences) act “normal”
can be abusive, such as Applied Behavior Analysis (ABA) therapy for autistic people [j15], or “Gay
Conversion Therapy” [j16].

10.2.3. Making an environment work for all

Another strategy for managing disability is to use Universal Design [j17], which originated in

architecture. In universal design, the goal is to make environments and buildings have options so

that there is a way for everyone to use itl2l. For example, a building with stairs might also have
ramps and elevators, so people with different mobility needs (e.g., people with wheelchairs, baby
strollers, or luggage) can access each area. In the elevators the buttons might be at a height that
both short and tall people can reach. The elevator buttons might have labels both drawn (for
people who can see them) and in braille (for people who cannot), and the ground floor button
may be marked with a star, so that even those who cannot read can at least choose the ground
floor.

In this way of managing disabilities, the burden is put on the designers to make sure the
environment works for everyone, though disabled people might need to go out of their way to

access features of the environment.


https://en.wikipedia.org/wiki/Assistive_technology
https://www.liftware.com/
https://neuroclastic.com/invisible-abuse-aba-and-the-things-only-autistic-people-can-see/
https://www.hrc.org/resources/the-lies-and-dangers-of-reparative-therapy
https://en.wikipedia.org/wiki/Universal_design

10.2.4. Making a tool adapt to users

When creating computer programs, programmers can do things that aren’t possible with
architecture (where Universal Design came out of), that is: programs can change how they work
for each individual user. All people (including disabled people) have different abilities, and
making a system that can modify how it runs to match the abilities a user has is called Ability

based design [j18]. For example, a phone might detect that the user has gone from a dark to a

light environment, and might automatically change the phone brightness or color scheme to be
easier to read. Or a computer program might detect that a user’s hands tremble when they are
trying to select something on the screen, and the computer might change the text size, or try to
guess the intended selection.

In this way of managing disabilities, the burden is put on the computer programmers and
designers to detect and adapt to the disabled person.

10.2.5. Are things getting better?

We could look at inventions of new accessible technologies and think the world is getting better
for disabled people. But in reality, it is much more complicated. Some new technologies make
improvements for some people with some disabilities, but other new technologies are
continually being made in ways that are not accessible. And, in general, cultures shift in many

ways all the time, making things better or worse for different disabled people.

[1] We've also noticed many youtube video essayists have mentioned having ADHD. This is
perhaps another job that attracts those who tend to hyperfocus on whatever topic grabbed
their attention, and then after releasing their video, move on to something completely
different.

[2] Universal Design has taken some criticism. Some have updated it, such as in acknowledging
that different people’s needs may be contradictory, and others have replaced it with
frameworks like Inclusive Design. [j19].

10.3. Why It Matters Who Designs

10.3.1. Who gets designed for


https://dl.acm.org/doi/10.1145/1952383.1952384
https://en.wikipedia.org/wiki/Inclusive_design

When designers and programmers don't think to take into account different groups of people,
then they might make designs that don't work for everyone. This problem often shows up in how

designs do or do not work for people with disabilities. But it also shows up in other areas as well.

The following tweet has a video of a soap dispenser that apparently was only designed to work

for people with light-colored skin.!l

®

Not found

If you have ever had a problem grasping the importance of diversity in tech and its impact

on society, watch this video pic.twitter.com/ZJ1Je1C4NW

— Chukwuemeka Afigbo (@nke_ise) August 16, 2017

Similarly, Twitter looked into bias in how their automatic image cropping algorithm worked [j20].

10.3.2. Who gets to be designers

In how we've been talking about accessible design, the way we've been phrasing things has
implied a separation between designers who make things, and the disabled people who things
are made for. And unfortunately, as researcher Dr. Cynthia Bennett [j21] points out, disabled

people are often excluded from designing for themselves, or even when they do participate in
the design, they aren’t considered to be the “real designers.” You can see Dr. Bennet's research

talk on this in the following Youtube Video:


https://blog.twitter.com/engineering/en_us/topics/insights/2021/sharing-learnings-about-our-image-cropping-algorithm
https://www.bennettc.com/
https://t.co/ZJ1Je1C4NW
https://twitter.com/nke_ise/status/897756900753891328?ref_src=twsrc%5Etfw

The Promise of Empathy: Design, Disability, and Knowing t...

10.3.3. Design Justice

We mentioned Design Justice [j22] earlier, but it is worth reiterating again here that design

justice includes considering which groups get to be part of the design process itself.

[1] If you can't see the video, it shows someone with light skin putting their hand under a soap
dispenser, and soap comes out. Then a person with dark skin puts their hand under a soap
dispenser, and nothing happens. The person with dark skin then puts a white paper towel on
their hand and then when they put their hand under the soap dispenser, soap comes out.
When the person with dark skin takes off the white paper towel, the soap dispenser won't

work for them anymore.

10.4. Alt-text on Social Media

Let's look more at a particular example of an accessibility design: alt-text on images (which we

mentioned previously in chapter 2).

10.4.1. Alt-text

Some users might not be able to see images on websites for a variety of reasons. The user might
be blind or low-vision. Their device or internet connection might not support images. Or perhaps

all the images got deleted (like what happened to The Onion).



https://www.youtube.com/watch?v=2dG_919Nyeo
https://design-justice.pubpub.org/
https://www.gawker.com/media/analysis-semafor-reinvents-news-by-making-it-more-confusing-to-read

In order for these users to still get the information intended from the images, the image can

come with alt-text. You can read more about alt-text in this New York Times feature [j23]

10.4.2. Demo: Alt-text From Discord

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Let's search for images and look up some alt-text on images posted to Discord

First we need to do our normal Discord login steps (and optional fake discord step)

Discord Setup

# Load some code called "discord" that will help us work with Discord
import discord

# Load another library that helps the bot work in Jupyter Noteboook
import nest_asyncio
nest_asyncio.apply()

(optional) make a fake Discord connection with the fake_discord library

For testing purposes, we've added this line of code, which loads a fake version of discord, so it
wont actually connect to Discord. If you want to try to actually connect to Discord, don’t run

this line of code.

%run ../../fake_apis/fake_discord.ipynb

Fake discord is replacing the discord.py library. Fake discord doesn't need real passwords,

and prevents you from accessing real discord

# Set up your Discord connection
# TODO: put the discord token for your bot below
discord_token = "m#5@_ fake_discord_token_$%Ds"

# set up Discord client with permissions to read message contents
intents = discord.Intents.default()
intents.message_content = True



https://www.nytimes.com/interactive/2022/02/18/arts/alt-text-images-descriptions.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch10_accessibility/04_alt_text/02_demo_alt_text.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/bsky/ch10_accessibility/04_alt_text/02_demo_alt_text.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch10_accessibility/04_alt_text/02_demo_alt_text.html

Load posts from a discord channel

We'll load a set of posts from a discord channel (if you are doing this on real discord, you'll have

to put the correct channel_id in the code). Hopefully the posts will have some images.

# set up discord connection
client = discord.Client(intents=intents)

# TODO: put the discord channel id number below for the channel you want to use
channel_id = 123456789

# Provide instructions for what your discord bot should do once it has logged in
@client.event
async def on_ready():

global recent_posts # Save the recent_posts variable outside our running bot

# Load the discord channel you want to post to
channel = client.get_channel(channel_id)

# Get the latest post in the channel history
post_history = channel.history(limit=10)

#special code to turn the post_history from discord into a python list
recent_posts = [post async for post in post_history]

# Tell your bot to stop running
await client.close()

# Now that we've defined how the bot shoould work, start running your bot
client.run(discord_token)

Fake discord is pretending to set up a client connection
Fake discord bot is fake logging in and starting to run

Fake discord bot is shutting down

display alt-text of any images we find in those posts

To see alt-text in posts, we check the “attachments” for embedded information (which might be
images). If it does, then we display info about the post, and loop through the attachements

(which may be images), display the alt-text description and a link to the attachment.



for post in recent_posts:
if(len(post.attachments) > 9):
print("Post by " + post.author.display_name + ":")
print(" ---- ")
print(" - Content:

+ post.content)

for attachment in post.attachments:

print(" ---- ")
print(" - attachment content type: " + str(attachment.content_type))
print(" - alt text (description): " + str(attachment.description))
print(" - img link (proxy_url): " + str(attachment.proxy_url))
print("--------- e ")
print()

Post by fake_user:

- Content: Breaking news: A lovely cat took a nice long nap today!
- attachment content type: image/png

alt text (description): a peaceful cat

img link (proxy_url): fake_catl.jpg

- attachment content type: image/png
- alt text (description): another view of a peaceful cat, sleeping on a couch in a st
- img link (proxy_url): fake_cat2.jpg

Post by pretend_user:

- Content: Breaking news: Someone said a really mean thing on the internet today!
- attachment content type: image/png
- alt text (description): None
- img link (proxy_url): imgl.jpg

Post by not_real user:

- Content: Breaking news: All the horrors of the universe revealed at last!

- attachment content type: image/png
- alt text (description): eldritch horror
- img link (proxy_url): img2.jpg

What alt-texts do you find helpful?



In the above output, you are in a position where you can read the alt-text of the image, but you
can't see the image (unless you open up the actual posts, which if you are looking at the

fake_discord output, there are no actual posts).

Without seeing the images you can hopefully see what makes alt-text useful or not. Posts
without alt-text will be hard to make sense of, and some alt text on photos might tell you

information about the photo, but not the information you need.

10.5. Design Analysis: Accessibility

We want to provide you, the reader, a chance to explore accessibility more.

In this activity you will be looking at a social media site on your device (e.g., your phone or

computer).

We will again follow the five step CIDER method [j24] (Critique, Imagine, Design, Expand, Repeat).

(¢ 1.~ D E R

o
CRITIQUE IMAGINE DESIGN EXPAND REPEAT
Identify Pick one Brainstorm Learn about new Redo I and D
embedded assumption and changes to types of bias using a new-to-
assumptions envision how it improve from peers’ you assumption
about users excludes users inclusion assumptions from EXPAND list

So open a social media site on your device (the website or app may have additional accessibility
settings, but don't use those for now, just consider how it works as it is currently). Then do the

following (preferably on paper or in a blank computer document):

10.5.1. Critique (3-5 minutes, by yourself):


https://medium.com/@OAlannah/beyond-average-users-building-inclusive-design-skills-with-the-cider-technique-413969544e6d?source=friends_link&amp;sk=6c9184c8a88feae058cfb073a44985f7

What assumptions do the site and your device make about individuals or groups using social
media, which might not be true or might cause problems? List as many as you can think of

(bullet points encouraged).

10.5.2. Imagine (2-3 minutes, by yourself):

Select one of the above assumptions that you think is important to address. Then write a 1-2
sentence scenario where a user face difficulties because of the assumption you selected. This

represents one way the design could exclude certain users.

10.5.3. Design (3-5 minutes, by yourself):

Brainstorm ways to change the site or your device to avoid the scenario you wrote above. List as
many different kinds of potential solutions you can think of — aim for ten or more (bullet points

encouraged).

10.5.4. Expand (5-10 minutes, with others):

Combine your list of critiques with someone else’s (or if possible, have a whole class combine
theirs).

10.5.5. Repeat the Imagine and Design Tasks:

Select another assumption from the list above that you think is important to address. Make sure
to choose a different assumption than you used before. Choose one that you didn't come up
with yourself, if possible. Repeat the Imagine and Design steps.

10.5.6. Explore accessibility settings

Now, try to find the accessibility settings on the social media site and on your device.

For each setting you see, try to come up with what disabilities that setting would be beneficial

for (there may be multiple).
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11. Recommendation Algorithms

Now let's look at how social media platforms decide what content to show you or recommend

for you: recommendation algorithms.

11.1. What Recommendation Algorithms Do

When social media platforms show users a series of posts, updates, friend suggestions, ads, or
anything really, they have to use some method of determining which things to show users. The
method of determining what is shown to users is called a recommendation algorithm, which is
an algorithm (a series of steps or rules, such as in a computer program) that recommends posts

for users to see, people for users to follow, ads for users to view, or reminders for users.

Some recommendation algorithms can be simple such as reverse chronological order, meaning it
shows users the latest posts (like how blogs work, or Twitter's “See latest tweets” option). They

can also be very complicated taking into account many factors, such as:

e Time since posting (e.g., show newer posts, or remind me of posts that were made 5 years
ago today)
e Whether the post was made or liked by my friends or people I'm following
e How much this post has been liked, interacted with, or hovered over
e Which other posts I've been liking, interacting with, or hovering over
e What people connected to me or similar to me have been liking, interacting with, or
hovering over
e What people near you have been liking, interacting with, or hovering over (they can find
your approximate location, like your city, from your internet IP address, and they may know
even more precisely)
o This perhaps explains why sometimes when you talk about something out loud it gets
recommended to you (because someone around you then searched for it). Or maybe

they are actually recording what you are saying and recommending based on that.

e Phone numbers or email addresses (sometimes collected deceptively [k1]) can be used to

suggest friends or contacts.
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e And probably many more factors as well!

Now, how these algorithms precisely work is hard to know, because social media sites keep these

algorithms secret, probably for multiple reasons:

e They don't want another social media site copying their hard work in coming up with an
algorithm

e They don't want users to see the algorithm and then be able to complain about specific
details

e They don't want malicious users to see the algorithm and figure out how to best make their

content go viral

11.1.1. Choosing Recommendation Algorithms

Sometimes social media platforms let users choose between different recommendation
algorithms, like in the examples below:

Sort By: Hot v E v

Sort by
Hot
New
Top

Rising

Fig. 71.7 Reddit subreddit options for sort order of posts (according to different algorithms).
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Choose a mode to fine-tune your station

My Station

Crowd Faves

Discovery

Deep Cuts

Newly Released

Artist Only

Fig. 11.2 Pandora music app recommendation options.

11.1.2. Reflections

e What experiences do you have of social media sites making particularly good
recommendations for you?
e What experiences do you have of social media sites making particularly bad

recommendations for you?

11.2. Ethical Analysis of Recommendation Algorithms

When we look at ethics and responsibility in regards to recommendation algorithms, it can be
helpful to consider the difference between individual analysis and systemic analysis.

11.2.1. Individual vs. Systemic Analysis [k2]

Individual analysis focuses on the behavior, bias, and responsibility an individual has, while

systemic analysis focuses on the how organizations and rules may have their own behaviors,
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biases, and responsibility that aren’t necessarily connected to what any individual inside intends.

For example, there were differences in US criminal sentencing guidelines between crack cocaine
vs. powder cocaine in the 90s. The guidelines suggested harsher sentences on the version of
cocaine more commonly used by Black people, and lighter sentences on the version of cocaine
more commonly used by white people. Therefore, when these guidelines were followed, they had
have racially biased (that is, racist) outcomes regardless of intent or bias of the individual judges.

(See: https://en.wikipedia.org/wiki/Fair_Sentencing_Act) [k3].

11.2.2. Recommendation Algorithms as Systems

Similarly, recommendation algorithms are rules set in place that might produce biased, unfair, or
unethical outcomes. This can happen whether or not the creators of the algorithm intended
these outcomes. Once these algorithms are in place though, the have an influence on what
happens on a social media site. Individuals still have responsibility with how they behave, but the
system itself may be set up so that individual efforts cannot not be overcome the problems in

the system.

Kelsey D. Atherton
@AthertonKD

=al >

Oh, you're experiencing a structural problem? Have
you ever considered trying different personal choices
instead?

10:20 AM - Apr 22, 2019
11.3K Retweets 569 Quote Tweets 37.4K Likes

Fig. 11.3 A tweet [k4] highlighting the difference between structural problems (systemic analysis)

and personal choices (individual analysis).

Sometimes though, individuals are still blamed for systemic problems. For example, Elon Musk,
who has the power to change Twitters recommendation algorithm, blames the users for the

results:
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¥ ElonMusk &
. @elonmusk

Trashing accounts that you hate will cause our
algorithm to show you more of those accounts, as it is
keying off of your interactions.

Basically saying if you love trashing *that™ account,
then you will probably also love trashing *this*
account. Not actually wrong lol.

7:47 PM - Jan 16, 2023 - 22,9M Views

18.9K Retweets 5,514 Quote Tweets 201.3K Likes

Fig. 71.4 A tweet [k5] from current Twitter owner Elon Musk blaming users for how the

recommendation algorithm interprets their behavior.

Elon Musk’s view expressed in that tweet is different than some of the ideas of the previous

owners, who at least tried to figure out how to make Twitter’'s algorithm support healthier

conversation [k6].

Though even modifying a recommendation algorithm has limits in what it can do, as social

groups and human behavior may be able to overcome the recommendation algorithms

influence.

11.3. Individual Concerns with Recommendation Algorithms

Let's look at some of the concerns that an individual user might have with recommendation

algorithms.

11.3.1. How recommendations can go well or poorly

Friends or Follows:

Recommendations for friends or people to follow can go well when the algorithm finds you

people you want to connect with.
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Recommendations can go poorly when they do something like recommend an ex or an abuser

because they share many connections with you.

Reminders:

Automated reminders can go well in a situation such as when a user enjoys the nostalgia of

seeing something from their past.

Automated reminders can go poorly when they give users unwanted or painful reminders, such
as for miscarriages [k7], funerals, or break-ups [k8]

Ads:

Advertisements shown to users can go well for users when the users find products they are
genuinely interested in, and for making the social media site free to use (since the site makes its

money from ads).

Advertisements can go poorly if they become part of discrimination (like only showing housing

ads to certain demographics of people [k9]), or reveal private information (like revealing to a

family that someone is pregnant [k10])

Content (posts, photos, articles, etc.)

Content recommendations can go well when users find content they are interested in.
Sometimes algorithms do a good job of it and users are appreciative. TikTok has been mentioned

in particular as providing surprisingly accurate recommendations, though Professor Arvind

Narayanan argues [k11] that TikTok’s success with its recommendations relies less on advanced

recommendation algorithms, and more on the design of the site making it very easy to skip the

bad recommendations and get to the good ones.

Content recommendations can go poorly when it sends people down problematic chains of

content, like by grouping videos of children in a convenient way for pedophiles [k12], or Amazon

recommending groups of materials for suicide [k13].

11.3.2. Gaming the recommendation algorithm
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Knowing that there is a recommendation algorithm, users of the platform will try to do things to
make the recommendation algorithm amplify their content. This is particularly important for

people who make their money from social media content.

For example, in the case of the simple “show latest posts” algorithm, the best way to get your
content seen is to constantly post and repost your content (though if you annoy users too much,
it might backfire).

Other strategies include things like:

e Clickbait: trying to give you a mystery you have to click to find the answer to (e.g., “You
won't believe what happened when this person tried to eat a stapler!”). They do this to boost
clicks on their link, which they hope boosts them in the recommendation algorithm, and
gets their ads more views

¢ Trolling: by provoking reactions, they hope to boost their content more

e Coordinated actions: have many accounts (possibly including bots) like a post, or many
people use a hashtag, or have people trade positive reviews

Youtuber F.D. Signifier explores the YouTube recommendation algorithm and interviews various
people about their experiences (particularly Black Youtubers like himself) in this video (it's very

long, so we'll put some key quotes below):

Break Bread

A recommendation algorithm like YouTube's tries to discover categories of content, so the

algorithm can recommend more of the same type of content. F.D. Signifier explains:


https://www.youtube.com/watch?v=41B5YonixBs

[A social media platforms] collects data on the viewing habits of each viewer and it uses
that data to organize both viewers and channels into rabbit holes. All of this is automated
by Al bots and machine learning. And all shade aside, it's pretty impressive what they're
able to do. But these bots have no soul no conscience and most problematically no concept

of social justice or responsibility.

[...]

Without this social responsibility effectively engineered, YouTube will and has funnel
creators and viewers around in ways that reflect the biases and prejudices of the population

it serves.

[...]

[As | follow YouTube recommendations] It's far more likely that my biases will be confirmed
and possibly even enhanced than they are to be challenged and re-evaluated. And it's likely
for a lot of consumers of YouTube that they will be segregated by political cultural and

ethnic lines.

Since a recommendation algorithm may base its decisions on how users engage with content,
the biases of users play into what gets boosted by the algorithm. For example, one common
piece of advice on YouTube is for creators to put their faces on their preview thumbnail, but
given that many users have a bias against Black people (whether intentional or not), this advice

might not work:

In preparation for this video, and in just wanting to test out how to improve my channel’s
reach, | took my Black face off of pretty much every thumbnail of any video that I've made
up until this point. And the result was a clear uptick in views on each video that i did this

for.

Additionally, because of how YouTube categorizes content, if someone tries to make content that
doesn't fill well in the existing categories, the recommendation algorithm might not boost it, or it

might boost it in ill-fitting locations.



[Two problems happen with Black people trying to make educational content for Black

audiences:]

1. Black viewers of educational channels are funneled into white content spaces and
2. Black content creators of educational content are funneled into really non-educational

and in many cases toxic anti-Black content spaces.

11.3.3. Reflections

e What responsibilities do you think social media platforms should have in what their

recommendation algorithms recommend?
e What strategies do you think might work to improve how social media platforms use

recommendations?

11.4. Societal Concerns with Recommendation Algorithms

Now let's look at some larger societal concerns with the effects of recommendation algorithms.

11.4.1. Filter Bubbles

One concern with how recommendation algorithms is that they can create filter bubbles (or

"epistemic bubbles” or "echo chambers” [k14]), where people get filtered into groups and the

recommendation algorithm only gives people content that reinforces and doesn’t challenge their
interests or beliefs. These echo chambers allow people in the groups to freely have conversations

among themselves without external challenge.
The filter bubbles can be good or bad, such as forming bubbles for:

e Hate groups, where people’s hate and fear of others gets reinforced and never challenged

e Fan communities, where people’s appreciation of an artist, work of art, or something is
assumed, and then reinforced and never challenged

e Marginalized communities can find safe spaces where they aren’t constantly challenged or

harassed (e.g., a safe space [k15])



https://en.wikipedia.org/wiki/Echo_chamber_(media)#Echo_chambers_vs_epistemic_bubbles
https://en.wikipedia.org/wiki/Safe_space

11.4.2. Amplifying Polarization and Negativity

There are concerns that echo chambers increase polarization, where groups lose common
ground and ability to communicate with each other. In some ways echo chambers are the
opposite of context collapse, where contexts are created and prevented from collapsing. Though

others have argued [k16] that people do interact across these echo chambers, but the

contentious nature of their interactions increases polarization.

Along those lines, ff social media sites simply amplify content that gets strong reactions, they will
often amplify the most negative and polarizing content. Recommendation algorithms can make

this even works. For example: At one point, Facebook counted the default “like” reaction less

than the "anger” reaction, which amplified negative content [k17].

On Twitter, one study found [k18]:

“Whereas Google gave higher rankings to more reliable sites, we found that Twitter boosted

the least reliable sources, regardless of their politics.”

According to another study [k19] on Twitter:

“An analysis [...] suggested that when users swarm tweets to denounce them with quote
tweets and replies, they might be cueing Twitter’s algorithm to see them as particularly
engaging, which in turn might be prompting Twitter to amplify those tweets. The upshot is
that when people enthusiastically gather to denounce the latest Bad Tweet of the Day, they
may actually be ensuring more people see it than had they never decided to pile on in the
first place.

That possibility raises serious questions of what constitutes responsible civic behavior on

Twitter and whether the platform is in yet another way incentivizing combative behavior.”

Though this is a big concern about Internet-based social media, traditional media sources also

play into this: For example, this study: Cable news has a much bigger effect on America’s

polarization than social media, study finds [k20]

Note: polarization itself is not necessarily bad (do we want to make everyone believe the exact

same thing?), and some argue that in some situations polarization is even a good thing [k21].
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11.4.3. Radicalization

Building off of the amplification polarization and negativity, there are concerns (and real
examples) of social media (and their recommendation algorithms) radicalizing people into

conspiracy theories and into violence.

Rohingya Genocide in Myanmar

A genocide of the Rohingya people in Myanmar [k22] started in 2016, and in 2018 Facebook

admitted it was used to ‘incite offline violence’' in Myanmar [k23]. In 2021, the Rohingya sued

Facebook for £150bn [k24] over how Facebook amplified hate speech and didn't take down

inflammatory posts.
See also:

e Erin Kissane's series of posts on Facebook and Myanmar [k25], including part 4 [k26] with

implications for new social media networks like Mastodon and Bluesky.

The Flat Earth Movement

The flat earth movement (an absurd conspiracy theory that the earth is actually flat, and not a
globe) gained popularity in the 2010s. As YouTuber Dan Olson explains it in his (rather long)
video In Search of a Flat Earth [k27]:

Modern Flat Earth [movement] was essentially created by content algorithms trying to
maximize retention and engagement by serving users suggestions for things that are,
effectively, incrementally more concentrated versions of the thing they were already looking
at. Bizarre cranks peddling random theories are an aspect of civilization that has always
been with us, so it was inevitable that they would end up on YouTube, but the algorithm
made sure they found an audience. These systems were accidentally identifying people
susceptible to conspiratorial and reactionary thinking and sending them increasingly deeper

into Flat Earth evangelism.

Dan Oleson then explained that by 2020, the flat earth content was getting less views:
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https://youtu.be/JTfhYyTuT44

The bottom line is that Flat Earth has been slowly bleeding support for the last several

years.

Because they're all going to QAnon [k28].

See also: YouTube aids flat earth conspiracy theorists, research suggests [k29]

11.4.4. Discussion Questions

e What responsibilities do you think social media platforms should have in regards to larger
social trends?

e Consider impact vs. intent. For example, consequentialism only cares about the impact of an
action. How do you feel about the importance of impact and intent in the design of
recommendation algorithms?

e What strategies do you think might work to improve how social media platforms use
recommendations?

11.5. Recommendation Bot

If you don't want the coding version of this online textbook go here: No Coding

Let's now make a bot to try out our own recommendation algorithm. Before we can do that
though, we'll need to look at how to use dictionaries for counting.

11.5.1. Demo: Dictionary Counters

We've already seen in Chapter 8 how to make loop variables in order to keep track of something

we are looping over. We are now going to learn a way of using dictionaries to do that which will

help us solve more problems.

But first, let's remember how we did loop variables

Loop Variables (review)


https://www.bbc.com/news/technology-47279253
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch11_recommendations/05_recommend_bot/00_intro.html
https://www.adl.org/resources/backgrounder/qanon

To use loop variables, we create a variable before our loop, and give it an initial value (often 0).
Then within the loop over each item in our list, we can optionally add something to our loop

variable. After the loop, our variable will have our final result.

nsn

For example, here is code to count the number of “i"s in “Mississippi”:

# create a loop variable to track the total number of i's
# start it with 9, since we've seen @ i's so far
num_i = ©

# go through each letter in the word
for letter in "Mississippi”:
# if the letter was an i, then add one to our loop variable
if letter == "i":
num_i += 1

# we now have the total number of i's
display("total number of i's was: " + str(num_i))

"total number of i's was: 4"

un

In the code above we made a variable to count the number of “i”s. But what if we wanted to
count the other letters? Then we'd need one variable for each letter. For the code above we
could do this:



# create a loop variable to track the total number of each possible letter
# start it with @, since we've seen 0 letters so far

num_M =
num_1i =
num_s =

0
0
0
num_p (%]

# go through each letter in the word
for letter in "Mississippi":
# check each letter, then add one to the correct loop variable
if letter == "M":
num_M +=
elif letter
num_i +=
elif letter
num_s +=
elif letter
num_p +=

1}
L I T | O T [ ]
wn

# we now have the total number of i
display("total number of M's was:
display("total number of i's was:
display("total number of s's was:
display("total number of p's was:

str(num_M))
str(num_i))
str(num_s))
str(num_p))

+ + + + w0

"total number of M's was: 1"

"total number of i's was: 4"

"total number of s's was: 4"

"total number of p's was: 2"

Now what if we didn't know what letters were possibly in the word we wanted to check? We'd
need to make 26 variables, or if we had capital and lowercase letters separate, then we'd need 52

variables. But what about numbers? Punctuation? Other symbols?

Making separate loop variables is going to become a real pain. But there is another strategy we

Ccan use:

Dictionary Counters



We can make use of dictionaries, which are good for looking up values, to store information

about each letter we come across.

So instead of having the variables: num M, num_i, num_s,and num_p, we could have a

dictionary called letter_counts that we want in the end to look like this:

-

-

N D BB
-

The way we can build up this dictionary in code is that we can create our letter_ counts

dictionary before the loop, and initialize it empty ( {} ), with no letters or count values.

Then, in our loop, when we see a letter, we can look it up in our dictionary. If we don't find it in
our dictionary, we add that letter and set it's count to 1 (since we just saw one). If we did find a

count already in our dictionary, then we add one to the count.

At the end, we will have entries in our dictionary for all the letters we found, showing their count.
All the letters that don’t have entries in are dictionary are ones we didn’t find (implying their

count is 0).

Here is the code re-written with a dictionary counter:

# create a dictionary counter before the loop
# it has no entries, since we have seen no letters yet
letter_counts = {}

# go through each letter in the word
for letter in "Mississippi™:
if letter not in letter_counts: # If there is no entry for this letter yet
letter_counts[letter] = 1 # then make an entry set to 1
else: # otherwise, there was an entry
letter_counts[letter] += 1 # so add one to that entry

# we now have the total number of letters
display("total letter counts are: ")
display(letter_counts)




'total letter counts are:

Now we don't have to figure out what letters we are expecting, and we will just add as many
entries to our dictionary as letters we come accross. We we can change our string we are looking

through and our code still works:

# create a dictionary counter before the loop
# it has no entries, since we have seen no letters yet
letter_counts = {}

# go through each letter in the string
for letter in "unexpected letters: &$$*&":
if letter not in letter_counts: # If there is no entry for this letter yet
letter_counts[letter] = 1 # then make an entry set to 1
else: # otherwise, there was an entry
letter_counts[letter] += 1 # so add one to that entry

# we now have the total number of letters
display("total letter counts are:")
display(letter_counts)

'total letter counts are:’
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One final trick we'll do with our count dictionary, is order it by the most common letters (with the

most common ones first).

This code has a few different Python features, so don’t worry about it too much, but we'll explain

it a little below

# Sort the letter counts (and save in a new variable: sorted letter counts)
sorted_letter_counts = sorted(letter_counts.items(), key=lambda x: -x[1])

display("total letter counts (sorted) are:")
display(sorted letter_counts)

"total letter counts (sorted) are:'

5),
3),
2),
2),
2),
1,
1,
1),
1),
1),
1),
1,
1,
1),
1),
D]

+ o
\-\.-\.

[N Y

- -

- - [N Y . .

n 3 HFAQA N T X 35 C AR

[ IV

* oo

AN AN AN AN AN AN AN A A A A A A A A

-

The code above had a few new features. Again don't worry about understanding it too much, but

the pieces of this code are:

e sorted() - afunction that takes a list, and a function that gets the value to use for sorting

e letter_counts.items() - this takes a dictionary and gets all the key-value pairs (together in
a list-like datatype called a "tuple”). So it has, for example (‘e’, 5) to mean the dictionary said
the count for e was 5.

e key=lambda x: -x[1] - this part is for getting the key (that is, the thing to be sorted)

o it takes a function (in this case a function that we don't give a name, which we call a

lambda function)



o the function for each of the key-value pairs (saved into a variable called x ), gets the
value out (the second thing in the key-value pair, so x[1] ) and makes it negative

( -x[1] ) so it puts the highest count first

11.5.2. Practice: Dictionary Counters

Now it's your turn to practice dictionary counters

1. Copy the code from the demo that counts letters in a string. Modify the string to be

something else and find the letter_counts (no need to sort)

# TODO: enter your code here

Now let's try this with words.

The code below makes a string, and then splits it into words by dividing it apart at each space.

# Save a poem into a string (we can use to make a multiline string)
# Fire and Ice BY ROBERT FROST (now public domain)

poem = """Some say the world will end in fire,

Some say in ice.

From what I’ve tasted of desire

I hold with those who favor fire.

But if it had to perish twice,

I think I know enough of hate

To say that for destruction ice

Is also great

And would suffice."™""

# split the string (all lowercase) into words

import re # import the Regular Expressions library, to help us split words

#make the poem all lowercase

lower_case_poem = poem.lower()

# split the poem into pieces at all spaces and newlines (\s), and ,'s and .'s
poem_split_by_spaces_and_punctuation = re.split(("[\s,.]"), lower_case_poem)
# get rid of some empty strings "" that ended up in our 1list
split _poem = list(filter(None, poem_split by spaces_and_punctuation))

print(split_poem)




['some', 'say', 'the', 'world', 'will', 'end', 'in', 'fire', 'some', 'say', 'in', ‘'ice

<>:20: SyntaxWarning: invalid escape sequence '\s'

<>:20: SyntaxWarning: invalid escape sequence '\s'

C:\Users\kmthayer\AppData\Local\Temp\ipykernel 53720\735270539.py:20: SyntaxWarning: ir
poem_split_by spaces_and_punctuation = re.split(("[\s,.]"), lower_case_poem)

2. Make code that counts how often each word appears in the poem (it should be very similar
to the code from problem 1 above

# TODO: enter your code here

11.5.3. Demo: Recommendations on Discord

Choose Social Media Platform: Reddit | Discord | Bluesky | No Coding

Unfortunately for the purposes of our textbook here, Discord consists of largely private social

media networks, which makes our recommendation examples not work well here.

Please see one of our other platforms for examples of using dictionary counters to generate
recommendations.

11.6. Design Activity

Come up with at least two different theoretical sets of rules (recommendation algorithms) for

what would make a “good” social media post to recommend.

e Consider all the information you could get about a post, both from the social media API, and

also information the social media company has internally. For example:
o post engagement
o Information about the user
o Information about the topic (that we can try to guess)

o Other data mining strategies (like Sentiment Analysis)
e Compare your two different strategies, and think about how users might try to behave in

order to game the algorithm


file:///C:/code/classes/101-book/social_media_ethics_automation/_build/reddit/ch11_recommendations/05_recommend_bot/03_demo_recommend.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/bsky/ch11_recommendations/05_recommend_bot/03_demo_recommend.html
file:///C:/code/classes/101-book/social_media_ethics_automation/_build/nocode/ch11_recommendations/05_recommend_bot/03_demo_recommend.html
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12. Virality

We've now covered many of the aspects of how content spreads on social media platforms, (that

is, content going “viral”), so now let’s turn specifically to the concept of virality in more depth.
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12.1. Evolution and Memes

In order to understand what we are talking about when we say something goes “viral”, we need

to first understand evolution and memes.

12.1.1. Evolution

Biological evolution is how living things change, generation after generation, and how all the

different forms of life, from humans to bacteria, came to be.
Evolution occurs when three conditions are present:

¢ Replication (with Inheritance)
o An organism can make a new copy of itself, which inherits its characteristics
e Variations / Mutations
o The characteristics of an organism are sometimes changed, in a way that can be
inherited by future copies
e Natural Selection
o Some characteristics make it more or less likely for an organism to compete for

resources, survive, and make copies of itself

When those three conditions are present, then over time successive generations of organisms

will:

e be more adapted to their environment
e divide into different groups and diversify

e stumble upon strategies for competing with or cooperating with other organisms.

12.1.2. Memes

In the 1976 book The Selfish Gene [I3], evolutionary biologist Richard Dawkinst! said rather than

looking at the evolution of organisms, it made even more sense to look at the evolution of the
genes of those organisms (sections of DNA that perform some functions and are inherited). For
example, if a bee protects its nest by stinging an attacking animal and dying, then it can't
reproduce and it might look like a failure of evolution. But if the gene that told the bee to die
protecting the nest was shared by the other bees in the nest, then that one bee dying allows the

gene to keep being replicated, so the gene is successful evolutionarily.


https://en.wikipedia.org/wiki/The_Selfish_Gene

Since genes contained information about how organisms would grow and live, then biological
evolution could be considered to be evolving information. Dawkins then took this idea of the

evolution of information and applied it to culture, coining the term “meme” (intended to sound

like “gene” [14]).

A meme is a piece of culture that might reproduce in an evolutionary fashion, like a hummable
tune that someone hears and starts humming to themselves, perhaps changing it, and then
others overhearing next. In this view, any piece of human culture can be considered a meme that
is spreading (or failing to spread) according to evolutionary forces. So we can use an

evolutionary perspective to consider the spread of:

e Technology (languages, weapons, medicine, writing, math, computers, etc.),
e religions

e philosophies

e political ideas (democracy, authoritarianism, etc.)

® art

e organizations

e etc.

We can even consider the evolutionary forces that play in the spread of true and false
information (like an old saying: “A lie is halfway around the world before the truth has got its
boots on.” [I5])

[1] While we value Dawkin’s contribution to evolutionary theory, we don't want to make this an

endorsement of any of his later statements or views.

12.2. Pre-internet Virality Examples

Since we can look at any part of culture through an evolutionary perspective (memes), we can
see how things “went viral” before the invention of the internet.

12.2.1. Books

The book Writing on the Wall: Social Media - The First 2,000 Years [I6] describes how, before the

printing press, when someone wanted a book, they had to find someone who had a copy and

have a scribe make a copy. So books that were popular spread through people having scribes


https://en.wikipedia.org/wiki/Meme#Etymology
https://interestingliterature.com/2021/06/lie-halfway-round-world-before-truth-boots-on-quote-origin-meaning/
https://www.amazon.com/Writing-Wall-Social-Media-First/dp/1620402831

copy each other’s books. And with all this copying, there might be different versions of the book
spreading around, because of scribal copying errors, added notes, or even the original author
making an updated copy. So we can look at the evolution of these books: which got copied, and

how they changed over time.

12.2.2. Chain letters

When physical mail was dominant in the 1900s, one type of mail that spread around the US was
a chain letter [I7]. Chain letters were letters that instructed the recipient to make their own copies
of the letter and send them to people they knew. Some letters gave the reason for people to

make copies might be as part of a pyramid scheme [I8] where you were supposed to send

money to the people you got the letter from, but then the people you send the letter to would
give you money. Other letters gave the reason for people to make copies that if they made

copies, good things would happen to them, and if not bad things would, like this:

You will receive good luck within four days of receiving this letter, providing, you in turn
send it on. [...] An RAF officer received $70,000 [...] Gene Walsh lost his wife six days after

receiving the letter. He failed to circulate the letter.

WITH LOVE ALL THINGS ARE POSSIBLE

This paper has been sent to you for good luck. The original copy
is in New England. It has been around the world nine times. The luck
has now been sent to you. You will receive good luck within four days
of receiving this letter, providing, you in turn send it on. This is
no joke. You will receive it in the mail. Send copies to people you
think need good luck. Don't send money as fate has no price. Do not
keep this letter, It must leave your hands within 96 hours. An RAF
officer received $70,000. Joe Elliot received $40,000 and lost it be-
cause he broke the chain. While in the Philippines, Gene Walsh lost
his wife six days after receiving the letter. He failed to circulate
the letter. However, before her death he received $7,755,000. Please
send 20 copies of the letter and see what happens in four days. The
chain comes from Venezuela and was written by Saul Anthony Decroup, a
missionary from South America. Since the copy must make a tour around
the world, you must make 20 copies and send them to friends and asso-
ciates, After a few days you will get a surprise. This is true even
if you aren't superstitious. Do note the following: Constantion Dias
received the chain in 1953. He asked his secretary to make 20 copies
and send them out. A few days later he won the lottery of two million
dollars, Carle Dadditt, an office emplovee, received the letter and
forgot it had to leave his hands within 96 hours. He lost his job.
Later, after finding the letter again, he mailed out the 20 copies.

A few days later he got a better job, Dalan Fairchild received the
letter and not believing, threw the letter away. Nine days later he
died. Remember, send no money, and please don't ignore this.

IT WORKS
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Fig. 12.2 An example chain letter from https://cs.uwaterloo.ca/~mli/chain.html [I9].

The spread of these letters meant that people were putting in effort to spread them (presumably
believing making copies would make them rich or help them avoid bad luck). To make copies,
people had to manually write or type up their own copies of the letters (or later with
photocopiers, find a machine and pay to make copies). Then they had to pay for envelopes and
stamps to send it in the mail. As these letters spread we could consider what factors made some
chain letters (and modified versions) spread more than others, and how the letters got modified
as they spread.

12.2.3. Sourdough starters

Sourdough bread is made by baking something called a “starter,” which is a mix of flour, water,

and a colony of microorganisms (like yeast).

Fig. 12.4 Sourdough bread. Photo source [/11]
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The microorganisms in the starter will continue multiplying if you let them, and you can add flour
and water to make it larger, then split it into multiple starters. You can repeat this process again
and again, occasionally using some starters to bake bread, but you can share the starters with

others.

In this way, as people split and share their starters, sourdough starters are spread, multiply and
evolve (including the microorganisms evolving biologically). One sourdough starter even dates
back to at least 1847 [I12].

12.3. Evolution in social media

Let’s now turn to social media and look at how evolution happens there.

As we said before, evolution occurs when there is: replication (with inheritance), variations or

mutations, and selectionﬂl, so let's look at each of those.

12.3.1. Replication (With Inheritance)

For social media content, replication means that the content (or a copy or modified version) gets
seen by more people. Additionally, when a modified version gets distributed, future replications

of that version will include the modification (a.k.a., inheritance).
There are ways of duplicating that are built into social media platforms:

e Actions such as: liking, reposting, replying, and paid promotion get the original posting to
show up for users more

e Actions like quote tweeting, or the TikTok Duet feature let people see the original content,
but modified with new context.

e Social media sites also provide ways of embedding posts in other places, like in news articles

There are also ways of replicating social media content that aren’t directly built into the social

media platform, such as:

e copying images or text and reposting them yourself

e taking screenshots, and cross-posting to different sites

12.3.2. Variations / Mutations
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When content is replicated on social media, it may be modified. The Social media system might
have built-in ways to do this, like a quote tweet or reply adding some sort of comment to the

original post, effectively making a new version of the post that can spread around.

e Monica Lewinsky (she/her) & L 4

@Monicalewinsky - Follow
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@ UberFacts & @UberFacts
What's the most high-risk, low-reward thing you've ever done?

6:34 AM - May 21, 2021 @

@ 2654k @ Reply T, Share

Read 5.1K replies

Twitter: @Monical e winsky

Fig. 12.5 Monica Lewinsky [13] posted this quote tweet [I14] that answers a question with a side-eye

emoji, which her audiences will understand as referring to her affair [I15] with then-US-president
Bill Clinton.

Through quote tweeting, a modified version of the original tweet (now with Lewinsky's emaji

response) spread as people liked, retweeted, replied, and put it in Buzzfeed lists [I16]

Additionally, content can be copied by being screenshotted, or photoshopped. Text and images
can be copied and reposted with modifications (like a poem about plums [I17]). And content in

one form can be used to make new content in completely new forms, like this “Internet Drama”

song whose lyrics are from messages sent back and forth between two people in a Facebook
Marketplace:
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12.3.3. Selection

When content (and modified copies of content) is in a position to be replicated, there are factors
that determine whether it gets selected for replicated o